Assessed Products List

The below APL is a compilation of abstracts from test reports prepared by the Defense Security Service, the U.S. Air Force and/or the Department of the Navy security organizations.   The APL does not endorse any company’s product, nor does it constitute certification or accreditation for the product’s use in a classified environment.  The intent is to give security personnel information on the capability of the product, whereby, they can determine the possible application of the product to meet their security requirement.  If the product lists a version number, only that version can be used for new Information System certifications/accreditations.   Older versions are grandfathered for as long as the Information System retains accreditation.  

The individual products were evaluated against the DoD Magnetic Remanence Security Guideline, CSC-STD-005-85, dated November 15, 1985.   The evaluation provides assurance that the product meets the vendor’s claim/documentation in that the removal of information from the magnetic media (removable or non-removable rigid disk) will prevent data recovery using known techniques or analysis.   Because the evaluation was performed on a test configuration different from any contractor’s operational configuration, each use of the product on different configurations must be tested and verified before authorization.  

Before any product is acquired, careful analysis to the overall costs associated with overwrite/sanitization should be made.   Depending on the contractor’s environment, the size of the drive and the differences in the individual products time to perform the overwrite, destruction of the media might be the preferred (i.e., economical) sanitization method. 

DSS Assessed Products List
Product/Version
Platform(s)_H/W
Comments
Instructions/Limitations






Data Eraser  Version 2.0

(Professional Edition)
ATA/IDE and SCSI

Any Intel based platform
www.ontrack.com
(1)






Format (Sun Solaris)


Sun Solaris 8 
www.sun.com/software/solaris/trustedsolaris/ts_tech_faq/faqs/purge.html







FX Utility (Silicon Graphics)
Silicon Graphics Only
www.sgi.com
(2)






Maresware 

Mares & Company, LLC.
ATA/IDE and SCSI

Any Intel based platform
http://www.dmares.com
(1)






Norton Utilities Version 5.0
Macintosh OS 8.1 or higher
www.symantec.com







Norton Utilities 2001

Version 5.0
Windows 95/98/ME
www.symantec.com
(1)

2 GB Limit






Norton Utilities 2001

Version 5.0
Windows NT/2000
www.symantec.com
(1)

2 GB Limit






Sanitizer (Infraworks)

Version 4.7
ATA/IDE and SCSI

Any Intel based platform
www.infraworks.com
(1)






Uni-Shred Pro

Version 3.2.3
SCSI

Most Unix based OS (contact vendor) - Any Intel based platform using Linux boot disk
www.lat.com
(1)






INSTRUCTION (1)

PROCEDURE FOR OVERWRITING RIGID DISKS ON INTEL BASED PLATFORMS

Before any rigid disk is placed into classified service, the disk must be partitioned and formatted to accept the desired file system.  

INSTRUCTION (2)

(FX Utility) 

PROCEDURE FOR OVERWRITING SCSI DISK USING SILICON GRAPHICS FX UTILITY
This section provides a description and the procedures for declassifying a rigid disk drive on a Silicon Graphics workstation.

As a part of the Silicon Graphics maintenance function, Silicon Graphics has included a low level disk exerciser utility.  This utility may be called up by the PROM monitor, a program residing in the permanently programmed read-only memory PROM.  From the PROM monitor prompt, the exerciser utility may be invoked to perform a destructive surface analysis over the entire disk.

For the destructive read-write function, the user may invoke this utility and direct that a pattern be written multiple times sequentially over the complete disk.  The pattern is user definable and written to all surfaces regardless of the size of the rigid disk drive.  In addition, the user indicates the number of passes in which the pattern is to be exercised.

SILICON GRAPHICS IRIX SANITIZATION OVERWRITE PROCEDURES

This procedure provides a description for overwrite sanitization of a SCSI hard disk drive on a Silicon Graphics IRIX AIS. This procedure is not approved for RAID or Fibre Channel fabric devices. A backup should be performed using appropriately classified media prior to executing this procedure if any data is to be archived.

1.
INTRODUCTION

As a part of the Silicon Graphics maintenance function, Silicon Graphics includes a low level disk exerciser utility, "FX."  There are two versions of FX.  One versions runs in the stand-alone environment, from the "Command Monitor" (a program residing in the permanently programmed read-only memory PROM) and must be used when the system disk is sanitized.  The other version runs as an IRIX command.  From IRIX the overwrite utilities are run as the superuser (root) for non-system disks.  From either the Command Monitor or command line prompt, the FX utility may be invoked to perform a destructive surface analysis over the entire disk.  

The FX utility is menu-driven and includes a series of submenus for various disk maintenance functions.  For the destructive read-write function, the user invokes the FX utility and sets a test pattern to be written and compared sequentially over all addressable locations on the disk.  The FX overwrite defaults to the entire disk (partition 10). The pattern is user definable and can be manipulated to write to all addressable locations regardless of the size of the rigid disk drive.  In addition, the user may increase the number of passes in which each pattern is written.

2.0
INITIATING FX

Since the overwrite sanitization is a destructive procedure, FX must be run in "expert" mode (-x) by the superuser.  The hardware inventory command ("hinv") should be executed prior to FX to determine the disk type, controller, and target; and CD ROM if stand-alone FX is used.

2.1
STAND-ALONE FX

A copy of the stand-alone version of FX is normally kept in /stand/fx and can be invoked when the system is not running by giving the following command at the PROM Command Monitor:

boot stand/fx

A stand-alone fx is provided in the /stand directory of CD-ROM discs containing software distributions with install tools, and can be invoked by the Command Monitor command: For systems with the 32 bit ARCS PROM (Indigo, Indigo2, Indy, Onyx, Challenge and O2), use this command:

boot -f dksc(ctlr,unit,8)sashARCS dksc(ctlr,unit,7)stand/fx.ARCS --x (note 2 dashes)

For systems with 64-bit ARCS PROM (for example, Power Challenge, Power Onyx, Power Indigo2, Indigo2 10000, Origin, Onyx2, and OCTANE ) use this command:

boot -f dksc(ctlr,unit,8)sash64 dksc(ctlr,unit,7)stand/fx.64 --x (note 2 dashes)

where ctlr is the controller number (usually 0), unit is the SCSI id of the CD-ROM drive.

When the stand-alone version is booted without the -x option, it prompts to see if you wish to use the expert mode, because it is often forgotten on the command line.

2.2
COMMAND LINE FX

The command line version of FX is invoked by name like any IRIX command. For example:

/bin/fx -x

FX will prompt for disk type, controller, target, and lun numbers. The controller type for SCSI disk drives is "dksc."  FX next prompts for controller number, drive number (SCSI target ID), and lun (logical unit number) (lun are used with RAID and have not been evaluated; the lun default of 0 should be specified).

2.3
SELF-TEST

FX then issues a diagnostic command to the drive. For SCSI drives, the drive information from the inquiry command is displayed, including the firmware revision. A controller or drive self test is performed, followed by sanity checks on the partition layout. If any 'major' differences are found, you are asked if you want to use the existing values. It is almost always correct to keep the existing values. If it appears that no valid volume header is present, FX asks if you want to use the defaults; you can answer "no." FX then enters its main menu.

3.
FX MENU

Menu items can be selected by typing the least unambiguous prefix (the portion included between [ and ]) or the full name. A menu item can be an action (for example, exit) or the name of a submenu (for example, badblock). Submenus have a trailing / to indicate that they are submenus. Selecting a submenu name causes that submenu to be displayed, and items from it can be selected. To return to a parent menu from a submenu, enter two dots (..).

3.1
MENU HIERARCHY

The menus are organized as a hierarchy, so you can go up two levels by typing ../.., or use a command several levels down by separating each level by a /. By typing a command pathname, such as / badblock /showbb a command can be executed from any point in the menu hierarchy. Similarly, typing the full pathname of any menu moves you to that menu (this includes typing / for the top level).

3.2
FX HELP

To obtain help for the items on the current menu, enter a question mark (?) at the prompt. Many of the functions have options to modify their actions; to obtain more information about them than the summary, enter ? item where item can be either the least unambiguous prefix, or the full name.

3.3
FX MEMORY BUFFER

FX provides a 524288 byte internal memory buffer as a source or destination for data.  Selected overwrite patterns are stored in this buffer and then flushed to the disk. The overwrite verification process will also read data patterns written to the disk into this buffer, then the process will dump 512 byte blocks of this buffer to produce a three-column display.  The first column is the hexidecimal address within the buffer of the data read from disk.  The second column is the hexidecimal representation of the data pattern written to the disk.  The third column is the ASCII representation of the data pattern written to the disk.

3.4
EXITING FX

To exit from fx, select exit at the main menu; a shorthand for exiting from any level is /exit. Entering /.. from any menu allows you to select a different disk using normal controller/target/lun prompts, without having to exit and restart. 

Once the main menu is reached, FX catches interrupts: an interrupt stops any operation in progress but does not terminate FX itself. The current operation executing in the disk driver (if any) completes first; this is most notable when formatting a SCSI disk, because that is a single operation lasting many minutes. 

4.
FX OVERWRITE PROCEDURE

Identify the target disk (disk type, controller, target).

Type: /bin/hinv

Initiate the FX command in expert mode.

Type: /bin/fx -x

At the prompts, select the correct disk.

Note "hinv" from step 1.

Note if FX states, "creating new sgilabel," this information will be needed to exit FX properly after the overwrite.

Note the size (nblocks) of partition 10, the size of addressable locations.  

Select "repartition"

The size of partition 10 may be less than "capacity" if bad blocks are mapped.

Verify bad blocks.  Compare with list created prior to classification; continue if zero grown defects or differences.

Select grown defect list "badblock/showbb -g"

Set first pattern to zero.

Select "exercise/settestpat"

value = 0

Verify pattern is set.

Select "exercise/showtestpat"

Pattern is displayed in hexidecimal, "00."

Overwrite first pattern.

Select "exercise/sequential"

modifier = wr-cmp

starting block# = 0 

nblocks = (size of partition 10) 

nscans = 1

Set complement pattern (octal) to ones.

Select "exercise/settestpat"

value = 255

Verify pattern is set.

Select "exercise/showtestpat"

Pattern is displayed in hexidecimal, "ff."

Overwrite second pattern.

Select "exercise/sequential"

modifier = wr-cmp

starting block# = 0 

nblocks = (size of partition 10) 

nscans = 1

Set third pattern (octal) to random.

Select "exercise/settestpat"

value = a number between 0 and 255 (NOTE: zero may skew verification)

Verify pattern is set.

Select "exercise/showtestpat"

Pattern is displayed in hexidecimal, note this character for the verification in step 15.

For example, "170" octal will display "aa" hexidecimal, and the binary pattern written will be "10101010." 

Overwrite third pattern.

Select "exercise/sequential"

modifier = wr-cmp

starting block# = 0 

nblocks = (size of partition 10) 

nscans = 1

Verify the last pattern written, read three locations, confirm that they all contain the last pattern of data written during the purge.

(1)

Select "debug/seek blocknum" where blocknum is less than nblocks

Select "debug/readbuf 0 1" read one 512 byte block into buffer

Select "debug/dumpbuf b 0 512" to dump buffer from byte 0 to 511

(2)

Select "debug/seek blocknum" where blocknum is less than nblocks

Select "debug/readbuf 0 1" read one 512 byte block into buffer

Select "debug/dumpbuf b 0 512" to dump buffer from byte 0 to 511

(3)

FX may fail to write the last 512 byte block on a sequential test so the last block (nblocks - 1) must be checked.

Select "debug/seek blocknum" where blocknum is (nblocks - 1)

Select "debug/readbuf 0 1" read one 512 byte block into buffer

Select "debug/dumpbuf b 0 512" to dump buffer from byte 0 to 511

If the last pattern written verifies, exit, else continue.

Select "debug/fillbuf 0 00 1024" fill offset 0 with pattern "00", note 1

Select "debug/writebuf"

Select "debug/fillbuf 0 11 1024" fill offset 0 with pattern "11", note 1

Select "debug/writebuf"

Select "debug/fillbuf 0 aa 1024" fill offset 0 with pattern "aa", note 1

Select "debug/writebuf"

Select "debug/readbuf 0 1" read one 512 byte block into buffer

Select "debug/dumpbuf b 0 512" to dump buffer from byte 0 to 511

The last pattern written to this block should be "61."

Exit FX, sanitization complete.

Select "/exit"

SGILABEL. FX will exit with the following prompt:

 "label info has changed for disk dksc(controller, target, lun) write out changes? (yes)"

Answer "yes" if in step 3 FX stated, "creating new sgilabel" 

Answer "no" if FX did not create a new label in step 3; otherwise FX will rewrite the old label data back to the disk.  FX will restart, select the same drive, notice the "creating new sgilabel" message.  Select "/exit" and answer "yes" to write out changes.

Complete the declassification documentation and send one copy to Classified Document Control and one copy to AIS Security.

Note 1: Even though 512 bytes remains to be overwritten, tests show that specifying a fillbuf of 512 bytes actually writes just 256 bytes to the buffer; specifying 1024 fill bytes ensures the buffer is filled appropriately.  The fill pattern, however, is an ASCII character string; there are no printable "complementary" characters in the ASCII set.  The strings are therefore arbitrary in that regard.  Character string conversion as follows:

STRING
HEXIDECIMAL
BINARY

00
30 30
00110000 00110000

11
31 31
00110001 00110001

aa
61 61
01100001 01100001

Note 2: A drive that has been cleared or sanitized by the procedure is not bootable, not even after installing an operating system.  After completing the procedure the disk label contains only a partition table.  To boot, SGI requires the appropriate version of sash to be written to the label.  The SGI tool "dvhtool" is one way to copy sash into the disk label.
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