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1 [bookmark: _Toc442788603][bookmark: _Toc462233229]Background
The transition to Risk Management Framework (RMF) within NISP, all systems including Local Area Networks, Wide Area Networks and Interconnected Networks, requiring authorization or re-authorization will follow the RMF methodology for Local Area Networks, Wide Area Networks and Interconnected Systems.  
 
This document is based on the DSS Assessment and Authorization Process Manual (DAAPM)

[bookmark: _Toc442788604][bookmark: _Toc462233230]Applicability
This template is applicable to all Information Systems (IS) that store, process and/or transmit classified information.
[bookmark: _Toc430319635][bookmark: _Toc442788605][bookmark: _Toc462233231]References
This document is based on the following references:
· NIST SP 800-53, Security Controls for  Federal Information Systems and Organizations, Revision 4, Apr 13
· CNSSI 1253, Security Categorization and Control Selection for National Security Systems, March 2014
· DSS DAAPM
[bookmark: _Toc442788606][bookmark: _Toc462233232]Reciprocity
Reciprocity is defined as a “Mutual agreement among participating enterprises to accept each other’s security assessments in order to reuse information system resources and/or to accept each other’s assessed security posture in order to share information.” [CNSSI 4009] 

This agreement, however, does not imply blind acceptance. The body of evidence used for assessments of the subject system will be provided to the other participant(s) who have a vested interest in establishing a mutual agreement. The receiving party will review the assessment evidence (e.g., system security plan (SSP), test plans, test procedures, test reports, exceptions) and determine if there are any deltas in the evidence, (e.g., baseline/overlay controls that were tailored, a test item that was omitted), and identify items that may require negotiations.

Reciprocity means that the system(s) will not be retested or undergo another full assessment. In the spirit of reciprocity, the existing assessments will be accepted; only controls, test items or other pertinent items that were initially omitted are subject to evaluation/testing to assure the system meets any additional protections required for a successful reciprocal agreement.



	System Security Plan (SSP) Categorization:  Moderate-Low-Low

[bookmark: _Toc430319636][bookmark: _Toc442788607][bookmark: _GoBack]
189
[Insert Classification]

[bookmark: _Toc462233233]System Identification

[bookmark: _Toc462233234]System Overview
	System Name
	Click here to enter text.

	DSS UID
	Click here to enter text.

	Type of Information System (Check One)
	|_| Standalone (SUSA)
|_| Multi-User Standalone (MUSA)
|_| Closed Restricted Network (Local Area Network(LAN))
|_| Wide Area Network (WAN)
|_| Interconnected System – Contractor-to-Contractor (C2C)
|_| Interconnected System – Contractor-to-Government (G2G)
|_| Other:



	Type of Plan:
	|_| SSP
|_| MSSP (Type Authorization)


The system is in the life-cycle phase noted in the table below.
	System Status (Check One):

	|_|
	Operational
	The system is operating and in production.

	|_|
	Under Development
	The system is being designed, developed, or implemented

	|_|
	Major Modification
	The system is undergoing a major change, development, or transition.

	|_|
	Other
	Explain:  Click here to enter text.


[bookmark: _Toc430319639][bookmark: _Toc442788610][bookmark: _Toc462233235]  Security Categorization
[bookmark: _Toc430319640][bookmark: _Toc442788611][bookmark: _Toc462233236]Summary Results and Rationale
Summarize information in the sections below; e.g., System X is categorized as a Moderate-Low-Low system processing xxx information types. A risk analysis indicated that no risk adjustment tailoring was required. 
[bookmark: _Toc430319641][bookmark: _Toc442788612][bookmark: _Toc462233237][bookmark: _Toc430319642][bookmark: _Toc442788613]Categorization Detailed Results
[bookmark: _Toc462233238]Information Impact Categorization 
	Information Impact Categorization 

	Information Type
	Confidentiality Impact
	Integrity Impact
	Availability Impact
	Authority

	<e.g., Administrative>
	Choose an item.	Choose an item.	Choose an item.	e.g., ISO

	<e.g., Engineering>
	Choose an item.
	Choose an item.
	Choose an item.
	e.g., .ISO

	Click here to enter text.
	Choose an item.
	Choose an item.
	Choose an item.
	e.g., SCG


[bookmark: _Toc430319643][bookmark: _Toc442788614][bookmark: _Toc462233239]System Security Impact Categorization
	Final System Impact Categorization 

	Confidentiality Impact
	Integrity Impact
	Availability Impact
	Authority

	Choose an item.	Choose an item.	Choose an item.	e.g., ISO, SCG


[bookmark: _Ref258317773][bookmark: _Toc430319644][bookmark: _Toc442788615][bookmark: _Toc462233240]Risk Adjusted System Impact Categorization
	Risk Adjusted System Impact Categorization 

	Confidentiality Impact
	Integrity Impact
	Availability Impact
	Authority

	Choose an item.	Choose an item.	Choose an item.	e.g., AO, REF, ISO, SCG


[bookmark: _Toc430319645][bookmark: _Toc442788616][bookmark: _Toc462233241]Control Selection

	[bookmark: _Ref259007303]Baseline: 

	e.g., Moderate-Low-Low (M-L-L)

	Overlays (Select/Add all that apply):

	
	Single User Standalone (SUSA)

	
	Multi-User Standalone (MUSA)

	
	Isolated Local Area Network (ISOL)

	
	Peer to Peer (P2P)


[bookmark: _Toc430319646][bookmark: _Toc442788617][bookmark: _Toc462233242][bookmark: _Toc225142977]Key Roles and Responsibilities
[bookmark: _Toc430319647][bookmark: _Toc442788618][bookmark: _Toc462233243]Risk Management
Authorizing Official (AO)
[bookmark: _Toc225142978]Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text. 
Phone:					Click here to enter text.
Email: 					Click here to enter text.

Industrial Security Representative (ISR)
[bookmark: _Toc225142979]Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text. 
Phone:					Click here to enter text.
Email: 					Click here to enter text.	

System Control Assessor (SCA)
[bookmark: _Toc225142980]Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text. 
Phone:					Click here to enter text.
Email: 					Click here to enter text.

Information Owner
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text. 
Phone:					Click here to enter text.
Email: 					Click here to enter text.	
[bookmark: _Toc225142981]
Information System Owner (ISO)/Program Manager (PM)
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text. 
Phone:					Click here to enter text.
Email: 					Click here to enter text.
[bookmark: _Toc430319648][bookmark: _Toc442788619][bookmark: _Toc462233244][bookmark: _Toc225142983] IA Support Personnel						
Information System Security Manager (ISSM)
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text. 
Phone:					Click here to enter text.
Email: 					Click here to enter text.
				Click here to enter text.
	Click here to enter text.
[bookmark: _Toc225142985]
System Administrator/Network Administrator (SA/NA)
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text. 
Phone:					Click here to enter text.
Email: 					Click here to enter text.

Data Transfer Agent (DTA)/Trusted Download
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text. 
Phone:					Click here to enter text.
Email: 					Click here to enter text.
Transfer Risk Level (High or Low):		Click here to enter text.

[bookmark: _Toc430319649][bookmark: _Toc442788620][bookmark: _Toc462233245]System Environment 
[bookmark: _Toc430319650][bookmark: _Toc442788621][bookmark: _Toc462233246]Physical Environment
	NIST 800-53/DSS DAAPM 
	PE-3

	Is the secure facility authorized or approved to process and store information at the level covered by this SSP?
	[bookmark: Check23]|_| Yes
[bookmark: Check24]|_| No

	Who authorized or approved the facility?
	Organization:		  

	Indicate if the facility is a Closed, or Restricted Area.
	|_| Closed           Date of Approval    Click here to enter text.
|_| Restricted            
|_| Both              Date of Approval   Click here to enter text.

	State the classification level approved for the facility, as well as any caveats applied to the information.
	|_| Confidential 
[bookmark: Check25]|_| Secret
[bookmark: Check26]|_| Top Secret 
	[bookmark: Check29]|_| NATO
[bookmark: Check27]|_| RD  
|_|FRD
|_|CNWD         
|_|FGI
|_|NOFORN
	[bookmark: Check34]|_|  Others
[bookmark: Check35]|_|COMSEC


	Is the facility approved for 24-hour operation?
	|_| Yes
|_| No

	Is the facility approved for Open or Closed storage?
	|_| Opened
|_| Closed

	List all items approved for Open Storage:
	Click here to enter text.
	List all items restricted to Closed Storage:
	Click here to enter text.
	Are classified and lower classified systems co-located within the facility? (If yes, complete the box to the right. If no, proceed to the next question.)  
	|_| NIPRNet/NMCI/Internet
|_| SIPRNet

	Others
|_| _______________
|_| _______________

	Is the system approved for unattended processing?
	|_| Yes
|_| No
	Click here to enter text.

	Is a PDS required to support this connection
	|_| Yes
|_| No
	Approval Date:


[bookmark: _Toc430319651][bookmark: _Toc442788622][bookmark: _Toc462233247]Facility/System LAYOUT (Blueprint Diagram)
Include diagram as an attachment.
[bookmark: _Toc430319652][bookmark: _Toc442788623][bookmark: _Toc462233248]Personnel Authorizations
	NIST 800-53, Rev. 4/DSS DAAPM
	AC-2

	Minimum Clearance
	Minimum Access
	Citizenship
	Foreign National

	|_| Confidential 
|_| Top Secret
|_| Secret
	|_| Interim
|_| Final
	
	|_| Yes
|_| No


[bookmark: _Toc396913645][bookmark: _Toc430319653][bookmark: _Toc442788624][bookmark: _Toc462233249]System Classification Level(s) & Compartment(s)
	Classification
	Caveats
	Compartments


	|_| Confidential 
|_| Secret
|_| Top Secret

	|_| None
|_| NATO
|_| RD

	|_| <XXX>
|_| <XXX>
|_| <XXX>


[bookmark: _Toc430319654][bookmark: _Toc442788625][bookmark: _Toc462233250]Unique Data Handling Requirements
Identify handling requirements/caveats.
[bookmark: _Toc462233251]Information Access Policies
	NIST 800-53, Rev. 4/DSS DAAPM 
	AC-2, 3


Attach any additional organizational or system-specific user access policies.

[bookmark: _Toc430319656][bookmark: _Toc442788627][bookmark: _Toc462233252]General System Description/Purpose
[bookmark: _Toc430319657][bookmark: _Toc442788628][bookmark: _Toc462233253]System Description

	NIST 800-53, Rev. 4/DSS DAAPM 
	PL-2


Enter System Description:


[bookmark: _Toc298398763][bookmark: _Toc430319658][bookmark: _Toc442788629][bookmark: _Toc462233254]System Architecture
Describe System Architecture:






[bookmark: _Toc430319659][bookmark: _Toc442788630][bookmark: _Toc462233255]Functional Architecture
Describe functional architecture; e.g., data flow.  Attach diagram if appropriate.




[bookmark: _Toc430319660][bookmark: _Toc442788631][bookmark: _Toc462233256]User Roles and Access Privileges
List roles and privileges (e.g. Privileged User, General User, Database Administrator, and Data Transfer Agent).
	Role
	Name
	Authorized Privileges and Functions Performed

	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.


[bookmark: _Toc225142992][bookmark: _Toc430319661][bookmark: _Toc442788632][bookmark: _Toc462233257]Interconnections
[bookmark: _Toc225142993][bookmark: _Toc430319662][bookmark: _Toc442788633][bookmark: _Toc462233258]Direct Network Connections
**NOTE:  Direct network connections with external organizations, whether internal or external to the facility must be addressed in an MOU/MOA and/or ISA.  Indicate in Section 5.3.
	NIST 800-53, Rev. 4/DSS DAAPM
	PL-2, AC-17, CA-3

	|_| This system does not connect to any other system. 


	This system connects to following system(s):

	[bookmark: _Toc225142994]SYSTEM NAME
	ORGANIZATION
	CLASSIFICATION/ COMPARTMENTS
	ATO ISSUED BY
	DATE OF ATO

	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.

[bookmark: _Toc225142995][bookmark: _Toc430319664][bookmark: _Toc442788635][bookmark: _Toc462233259]Memoranda of Understanding (MOU), Memoranda of Agreement (MOA), Co-Utilization Agreements (CUA) and Interconnection Security Agreements (ISA)

[bookmark: Check37]|_|	This information system does not require any MOU/MOA, CUA, or ISA.		
|_|	This information system requires an MOU/MOA, CUA, and/or ISA. 

	NIST 800-53, Rev. 4/DSS DAAPM
	AC-20

	Subject of MOU/MOA/CUA/ISA
	Click here to enter text.
	Date of MOU/MOA/CUA/ISA
	Click here to enter text.
	POC Name
	Click here to enter text.
	Organization
	Click here to enter text.
	Contact (phone or e-mail)
	Click here to enter text.

[bookmark: _Toc259009416][bookmark: _Toc259009473][bookmark: _Toc259009533][bookmark: _Toc259009592][bookmark: _Toc259009655][bookmark: _Toc259009714][bookmark: _Toc259009771]
[bookmark: _Toc430319665][bookmark: _Toc462233260]Baseline Security Controls
[bookmark: _Toc430319666][bookmark: _Toc442788636][bookmark: _Toc462233261][bookmark: _Toc330802995]Summary Listing of Required Controls for a Moderate – Low – Low (M-L-L) Baseline
The following list of controls is based on the DAA PM M-L-L baseline and the CNSSI 1253 NSS Security Control Baseline.  The listing of controls is intended to provide sufficient information required to define the security control requirements.  Additional clarification regarding the security control requirements can be found in the DAA PM.
[bookmark: _Toc430319667][bookmark: _Toc442788637][bookmark: _Toc462233262]Access Control (AC)
[bookmark: _Toc430319668][bookmark: _Toc442788638][bookmark: _Toc462233263]AC-1 – Access Control Policy and Procedures Requirements 
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	                   |_| Hybrid (Common and System Specific)                                                                    

	Control:  The organization:
a. Develops, documents, and disseminates to all authorized responsible personnel as required:
1. An access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; 
2. Procedures to facilitate the implementation of the access control policy and associated access  control;
b. Reviews and updates the current:
1. Access control policy annually or as policy and procedures dictate changes are required;
2. Access control procedures annually or as policy and procedures dictate changes are required;


	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319669][bookmark: _Toc462233264][bookmark: _Toc330802996][bookmark: _Toc442788639]AC-2 – Account Management 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	                  |_| Hybrid (Common and System Specific)                                                                    

	The organization manages information system accounts and:
a. Identifies and selects account types (i.e., individual, group, system, application, guest/anonymous, and temporary) as defined by the ISSM
	Click here to enter text.
	b. Assigns account managers for information system accounts;
	Click here to enter text.
	c. Establishes conditions for group membership;
	Click here to enter text.
	d. Specifies authorized users of the information system, group and role membership, and privileges and other attributes for each account;
	Click here to enter text.
	e. Requires approvals by the ISSM/ISSO or designee for requests to establish accounts;
	Click here to enter text.
	f. Creates, enables, modifies, disables and removes information system accounts; 
	Click here to enter text.
	g. Monitors the use of information system accounts;
	Click here to enter text.
	h. Notifies account managers when (1) accounts are no longer required, (2) when information system users are terminated, transferred, and when (3) individual information system usage or need-to-know/need-to share changes;
	Click here to enter text.
	i. Authorizes access to the system based on: 
1) a valid access authorization;
2) intended system usage and;
3)  other attributes as required by the organization or associated missions/business functions
	Click here to enter text.
	j. Reviews accounts for compliance with at least annually, if not otherwise defined in formal organizational policy
	Click here to enter text.
	k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are removed from the group
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc330802998][bookmark: _Toc430319678][bookmark: _Toc462233265][bookmark: _Toc442788640]AC-2 (1) – Account Management:  Automated System Account Management 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization employs automated mechanisms to support the management of information system accounts. 

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319679][bookmark: _Toc462233266][bookmark: _Toc442788641]AC-2(2) – Account Management:  Removal of Temporary/Emergency Accounts 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system automatically disables temporary and emergency accounts after not more than 72 hours.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319680][bookmark: _Toc462233267][bookmark: _Toc442788642]AC-2(3) – Account Management:  Disable Inactive Accounts 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	                |_| Hybrid (Common and System Specific)                                                                    

	All password-accessible accounts must be disabled when information system users are terminated, transferred, or no longer require access to the information resource in the performance of their assigned duties. The information system automatically disables inactive accounts after a maximum of 90 days of inactivity.  Accounts where the user has lost their security clearance will be disabled immediately.  

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319681][bookmark: _Toc442788643][bookmark: _Toc462233268]AC-2(4) – Account Management:  Automated Audit Actions
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system automatically audits account creation, modification, disabling, and termination actions and notifies, as required, appropriate individuals.  This control supports insider threat mitigation.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319682][bookmark: _Toc442788644][bookmark: _Toc462233269]AC-2(5) – Account Management:  Inactivity Logout 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization requires that users log out when user’s work day has ended or there is an extended absence (more than six (6) hours). This control supports insider threat mitigation.


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319683][bookmark: _Toc442788645][bookmark: _Toc462233270]AC-2(7) – Account Management:  Role Based Schemes 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:
(a)   Establishes and administers privileged user accounts in accordance with a role- based access scheme that organizes   allowed information system access and privileges into roles;
(b)   Monitors privileged role assignments;
(c)  Disables (or revokes) privileged user accounts when privileged role assignments are no longer appropriate. This control    supports insider threat mitigation. Privileged roles also include the auditor and data transfer agent (DTA)


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319684][bookmark: _Toc442788646][bookmark: _Toc462233271]AC-2(9) – Account Management:  Restrictions on Use of Shared Groups/Accounts
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization only permits the use of shared/group accounts that are operationally essential and when explicitly authorized by the AO.   This control supports insider threat mitigation.


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233272][bookmark: _Toc430319685][bookmark: _Toc442788647]AC-2(10) – Account Management:  Shared/Group Account Credential Termination 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system terminates shared/group account credential when a member/members leave the group.   This control supports insider threat mitigation.  

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233273][bookmark: _Toc430319686][bookmark: _Toc442788648]AC-2(12) – Account Management:  Active Monitoring/Atypical Usage 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:
a.   Monitors information system accounts atypical usage based on Program-unique requirements;
b.   Reports atypical usage of information system accounts to the ISSM immediately upon detection.    
This control supports insider threat mitigation.


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319687][bookmark: _Toc442788649][bookmark: _Toc462233274]AC-2(13) – Account Management:  Disable Accounts for High-Risk Individuals
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	                   |_| Hybrid (Common and System Specific)                                                                    

	The organization disables accounts of users posing a significant risk immediately or as soon as possible after discovery.   See also AU-6.  This control supports insider threat mitigation.  

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319688][bookmark: _Toc462233275][bookmark: _Toc442788650]AC-3 – Access Enforcement 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	All information systems shall enforce approved authorizations for logical access to information and information system resources in accordance with approved access control policies
	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233276][bookmark: _Toc430319689][bookmark: _Toc442788652]AC-3(2) – Access Enforcement:  Dual Authorization  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization enforces dual authorization for all transfers of data from a classified computer network to removable media. 

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319691][bookmark: _Toc442788654][bookmark: _Toc462233277]AC-3(4) – Access Enforcement: Discretionary Access Control  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system enforces discretionary access control to include or exclude access to the granularity of a single user who may be granted authorization to:
a. Pass the information to any other subjects or objects;
b. Grant its privileges to other subjects;
c. Change security attributes on subjects, objects, the information system, or the information system’s components;
d. Choose the security attributes to be associated with newly created or revised objects; 
e. Change the rules governing access control. 


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319692][bookmark: _Toc442788656][bookmark: _Toc462233278]AC-4 – Information Flow Enforcement
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system enforces approved authorizations for controlling the flow of information within the system and between interconnected systems.   


	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233279][bookmark: _Toc442788662]AC-5 – Separation of Duties 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:
a. Separates at a minimum, duty of system administrators from audit administration functions as feasible.  

	Click here to enter text.
              

	b. Documents separation of duties
	Click here to enter text.
	c. Defines information system access authorizations to support separation of duties
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319694][bookmark: _Toc462233280][bookmark: _Toc442788663]AC-6 – Least Privilege 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	

Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization employs the principle of least privilege, allowing only authorized accesses for users (or processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.  


	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319695][bookmark: _Toc442788664][bookmark: _Toc462233281]AC-6(1) – Least Privilege:  Authorize Access to Security Functions	
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization explicitly authorizes access to systems and/or software that provide security relevant functions (e.g., USB ports, I/O ports, CD/DVD drives, etc.).  This control supports insider threat mitigation.


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319696][bookmark: _Toc462233282][bookmark: _Toc442788665]AC-6(2) – Least Privilege:  Non-Privileged Access for Non-Security Functions 
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization requires that users of information system accounts, or roles, with access to privileged functions, use non-privileged accounts or roles, when accessing non-system functions. 

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319698][bookmark: _Toc442788666][bookmark: _Toc462233283]AC-6(5) – Least Privilege:  Privileged Accounts
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization restricts privileged accounts on the information system to absolute minimum number of privileged users needed to manage the system. In addition, super-user/root privileges shall be limited to the maximum extent possible.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233284][bookmark: _Toc430319699][bookmark: _Toc442788667]AC-6(7) – Least Privilege:  Review of User Privileges 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	Reviews at least annually the privileges assigned to privileged user accounts to include the DTA to validate the need for such privileges
	Click here to enter text.
              

	Reassigns or removes privileges, if necessary to correctly reflect organizational mission/business needs
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233285][bookmark: _Toc430319700][bookmark: _Toc442788668]AC-6(8) – Least Privilege:  Privilege Levels for Code Execution 
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system prevents all software applications/programs from executing at higher levels than users executing the application/program.  

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233286][bookmark: _Toc430319701][bookmark: _Toc442788669]AC-6(9) – Least Privilege:  Auditing Use of Privileged Functions 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system audits the execution of privileged functions.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233287][bookmark: _Toc430319702][bookmark: _Toc442788670]AC-6(10) – Least Privilege:  Prohibit Non-Privileged Users from Executing Privileged Functions 
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	 The information system prevents  non-privileged users from executing privileged functions to include disabling, circumventing, or altering implemented security safeguards/countermeasures 

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319703][bookmark: _Toc442788671][bookmark: _Toc462233288]AC-7 – Unsuccessful Login Attempts 
See DSS Overlay for Guidance
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	[bookmark: _Hlk413230023]Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system:

	Enforces a limit of maximum of three (3) consecutive invalid logon attempts by a user during a fifteen (15) minute time period
	Click here to enter text.
              

	Automatically locks the account/node until released by an administrator when the account is supported locally; or if not supported locally, after a period of not less than 15 minutes when the maximum number of unsuccessful attempts is exceeded. (Includes the requirements of AC-7(1))
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319705][bookmark: _Toc442788674][bookmark: _Toc462233289]AC-8 – System Use Notification
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system:

	a. Displays to users Notice and Consent Banner before granting access to the system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that:  
1.  Users are accessing a U.S. Government information system; 
2.  Information system usage may be monitored, recorded, and subject to audit; 
3. Unauthorized use of the information system is prohibited and subject to criminal and civil penalties and 
4.  Use of the information system indicates consent to monitoring and recording; 
b. Retains the notification message or banner on the screen until users acknowledge the usage conditions and take explicit actions by clicking on a box indicating “OK” to log on to or to further access the information system
	Click here to enter text.
              

	c. For publicly accessible systems:  
1. Displays system use information and prevents further activity on the information system unless and until the user takes positive action to acknowledge agreement by clicking on a box indicating “OK”
2. Displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities and includes a description of the authorized uses of the system.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233290][bookmark: _Toc430319706][bookmark: _Toc442788676]AC-10 – Concurrent Session Control 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system limits the number of concurrent sessions for each user to a maximum of three (3) sessions.  The concurrent sessions can be defined globally, by account type (e.g., privileged user), account or combination.  This control may require 3rd party software of development of a script.

	Click here to enter text.
              

	[bookmark: _Toc430319707]CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233291][bookmark: _Toc442788677]AC-11 – Session Lock 

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system:

	Prevents further access to the system by initiating a session lock after 15 minutes of inactivity or upon receiving a request from a user.  
	Click here to enter text.
              

	Retains the session lock until the user reestablishes access using established identification and authentication procedures
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319708][bookmark: _Toc442788678][bookmark: _Toc462233292]AC-11(1) – Session Lock:  Pattern Hiding Displays 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	The information system conceals via the session lock, the information previously visible on the display with a publicly viewable image.

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233293][bookmark: _Toc430319709][bookmark: _Toc442788679]AC-12 – Session Termination 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system [automatically] terminates a user session when the user logs out of the IS or removes the token.

	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233294][bookmark: _Toc430319710][bookmark: _Toc442788680]AC-12(1) – Session Termination:  User-Initiated Logouts/Message Displays 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system:
a. provides a logout capability for user-initiated communications sessions whenever authentication is used to gain access to information resources;
b. displays an explicit logout message to users indicating the reliable termination of authenticated communications sessions.  

	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319711][bookmark: _Toc442788681][bookmark: _Toc462233295]AC-14 – Permitted Actions without Identification or Authentication 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	Identifies that no user action can be performed on the information system without identification or authentication consistent with organizational missions/business functions. Specific AO authorization is required.  
	Click here to enter text.
              

	Documents and provides supporting rationale in the SSP for the information system, user actions not requiring identification or authentication.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319713][bookmark: _Toc442788682]
[bookmark: _Toc462233296]AC-16 – Security Attributes 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Provides the means to associate classification, categories of information, and caveats with information in storage, in process, and/or in transmission.
	Click here to enter text.
              

	b. Ensures that the security attribute associations are made and retained with the information. 
	Click here to enter text.
	c. Establishes the permitted attributes (e.g., classification level, accesses, and handling caveat) IAW in accordance with contractual requirements. 
	Click here to enter text.
	d. Determines the permitted values for each of the established security attributes. 
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233297][bookmark: _Toc442788684][bookmark: _Toc430319715]AC-16(5) – Security Attributes:  Attribute Displays for Output Devices  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system displays security attributes in human-readable form on each object that the system transmits to output devices to identify special dissemination, handling, or distribution instructions using human-readable, standard naming conventions. 

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233298][bookmark: _Toc442788685]AC-16(6) – Security Attributes:  Maintenance of Attribute Association by Organization  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization allows personnel to associate, and maintain the association of the appropriate level of classification, access and/or handling caveats associated with files they create in accordance with the SCG or locally defined security policies.  

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233299][bookmark: _Toc442788686][bookmark: _Toc430319716]AC-16(7) – Security Attributes:  Consistent Attribute Interpretation 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization provides a consistent interpretation of security attributes transmitted between distributed information system components.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233300][bookmark: _Toc442788687]AC-17 – Remote Access 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	Establishes and documents usage restrictions, configuration/connection requirements, and implementation guidance for each type of remote access allowed
	Click here to enter text.
              

	Authorizes remote access to the information system prior to allowing such connections
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319717][bookmark: _Toc462233301][bookmark: _Toc442788688]AC-17(1) – Remote Access:  Automated Monitoring/Control 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system monitors and controls remote access methods.  All remote sessions and user activity shall be audited.  This control supports insider threat mitigation.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319718][bookmark: _Toc462233302][bookmark: _Toc442788689]AC-17(2) – Remote Access:  Protection of Confidentiality/Integrity Using Encryption 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                          |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system implements cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions.  

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319719][bookmark: _Toc442788690][bookmark: _Toc462233303]AC-17(3) - Remote Access:  Managed Access Control Points
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system routes all remote accesses through a limited number of managed access control points (e.g., via an organizationally remote access server, such as a Citrix Server).  

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319720][bookmark: _Toc462233304][bookmark: _Toc442788691]AC-17(4) – Remote Access:  Privileged Commands/Access 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.

	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:
a.   Authorizes the execution of privileged commands and access to security-relevant information via remote access only for compelling operational needs and
b.   Documents the rationale for such access in the security plan for the information system.


	Click here to enter text.
                     

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.
              


[bookmark: _Toc430319721][bookmark: _Toc442788692]
[bookmark: _Toc462233305]AC-17(6) – Remote Access:  Protection of Information 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	

	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization ensures that users protect information about remote access mechanisms from unauthorized use and disclosure.  

	  Click here to enter text.


	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc462233306][bookmark: _Toc430319724][bookmark: _Toc442788695]AC-17(9) – Remote Access:  Disconnect/Disable Access 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	

	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization provides the capability to expeditiously disconnect or disable remote access to the information system no later than one hour after notification, 30 minutes of identification of an event or inactivity for low confidentiality or integrity impact; 20 minutes for moderate confidentiality or integrity impact; or 10 minutes for high confidentiality or integrity impact.

	Click here to enter text.
           

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319725][bookmark: _Toc462233307][bookmark: _Toc442788696]AC-18 – Wireless Access  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:  

	a. Establishes usage restrictions, configuration/connection requirements, and implementation guidance for wireless access
	Click here to enter text.

              

	b. Authorizes wireless access to the information system prior to allowing such connections
	Click here to enter text.


	c. Proactively monitor for unauthorized wireless connections, including scanning for unauthorized wireless points at least quarterly
	Click here to enter text.


	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319726][bookmark: _Toc442788697]
[bookmark: _Toc462233308]AC-18(1) – Wireless Access:  Authentication & Encryption 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	                   |_| Hybrid (Common and System Specific)                                                                    

	If applicable, the information system protects wireless access to the system using authentication of both users and devices as appropriate; e.g., devices to wireless networks (e.g., Wi-Fi) and users to enterprise services and encryption. This control is considered an NSS best practice.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319728][bookmark: _Toc462233309][bookmark: _Toc442788699]AC-18(3) – Wireless Access:  Disable Wireless Networking  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.

	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	                   |_| Hybrid (Common and System Specific)                                                                    

	The organization disables, when not intended for use, wireless networking capabilities internally embedded within information system components prior to issuance and deployment.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.
              


[bookmark: _Toc430319729][bookmark: _Toc462233310][bookmark: _Toc442788700]AC-18(4) – Wireless Access:  Restrict Configurations by Users  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization identifies and explicitly authorizes users allowed to independently configure wireless networking capabilities. General users shall be restricted from configuring wireless networking capabilities.  This control supports insider threat mitigation.

	Click here to enter text.
                    

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.
              


[bookmark: _Toc430319730][bookmark: _Toc442788701]
[bookmark: _Toc462233311]AC-19 – Access Control for Mobile Devices 
	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	        |_| Hybrid (Common and System Specific)                                                                    

	 The organization: 
a. Establishes usage restrictions, configuration requirements, connection requirements, and implementation guidance for organization-controlled mobile devices
	Click here to enter text.              

	b. Authorizes the connection of mobile devices to organizational information systems
	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	


[bookmark: _Toc462233312][bookmark: _Toc430319735][bookmark: _Toc442788705]AC-19(5) – Access Control for Mobile Devices:  Full Device/Container Based Encryption) 
	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	                   |_| Hybrid (Common and System Specific)                                                                    

	The organization employs NSA approved encryption to protect the confidentiality and integrity of information on all mobile devices authorized to connect to the organization's IS.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319736][bookmark: _Toc462233313][bookmark: _Toc442788706]AC-20 – Use of External Information Systems 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization  establishes terms and conditions, consistent with any trust relationships established with other organizations owning, operating, and/or maintaining external information systems, allowing authorized individuals to:

	Access the information system from external information systems
	Click here to enter text.
              

	Process, store, or transmit organization-controlled information using external information systems
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319737][bookmark: _Toc462233314][bookmark: _Toc442788707]AC-20(1) – Use of External Information Systems:  Limits on Authorized Use  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization permits authorized individuals to use an interconnected external information system or to process store or transmit organizational-controlled information only when the organization:

	a. Verifies the implementation of required security controls on the external system as specified in the organizations information security policy and security plan or…
	

	b. Retains approved information system connection or processing agreements with the organizational entity hosting the external information system.
	

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.
              


[bookmark: _Toc430319738][bookmark: _Toc462233315][bookmark: _Toc442788708]AC-20(2) – Use of External Information Systems:   Portable Storage Devices  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization shall limit the use of organization-controlled portable storage devices by authorized individuals on external information systems.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319739][bookmark: _Toc442788709]
[bookmark: _Toc462233316]AC-20(3) – Use of External Information Systems/Non-Organizationally Owned Systems-Components-Devices  

	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization prohibits the use of non-organizationally owned information systems, system components, or devices to process, store, or transmit organizational information, unless specifically approved by the AO/AO REPRESENTATIVE.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233317][bookmark: _Toc442788710][bookmark: _Toc427754205][bookmark: _Toc430319740]AC-20(4) – Use of External Information Systems: Network Accessible Storage Devices   
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization prohibits the use of fined network accessible storage devices in external information systems unless specifically approved by the AO/AO REPRESENTATIVE.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc442788711][bookmark: _Toc462233318]AC-21 – Information Sharing
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Facilitates information sharing by enabling authorized users to determine whether access  authorizations assigned to the sharing partner match the access restrictions on the information
	Click here to enter text.
              

	b. Employs automated or manual review process to assist users in making information sharing/ collaboration decisions
	

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc462233319][bookmark: _Toc430319742][bookmark: _Toc442788714]AC-23 – Data Mining Protection   
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	                   |_| Hybrid (Common and System Specific)                                                                    

	The organization employs data mining prevention and detection for Program information to adequately detect and   protect against data mining.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319743][bookmark: _Toc442788715]
[bookmark: _Toc462233320]Awareness and Training (AT)
[bookmark: _Toc430319744][bookmark: _Toc442788716][bookmark: _Toc462233321]AT-1 – Security Awareness & Training Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:
1. Develops, documents, and disseminates to all personnel
0. A security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance and
0. Procedures to facilitate the implementation of the security awareness and training policy and associated security awareness and training controls and
1. Reviews and updates the current:
1. Security awareness and training policy annually and
1. Security awareness and training procedures at least annually.


	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319745][bookmark: _Toc462233322][bookmark: _Toc442788717]AT-2 – Security Awareness 

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization provides basic security awareness training to information system users (including   managers, senior executives):
a. As part of initial training for new users;
b. When required by information system changes and
c. At least annually thereafter.


	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233323][bookmark: _Toc430319746][bookmark: _Toc442788718]AT-2(2) – Security Awareness:  Insider Threat  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization includes security awareness training on recognizing and reporting potential indicators of insider threat.

	Click here to enter text.          

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319747][bookmark: _Toc442788719][bookmark: _Toc462233324]AT-3 – Role-Based Security Training  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization provides role-based security training to personnel with assigned security roles and   responsibilities:
a. Before authorizing access to the information system or performing assigned duties;
b. When required by information system changes and
c. At least annually thereafter.


	Click here to enter text.
          

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319748][bookmark: _Toc442788720][bookmark: _Toc462233325]AT-3(2) – Security Training:  Physical Security Controls
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization provides ISSM with initial and annual training in the employment and operation of physical security mechanisms or when sufficient changes are made to physical security systems. This control supports insider threat mitigation.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233326][bookmark: _Toc430319749][bookmark: _Toc442788721]AT-3(4) – Security Training:  Suspicious Communications and Anomalous System Behavior 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization provides training to its personnel on indicators in order to recognize suspicious communications and/or anomalous behavior in organizational information systems. (e.g., receiving a suspicious email, an unexpected web communication, etc.).

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319750][bookmark: _Toc442788722][bookmark: _Toc462233327]AT-4 – Security Training Records
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Documents and monitors individual information system security training activities including basic security awareness training and specific information system security training;
	Click here to enter text.
              

	b. Retains individual training records for a minimum of five (5) years.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319752][bookmark: _Toc442788724]
[bookmark: _Toc462233328]Audit and Accountability (AU)
[bookmark: _Toc430319753][bookmark: _Toc442788725][bookmark: _Toc462233329]AU-1 – Audit and Accountability Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.


	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Control:  The organization:
1. Develops, documents, and disseminates to ISSO, ISSM, FSO and designated users and auditing personnel. 
0. An audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance and
0. Procedures to facilitate the implementation of the audit and accountability policy and associated audit and accountability controls and
1. Reviews and updates the current:
1. Audit and accountability policy at least annually and
1. Audit and accountability procedures at least annually.


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319754][bookmark: _Toc462233330][bookmark: _Toc442788726]AU-2 – Auditable Events 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Determines that the information system is capable at a minimum of auditing the required events: Successful and unsuccessful attempts to access, modify, or delete privileges, security objects, security levels, or categories of information (e.g. classification levels). Successful and unsuccessful logon attempts, Privileged activities or other system level access, Starting and ending time for user access to the system, Concurrent logons from different workstations, Successful and unsuccessful accesses to objects, All program initiations, All direct access to the information system. All account creations, modifications, disabling, and terminations. All kernel module load, unload, and restart. 
	Click here to enter text.
              

	b. Coordinates the security audit function with other organizational entities requiring audit-related information to enhance mutual support and to help guide the selection of auditable events
	Click here to enter text.
	c. Provides a rationale for why the auditable events are deemed to be adequate to support after-the-fact investigations of security incidents
	Click here to enter text.
	d. Determines that the information system is capable of auditing the following events at minimum: Authentication events:
(1) Logons (Success/Failure)
(2) Logoffs (Success)
2. Security Relevant File and Objects events:
(1) Create (Success/Failure)
(2) Access (Success/Failure)
(3) Delete (Success/Failure)
(4) Modify (Success/Failure)
(5) Permission Modification (Success/Failure)
3. Ownership Modification (Success/Failure)
4. Export/Writes/downloads to devices/digital media (e.g., CD/DVD, USB, SD) (Success/Failure)
5. Import/Uploads from devices/digital media (e.g., CD/DVD, USB, SD) (Success/Failure)
6. User and Group Management events:
(1) User add, delete, modify, disable, lock (Success/Failure)
(2) Group/Role add, delete, modify (Success/Failure)
7. Use of Privileged/Special Rights events:
(1) Security or audit policy changes (Success/Failure)
(2) Configuration changes (Success/Failure)
8. Admin or root-level access (Success/Failure)
9. Privilege/Role escalation (Success/Failure)
10. Audit and security relevant log data accesses (Success/Failure)
11. System reboot, restart and shutdown (Success/Failure)
12. Print to a device (Success/Failure)

	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319755][bookmark: _Toc442788727][bookmark: _Toc462233331]AU-2(3) – Auditable Events:  Reviews and Updates
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.

	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                          |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	                     |_| Hybrid (Common and System Specific)                                                                     

	The organization reviews and updates the audited events annually and based on situational awareness of threats, vulnerabilities.

	
Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319757][bookmark: _Toc462233332][bookmark: _Toc442788729]AU-3 – Content of Audit Records 

	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system generates audit records containing information that establishes what type of event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the event, and the identity of any individuals or subjects associated with the event.


	Click here to enter text.	
	

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319758][bookmark: _Toc442788730][bookmark: _Toc462233333]AU-3(1) – Content of Audit Records:  Additional Audit Information
This control may be tailored out in accordance with DSS Overlay

	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system generates audit records containing the following additional information, such as:

Detailed information that organizations may consider in audit records includes, for example, full text recording of privileged commands or the individual identities of group account users. Organizations consider limiting the additional audit information to only that information explicitly needed for specific audit requirements. This facilitates the use of audit trails and audit logs by not including information that could potentially be misleading or could make it more difficult to locate information of interest.


Specifically, audit records shall contain, at a minimum, the following content:
USERID
Type of event/action
Success or failure of event/action
Date
Time
Terminal or Workstation ID
Entity that initiated event/action
Entity that completed event/action
Remote access


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319760][bookmark: _Toc462233334][bookmark: _Toc442788731]AU-4 – Audit Storage Capacity 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization allocates audit record storage capacity. Proper audit storage capacity is crucial to ensuring the ongoing logging of critical events.  The information system must be configured to allocate sufficient log record storage capacity so that it will not become exhausted. See also AU-5(1).

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233335][bookmark: _Toc430319761][bookmark: _Toc442788732]AU-4(1) – Audit Storage:  Transfer to Alternate Storage  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system off-loads audit records based on organizational requirements onto a different system or media than the system being audited.  

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319762][bookmark: _Toc462233336][bookmark: _Toc442788733]AU-5 – Response to Audit Processing Failures 
See DSS Overlay for Guidance
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system:

	a. Alerts Designated organizational officials, ISSM, ISSO  in the event of an audit processing  failure and

	Click here to enter text.
              

	b. Takes the following additional actions: at a minimum, record any audit processing failure in the audit log.

	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319763][bookmark: _Toc442788734]
[bookmark: _Toc462233337]AU-5(1) – Response to Audit Processing Failures:  Audit Storage Capacity 

	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system provides a warning to ISSM and IA personnel immediately when allocated audit record storage volume reaches [75 percent] of repository maximum audit record storage capacity. This control supports insider threat mitigation.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319764][bookmark: _Toc462233338][bookmark: _Toc442788735]AU-6 – Audit Review, Analysis and Reporting 
See DSS Overlay for Guidance
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	

	The organization:
Reviews and analyzes information system audit records at least weekly for indications of inappropriate or unusual activity.
	Click here to enter text.
              

	Reports findings to ISO, ISSM and FSO.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319765][bookmark: _Toc462233339][bookmark: _Toc442788736]AU-6(1) – Audit Review, Analysis and Reporting:  Process Integration 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs automated mechanisms to integrate audit review, analysis, and reporting processes to support organizational processes for investigation and response to suspicious activities.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319766][bookmark: _Toc442788738][bookmark: _Toc462233340]AU-6(3) – Audit Review, Analysis, and Reporting: Correlate Audit Repositories - 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization analyzes and correlates audit records across different repositories to gain organization-wide situational awareness.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233341][bookmark: _Toc430319767][bookmark: _Toc442788739]AU-6(4) – Audit Review, Analysis and Reporting:  Central Review and Analysis  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system provides the capability to centrally review and analyze audit records from multiple components within the system.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233342][bookmark: _Toc430319768][bookmark: _Toc442788740]AU-6(5) – Audit Review, Analysis, and Reporting: Scanning and Monitoring Capabilities  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization integrates analysis of audit records with analysis of vulnerability scanning information; performance data and/or information system monitoring information and Program-defined data/information collected from other sources to further enhance the ability to identify inappropriate or unusual activity.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233343]AU-6(8) – Audit Review, Analysis and Reporting:  Full Text Analysis of Privileged Commands 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization performs a full text analysis of audited privileged commands in a physically distinct component or subsystem of the information system, or other information system that is dedicated to that analysis.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233344]AU-6(9) – Audit Review, Analysis and Reporting:  Correlation with Information from Non-Technical Sources  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization correlates information from nontechnical sources with audit information to enhance organization wide situational awareness.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233345]AU-6(10) – Audit Review, Analysis and Reporting:  Audit Level Adjustment 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization adjusts the level of audit review, analysis, and reporting within the information system when there is a change in risk based on law enforcement information, intelligence information, or other credible source of information.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319769][bookmark: _Toc442788741][bookmark: _Toc462233346]AU-7 – Audit Reduction and Report Generation 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system provides an audit reduction and report generation capability that:

	a. Supports on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of security incidents
	Click here to enter text.
              

	b. Does not alter the original content or time ordering of audit records
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319770][bookmark: _Toc442788742][bookmark: _Toc462233347]AU-7(1) – Audit Reduction and Report Generation:  Automatic Processing 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                              |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system provides the capability to process audit records for events of interest based on selectable event criteria.


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319771][bookmark: _Toc442788744][bookmark: _Toc462233348]AU-8 – Time Stamps
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system:

	a. Uses internal system clocks to generate time stamps for audit records
	Click here to enter text.
              

	b. Records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT). Time stamps shall include date and time. 
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319772][bookmark: _Toc442788745][bookmark: _Toc462233349]AU-8(1) – Time Stamps:  Synchronization with an Authoritative Time Source 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system:
a. Compares the internal information system clocks at least every 24 hours  with an organization-defined  authoritative time source e.g., Domain Controller, US Naval Observatory time server and
b. Synchronizes the internal system clocks to the authoritative time source when the time difference is greater than the organizationally defined granularity in AU- 8.


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319773][bookmark: _Toc442788746][bookmark: _Toc462233350]AU-9 – Protection of Audit Information 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Information systems shall protect audit information and audit tools from unauthorized access, modification and deletion. 

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319775][bookmark: _Toc442788749][bookmark: _Toc462233351]AU-9(4) – Protection of Audit Information:  Access by Subset of Privileged Users 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Organizations shall limit access to audit functionality to only a small subset of privileged users.  

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319779][bookmark: _Toc442788753][bookmark: _Toc462233352]AU-11 – Audit Record Retention
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Organizations shall retain audit records for a minimum of five (5) years for IS to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233353][bookmark: _Toc430319780][bookmark: _Toc442788754]AU-11(1) – Audit Record Retention: Long-Term Retrieval Capability 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization employs a retention technology to access audit records for the duration of the required retention period to ensure that long-term audit records generated by the information system can be retrieved.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233354]AU-12 – Audit Generation 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system:

	a. Provides audit record generation capability for the auditable events defined in AU-2
	Click here to enter text.
              

	b. Allows designated personnel to select which auditable events are to be audited by specific components of the information system.
	Click here to enter text.
	c. Generates audit records for the   events with the content defined in AU-2 with content defined in AU-3.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233355][bookmark: _Toc430319781][bookmark: _Toc442788755]AU-12(1) Audit Generation:  System-Wide/Time Correlated Audit Trail 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system compiles audit records from information systems audible devices into a system-wide (logical or physical) audit trail that is time-correlated to the tolerance defined in AU-8 and AU-12.


	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233356]AU-12(3) – Audit Generation:  Changes by Authorized Individuals 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system provides the capability for organization-defined individuals to change the auditing to be performed on information system components based on organization-defined selectable event criteria. 

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc462233357]AU-16(1) – Cross-Organizational Auditing: Identity Preservation  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization requires that the identity of individuals be preserved in cross-organizational audit trails.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233358]AU-16(2) – Cross-Organizational Auditing:  Sharing of Audit Information  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization provides cross-organizational audit information to specifically-identified organizations based on sharing agreements as identified in an ISA, SLA, or MOA.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319787][bookmark: _Toc442788762]
[bookmark: _Toc462233359]Security Assessment and Authorization (CA)
[bookmark: _Toc430319788][bookmark: _Toc442788763][bookmark: _Toc462233360]CA-1 – Security Assessment and Authorization Policies & Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Control:  DSS Shall:
a. Develops, documents, and disseminates to all personnel:
1. A security assessment and authorization policy that addresses purpose, scope, roles,  responsibilities, management commitment, coordination among organizational entities, and   compliance and
2. Procedures to facilitate the implementation of the security assessment and authorization policy and associated security assessment and authorization controls and
b. Reviews and updates the current:
1. Security assessment and authorization policy annually and
2. Security assessment and authorization procedures at least annually.


	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319789][bookmark: _Toc442788764][bookmark: _Toc462233361]CA-2 – Security Assessments 

	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	DSS Shall:

	a. Develop a security assessment plan that describes the scope of the assessment including:(1) security controls and control enhancements under assessment; (2) assessment procedures to be used to determine security control effectiveness and (3) assessment environment, assessment team, and assessment roles and responsibilities
	     

	b. Assesses the security controls in the information system and its environment of operation at least annually, or as stipulated in the organization's continuous monitoring program to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting established security requirements
	Click here to enter text.
	c. Produces a security assessment report that documents the results of the assessment
	Click here to enter text.
	d. Provides the results of the security control assessment to the ISSP/SCA and the AO/AO REPRESENTATIVE  
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319790][bookmark: _Toc442788765][bookmark: _Toc462233362]CA-2(1) – Security Assessments:  Independent Assessors 

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs assessors or assessment teams with AO determined level of impartiality based on the risk assessment for the system to conduct security control assessments.   

	DSS is considered the Independent Assessor within NISP Implementation of the RMF process. 	
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319791][bookmark: _Toc442788767][bookmark: _Toc462233363]CA-3 – Information System Connections  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	

	The organization:
a. Authorizes connections from the information system to other information systems through the use of Interconnection Security Agreements
	Click here to enter text.
              

	b. Documents, for each interconnection, the interface characteristics, security requirements, and the nature of the information communicated
	Click here to enter text.
	c. Reviews and updates Interconnection Security Agreements annually.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc462233364][bookmark: _Toc430319793][bookmark: _Toc442788769]CA-3(2) – Information System Connections: Classified National Security System Connections  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization prohibits the direct connection of a classified, national security system to an external network without the use of approved boundary protection devices and AO approval.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233365][bookmark: _Toc430319795][bookmark: _Toc442788771]CA-3(5) – Information System Connections:  Restrictions on External Network Connections   
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs deny-all, permit-by-exception policy for allowing all systems to connect to external information systems.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319796][bookmark: _Toc442788772][bookmark: _Toc462233366]CA-5 – Plan of Action & Milestones
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Develops a plan of action and milestones for the information system to document the organization’s planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the security controls and to reduce or eliminate known vulnerabilities in the system.
	Click here to enter text.
              

	b. Updates existing plan of action and milestones at least quarterly based on the findings from security controls assessments, security impact analyses, and continuous monitoring activities.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319798][bookmark: _Toc442788774][bookmark: _Toc462233367]CA-7 – Continuous Monitoring 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization develops a continuous monitoring strategy and implements a continuous monitoring program that includes:

	a. Establishment of a IA controls and metrics to be monitored
	Click here to enter text.
              

	b. Establishment of monitoring frequency for each security control.
	Click here to enter text.
	c. Ongoing security control assessments in accordance with the organizational continuous monitoring strategy. 
	Click here to enter text.
	d. Ongoing security status monitoring of organization-defined metrics in accordance with the organizational continuous monitoring strategy. 
	Click here to enter text.
	e. Correlation and analysis of security-related information generated by assessments and monitoring
	Click here to enter text.
	f. Response actions to address results of the analysis of security-related information
	

	g. Reporting the security status of the organization and the information system to appropriate organizational officials at least annually, or whenever there is a significant change to the system or the environment in which the system operates
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319799][bookmark: _Toc442788775][bookmark: _Toc462233368]CA-7(1) – Continuous Monitoring:  Independent Assessment 

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs assessors or assessment teams able to perform an objective assessment to monitor the security controls in the information system on an ongoing basis.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233369][bookmark: _Toc430319800][bookmark: _Toc442788776]CA-9 – Internal System Connections 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Authorizes internal connections of information system components to the information system
	Click here to enter text.
              

	b. Documents, for each internal connection, the interface characteristics, security requirements, and the  nature of the information communicated
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319802][bookmark: _Toc442788778]
[bookmark: _Toc462233370]Configuration Management (CM)
[bookmark: _Toc430319803][bookmark: _Toc442788779][bookmark: _Toc462233371]CM-1 – Configuration Management Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Develops, documents, and disseminates to all stakeholders in the configuration management process:
1. A configuration management policy that addresses purpose, scope, roles, responsibilities,  management commitment, coordination among organizational entities, and compliance and
2. Procedures to facilitate the implementation of the configuration management policy and associated  configuration management controls and
b. Reviews and updates the current:
1. Configuration management policy annually and
2. Configuration management procedures annually.


	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319804][bookmark: _Toc442788780][bookmark: _Toc462233372]CM-2 – Baseline Configuration
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Organizations must develop, document, and maintain the current baseline configuration for all information systems under their purview to include, but not limited to, workstations, servers, network components and mobile devices.

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319805][bookmark: _Toc442788781][bookmark: _Toc462233373]CM-2(1) – Baseline Configuration:  Reviews & Updates
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization reviews and updates the baseline configuration of the information system:
a. At least annually;
b. When required due to significant or security relevant changes or when security incidents occur and;
c. As an integral part of information system component installations and upgrades.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319809][bookmark: _Toc442788785][bookmark: _Toc462233374]CM-3 – Configuration Change Control
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization must:

	a. Determines the types of changes to the information system that are configuration-controlled
	Click here to enter text.
              

	b. Reviews proposed configuration-controlled changes to the information system and approves or disapproves such changes with explicit consideration for security impact analyses
	Click here to enter text.
	c. Documents configuration change decisions associated with the information system
	Click here to enter text.
	d. Implements approved configuration-controlled changes to the information system
	Click here to enter text.
	e. Retains records of configuration-controlled changes to the information system for the life of the system 
	Click here to enter text.
	f. Audits and reviews activities associated with configuration-controlled changes to the information system
	Click here to enter text.
	g. Coordinate and provide oversight for configuration change control activities through establishment of a group of individuals with the collective responsibility and authority to review and approve proposed changes to the IS that convenes as defined in the local SSP and when there is a significant change to the system or the environment in which the system operates.  This could be a function overseen only by the ISSM and/or ISSO/AO.

	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319810][bookmark: _Toc442788786][bookmark: _Toc462233375]CM-3(4) – Configuration Change Control: Security Representative
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization requires an information security representative to be a member of the configuration control board (CCB) change board.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233376][bookmark: _Toc430319811][bookmark: _Toc442788787]CM-3(6) – Configuration Change Control:  Cryptography Management  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization ensures that cryptographic mechanisms (public key, private key, etc.) used to provide all security safeguards are documented in the configuration management policy.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319812][bookmark: _Toc442788788][bookmark: _Toc462233377]CM-4 – Security Impact Analysis
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization analyzes changes to the information system to determine potential security impacts prior to change implementation.  

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319815][bookmark: _Toc442788791][bookmark: _Toc462233378]CM-5 – Access Restrictions for Change
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization defines documents, approves, and enforces physical and logical access restrictions associated with changes to the information system.

	Click here to enter text.	
	                

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319817][bookmark: _Toc442788793][bookmark: _Toc462233379]CM-5(5) – Access Restrictions for Change: Limit Production/Operational Privileges  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                    |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Limits privileges to change IS components and system-related information within a production or operational environment and
b. Ensure the ISSM reviews and reevaluates privileges at least annually.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319818][bookmark: _Toc442788794][bookmark: _Toc462233380]CM-5(6) – Access Restrictions for Change:  Limit Library Privileges
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization limits privileges to change software resident within software libraries.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319819][bookmark: _Toc442788795][bookmark: _Toc462233381]CM-6 – Configuration Settings
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                       |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                         |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Establishes and documents configuration settings for information technology products employed  within the information system using  security configuration or implementation guidance that reflect the most restrictive mode consistent with operational  requirements
	Click here to enter text.
            

	b. Implements the configuration settings
	Click here to enter text.
	c. Identifies, documents, and approves any deviations from established configuration settings for all configurable IS components based on mission requirements
	Click here to enter text.
	d. Develop, document, monitors and control changes to the configuration settings in accordance with organizational policies   and procedures.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319822][bookmark: _Toc442788798][bookmark: _Toc462233382]CM-7 – Least Functionality
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization must:

	a. Document in the security plan, essential capabilities which the information system must provide. The organization configures the information system to provide only those documented essential capabilities.
	Click here to enter text.          

	b. Prohibits or restricts the use of ports, protocols, and services using least functionality. Ports will be denied access by default, and allow access by exception as documented in the system security plan.

	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319823][bookmark: _Toc442788799][bookmark: _Toc462233383]CM-7(1) – Least Functionality:  Periodic Review 
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization must (a) reviews the information system at least annually to identify unnecessary and/or no secure functions, ports, protocols, and services and (b) disables all functions, ports, protocols, and services within the information system deemed to be unnecessary and/or no secure.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319824][bookmark: _Toc442788800][bookmark: _Toc462233384]CM-7(2) – Least Functionality:  Prevent Program Execution 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system prevents program execution by disabling or uninstalling unused/unnecessary operating system (OS) functionality, protocols, ports, and services, and limiting the software that can be installed and the functionality of that software.   

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319825][bookmark: _Toc442788801][bookmark: _Toc462233385]CM-7(3) – Least Functionality:  Registration Compliance 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Organizations shall obtain and ensure compliance with the latest guidance regarding ports, protocols, and services when applicable. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233386][bookmark: _Toc430319826][bookmark: _Toc442788802]CM-7(5) – Least Functionality:  Authorized Software/Whitelisting 
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Identifies, develops and maintains an approved software list, for a specific information system. Change to this list is managed within CM-3. 
b. Employs a deny-all, permit-by-exception policy to allow the execution of authorized software programs on the IS (c) reviews the list of authorized software programs at least quarterly and updates as required. The organization must maintain an audit trail of the review and update.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319827][bookmark: _Toc442788803][bookmark: _Toc462233387]CM-8 – Information System Component Inventory
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Develops and documents an inventory of information system components that:
1. Accurately reflects the current information system;
2. Includes all components within the authorization boundary of the information system;
3. Is at the level of granularity deemed necessary for tracking and reporting and
4. Includes a local hardware list providing as a minimum, type, make, model, quantity, serial number
	Click here to enter text.
              

	b. Reviews and updates the information system component inventory whenever a change is made to the inventory
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233388][bookmark: _Toc430319829][bookmark: _Toc442788805]CM-8(2) – Information System Component Inventory:  Automated Maintenance  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs automated mechanisms to help maintain an up-to-date, complete, accurate, and readily available inventory of information system components when feasible.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233389][bookmark: _Toc430319830][bookmark: _Toc442788806]CM-8(3) – Information System Component Inventory:  Automated Unauthorized Component Detection   
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization employs automated mechanisms at least quarterly to detect the presence of unauthorized hardware, software and firmware components.  When unauthorized components are detected, the organization isolates the components and notifies the appropriate personnel.  This control supports insider threat mitigation.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319833][bookmark: _Toc442788809][bookmark: _Toc462233390]CM-9 – Configuration Management Plan
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization develops, documents, and implements a configuration management plan for the information system that:

	Addresses roles, responsibilities, and configuration management processes and procedures;
	Click here to enter text.
              

	Establishes a process for identifying configuration items throughout the system development life cycle 
	Click here to enter text.
	Defines the configuration items for the information system and places the configuration items under configuration management;
	Click here to enter text.
	Protects the configuration management plan from unauthorized disclosure and modification;
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233391][bookmark: _Toc430319834][bookmark: _Toc442788810]CM-10 – Software Usage Restrictions 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Uses software and associated documentation in accordance with contract agreements and copyright laws
	Click here to enter text.
              

	b. Tracks the use of software and associated documentation protected by quantity licenses to control copying and distribution
	Click here to enter text.
              

	c. Controls and documents the use of peer-to-peer file sharing technology to ensure that this capability is not used for unauthorized distribution, display, performance, or reproduction of copyrighted work.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319835][bookmark: _Toc442788811][bookmark: _Toc462233392]CM-10(1) – Software Usage Restrictions:  Open Source Software 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization establishes the following restrictions on the use of open source software: Open source software may only be used if specifically approved by the AO and the organization meets all licensing issues associated with the software.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233393][bookmark: _Toc430319836][bookmark: _Toc442788812]CM-11 – User Installed Software 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Establishes policies governing the installation of software by users (user agreements, CM plan etc.)
	Click here to enter text.
              

	b. Define and document the methods employed to enforce the  installation policies either through system configuration settings or manual oversight
	Click here to enter text.
              

	c. Monitors policy compliance at the approved continuous monitoring interval quarterly. 
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233394]CM-11(2) – User Installed Software:  Prohibit Installation with Privileged Status 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The IS prohibits user installation of software without explicit privileged status.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319838][bookmark: _Toc442788814]
[bookmark: _Toc462233395]Contingency Planning (CP)
[bookmark: _Toc430319839][bookmark: _Toc442788815][bookmark: _Toc462233396]CP-1 – Contingency Planning Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control. For additional information on the types of contingency plans, review the section in the DAA PM.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
Identify personnel responsible for Contingency Planning. This can be found in the approved System Security Plan. Contingency Planning Process and Procedures will be disseminated to appropriate personnel.
Create a contingency planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; (A&A process manual and NIST 800-34 can be used as guidance) and Create procedures to facilitate the implementation of the contingency planning policy and associated  contingency planning controls and
Reviews and updates the current:
Contingency planning policy at least annually and
Contingency planning procedures at least annually
	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319840][bookmark: _Toc442788816][bookmark: _Toc462233397]CP-2 – Contingency Plan – Maybe tailor out based on contract requirements.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	Develops a contingency plan that: 
a. 
1. Identifies essential missions and business functions and associated contingency requirements; 

2. Provides recovery objectives, restoration priorities, and metrics; 
3. Addresses contingency roles, responsibilities, assigned individuals with contact information;
4. Addresses maintaining essential missions and business functions despite an information system disruption, compromise, or failure
5. Addresses eventual, full information system restoration without deterioration of the security safeguards originally planned and implemented;
6. Is reviewed and approved by ISSM/FSO annually
	Click here to enter text.
              

	b. Distributes copies of the contingency plan to personnel or roles and organizational elements identified in the contingency plan via an information sharing capability
	Click here to enter text.
	c. Coordinates contingency planning activities with incident handling activities
	Click here to enter text.
	d. Reviews the contingency plan for the information system at least annually
	Click here to enter text.
	e. Updates the contingency plan to address changes to the organization, information system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing
	Click here to enter text.
	f. Communicates contingency plan changes to  stakeholders identified in the contingency plan
	Click here to enter text.
	g. Protects the contingency plan from unauthorized disclosure and modification
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319841][bookmark: _Toc442788817][bookmark: _Toc462233398]CP-3 – Contingency Training
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization provides contingency training to information system users consistent with assigned roles and responsibilities: (a) Within 60 working days of assuming a contingency role or responsibility; (b) when required by information system changes and (c) annually or as defined in the contingency plan thereafter.

	 Click here to enter text.

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319842][bookmark: _Toc442788818][bookmark: _Toc462233399]CP-4 – Contingency Plan Testing and Exercises
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Tests the contingency plan for the information system annually using full scale contingency plan testing or functional/tabletop exercises to determine the effectiveness of the plan and the organizational readiness to execute the plan.

	Click here to enter text.
              

	b. Documents and reviews the contingency plan test/exercise results, identifies weaknesses and initiates corrective actions if needed
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319844][bookmark: _Toc442788820][bookmark: _Toc462233400]CP-7 – Alternate Processing Site 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                          |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	
The organization shall, as required:

	a. Establish an alternate processing site including necessary agreements to permit the resumption of information system operations for essential missions/business functions.

b. The organization will define the time period consistent with recovery time and recovery point objectives for essential mission/business to permit the transfer an within a time period as defined in the contingency plan when the primary processing capabilities are unavailable
	Click here to enter text.
              

	c. Ensure that equipment and supplies required to resume operations are available at the alternate site or contracts are in place to support delivery to the site in time to support the organization-defined time period for resumption
	Click here to enter text.
	d. Ensure that the alternate processing site provides information security safeguards equivalent to that of the primary site
	Click here to enter text.
	e. Develop alternate processing site agreements (e.g., MOA/MOU) that contain priority-of-service provisions in accordance with the organization’s availability requirements
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319846][bookmark: _Toc442788822][bookmark: _Toc462233401]CP-9 – Information System Backup 
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Conducts backups of user-level information contained in the information system weekly
	Click here to enter text.
              

	b. Conduct backups of information system documentation including security-related documentation when created or received, when updated, and as required by system baseline configuration changes in accordance with the contingency plan.

	Click here to enter text.
	c. Conduct backups of information system documentation including security-related documentation when created or received, when updated, and as required by system baseline configuration changes in accordance with the contingency plan.

	Click here to enter text.
	d. Protects the confidentiality, integrity, and availability of backup information at storage locations
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319848][bookmark: _Toc442788824][bookmark: _Toc462233402]CP-10 – Information System Recovery and Reconstitution
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization provides for the recovery and reconstitution of the information system to a known state after a disruption, compromise, or failure.  The organization provides for the recovery and reconstitution of the information system to a known state after a disruption, compromise, or failure.

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319850][bookmark: _Toc442788826]
[bookmark: _Toc462233403]Identification and Authentication (IA)
[bookmark: _Toc430319851][bookmark: _Toc442788827][bookmark: _Toc462233404]IA – 1 – Identification and Authentication Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Develops, documents, and disseminates to all personnel:
1. An identification and authentication policy that addresses purpose, scope, roles, responsibilities,   management commitment, coordination among organizational entities, and compliance and
2. Procedures to facilitate the implementation of the identification and authentication policy and  associated identification and authentication controls and
b. Reviews and updates the current:
1. Identification and authentication policy at least annually and
2. Identification and authentication procedures at least annually

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319852][bookmark: _Toc442788828][bookmark: _Toc462233405]IA-2 – Identification and Authentication (Organizational Users) 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system uniquely identifies and authenticates organizational users (or processes acting on behalf of organizational users).


	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319855][bookmark: _Toc442788831][bookmark: _Toc462233406]         IA-2(3) – Identification and Authentication:  Local Access to Privileged Accounts 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Information systems shall implement multi-factor authentication for all local access to privileged accounts.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319856][bookmark: _Toc442788832][bookmark: _Toc462233407]IA-2(4) – Identification and Authentication:  Local Access to Non-Privileged Accounts 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Information systems shall implement multi-factor authentication for all local access to non-privileged accounts.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319857][bookmark: _Toc442788833][bookmark: _Toc462233408]IA-2(5) – Identification and Authentication:  Group Authentication 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization requires individuals to be authenticated with an individual authenticator when a group authenticator is employed.  This control supports insider threat mitigation. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319860][bookmark: _Toc442788836][bookmark: _Toc462233409]IA-2(8) – Identification and Authentication:  Network Access to Privileged Accounts – Replay Resistant 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	[bookmark: _Hlk414345792]Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Information systems shall implement multi-factor authentication and use replay-resistant authentication mechanisms for all network access to privileged accounts.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319861][bookmark: _Toc442788837][bookmark: _Toc462233410]IA-2(9) – Identification and Authentication (Organizational Users):  Network Access to Non-Privileged Accounts – Replay Resistant 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system implements replay-resistant authentication mechanisms for network access to non-privileged accounts.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233411][bookmark: _Toc430319862][bookmark: _Toc442788838]IA-2(11) – Identification and Authentication (Organizational Users):  Remote Access-Separate Device  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system implements multifactor authentication for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access and the device meets organization-defined strength of mechanism requirements.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319864][bookmark: _Toc442788840]
[bookmark: _Toc462233412]IA-3 – Device Identification and Authentication 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Information systems shall uniquely identify and authenticate all types of devices before establishing a network connection. This includes, but is not limited to, servers, workstations, printers, routers, firewalls, VoIP telephones, video and VoIP (VVOIP), desktop video teleconference (VTC) devices, etc.   This control supports insider threat mitigation.

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233413][bookmark: _Toc430319865][bookmark: _Toc442788841]IA-3(1) – Device Identification and Authentication:  Cryptographic Bi-Directional Authentication 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system authenticates all types of devices before establishing a connection using bidirectional authentication that is cryptographically based.  Bidirectional authentication provides stronger safeguards to validate the identity of other devices for connections that are of greater risk (e.g., remote connections). This control supports insider threat mitigation.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319867][bookmark: _Toc442788843][bookmark: _Toc462233414]IA-4 – Identifier Management 
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization manages information system identifiers by:

	a. Receiving authorization from appropriate personnel to assign an individual, group, role, or device identifier.
	Click here to enter text.
              

	b. Selecting an identifier that identifies an individual, group, role, or device.
	Click here to enter text.
	c. Assigning the identifier to the intended individual, group, role, or device.
	Click here to enter text.
	d. Preventing reuse of identifiers.
	Click here to enter text.
	e. Disabling the identifier after a period not to exceed 90 days of inactivity for individuals, groups, or roles; not appropriate to define for device identifiers; e.g., media access control (MAC), IP addresses, or device unique token identifiers.  
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319869][bookmark: _Toc442788845][bookmark: _Toc462233415]IA-4(4) – Identifier Management:  Identify User Status 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization manages individual identifiers by uniquely identifying each individual as a contractor, government (civilian, military), and/or foreign nationality as appropriate.  Examples: john.smith.ctr, john.smith.civ, john.smith.uk

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319870][bookmark: _Toc442788846][bookmark: _Toc462233416]IA-5 – Authenticator Management
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization manages IS authenticators by:

	a. Verifying, as part of the initial authenticator distribution, the identity of the individual, group, role, or device receiving the authenticator.
	Click here to enter text.
              

	b. Establishing initial authenticator content for authenticators defined by the organization.
	Click here to enter text.
	c. Ensuring that authenticators have sufficient strength of mechanism for their intended use.
	Click here to enter text.
	d. Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised or damaged authenticators, and for revoking authenticators.
	Click here to enter text.
	e. Changing default content of authenticators prior to information system installation.
	Click here to enter text.
	f. Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators.
	Click here to enter text.
	g. Changing/refreshing authenticators within a time period not to exceed 90 days for passwords; system defined time period for other authenticator types.
	Click here to enter text.
	h. Protecting authenticator content from unauthorized disclosure and modification.
	Click here to enter text.
	i. Requiring individuals to take, and having devices implement, specific security safeguards to protect authenticators.
	Click here to enter text.
	j. Changing authenticators for group/role accounts when membership to those accounts change.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319871][bookmark: _Toc442788847][bookmark: _Toc462233417]IA-5(1) – Authenticator Management:  Password-Based Authentication
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS for password-based authentication:
a. Enforces minimum password complexity for  IS of at least 14 characters in length for non-privileged accounts and 15 characters in length for privileged accounts; contains a string of characters that does not include the user’s account name or full name; includes one or more characters from at least 3 of the following 4 classes:  Uppercase, lowercase, numerical & special characters;
b. Enforces at least a minimum of four changed characters;
c. Stores and transmits only cryptographically-protected passwords;
d. Enforces password minimum and maximum lifetime restrictions of at least 1 day lifetime minimum and 90 day lifetime maximum;
e. Prohibits password reuse for a minimum of 24 password generations; 
f. Allows the use of a temporary password for system logons with an immediate change to a permanent password.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319872][bookmark: _Toc442788848][bookmark: _Toc462233418]IA-5(2) – Authenticator Management:  PKI-Based Authentication 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Information systems that use PKI-based authentication shall
a. validate certificates by constructing and verifying a certification path to an accepted trust anchor including checking certificate status information;
b. enforce authorized access to the corresponding private key;
c. Map the authenticated identity to account of the individual or group and;
d. Implement a local cache of revocation data to support path discovery and validation in cases of inability to access revocation information via the network.


	Control not required for NISP system.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319874][bookmark: _Toc442788850][bookmark: _Toc462233419]IA-5(4) – Authenticator Management:  Automated Support for Password Strength Determination
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs automated tools to determine if password authenticators are sufficiently strong to satisfy requirements as defined in IA-5 (1).

	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319876][bookmark: _Toc442788852][bookmark: _Toc462233420]IA-5(7) – Authenticator Management:  No Embedded Unencrypted Static Authenticators
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization ensures that unencrypted static authenticators are not embedded in applications or access scripts or stored on function keys.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319877][bookmark: _Toc442788853][bookmark: _Toc462233421]IA-5(8) – Authenticator Management:  Multiple Information System Accounts
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization implements precautions including advising users that they must not use the same password for any of the following: Different systems with domains of differing classification levels; Access to different systems within one classification level (e.g., internal agency network and Intelink).; Different accounts with different privilege levels (e.g., user, administrator) to manage the risk of compromise due to individuals having accounts on multiple information systems.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233422][bookmark: _Toc430319878][bookmark: _Toc442788854]IA-5(11) – Authenticator Management:  Hardware Token-Based Authentication 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system, for hardware token-based authentication, employs mechanisms. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233423][bookmark: _Toc430319879][bookmark: _Toc442788855]IA-5(13) – Authenticator Management:  Expiration of Cached Authenticators  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system prohibits the use of cached authenticators after one (1) hour.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233424][bookmark: _Toc430319880][bookmark: _Toc442788856]IA-5(14) – Authenticator Management:  Managing Content of PKI Trust Stores  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization, for PKI-based authentication, employs a deliberate organization-wide methodology for managing the content of PKI trust stores installed across all platforms including networks, operating systems, browsers, and applications.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319881][bookmark: _Toc442788857][bookmark: _Toc462233425]IA-6 – Authenticator Feedback
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Information systems shall not display any password on a terminal, monitor, or printer when a user enters a password to gain access.  Displaying asterisks when a user types in a password is an example of obscuring feedback of authentication information.
The information system obscures feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.

	Click here to enter text.		
               

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319882][bookmark: _Toc442788858][bookmark: _Toc462233426]IA-7 – Cryptographic Module Authentication 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system implements mechanisms for authentication to a cryptographic module that meet the requirements of applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance for such authentication.  

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319883][bookmark: _Toc442788859][bookmark: _Toc462233427]IA-8 – Identification and Authentication (Non-Organizational Users) 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system uniquely identifies and authenticates non-organizational users (or processes acting on behalf of non-organizational users).

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233428][bookmark: _Toc430319884][bookmark: _Toc442788860]IA-8(1) – Identification and Authentication (Non-Organizational Users):  Acceptance of PIV Credentials from Other Agencies  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system accepts and electronically verifies Personal Identity Verification (PIV) (e.g., CAC) credentials 

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233429][bookmark: _Toc430319885][bookmark: _Toc442788861]IA-8(2) – Identification and Authentication (Non-Organizational Users):  Acceptance of Third-Party Credentials  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system accepts only FICAM-approved third-party credentials.

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233430][bookmark: _Toc430319886][bookmark: _Toc442788862]IA-8(3) – Identification and Authentication (Non-Organizational Users):  Use of FICAM Approved Products  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs only FICAM-approved information system components in Program IS to accept third-party credentials. 

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233431]IA-8(4) - Identification and Authentication (Non-Organizational Users)
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                            |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS conforms to FICAM-issued profiles. 

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319888][bookmark: _Toc442788864][bookmark: _Toc462233432]Incident Response (IR)
[bookmark: _Toc430319889][bookmark: _Toc442788865][bookmark: _Toc462233433]IR-1 – Incident Response Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.IA-8(4)
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Develops, documents, and disseminates to : organization-defined personnel or roles;
1. An incident response policy that address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;
2. Procedures to facilitate the implementation of the incident response policy and associated incident response controls;
b. Reviews and updates the current:
1. Incident response policy at least annually;
2. Incident response procedures at least annually.

	

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319890][bookmark: _Toc442788866][bookmark: _Toc462233434]IR-2 – Incident Response Training 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization provides incident response training to information system users consistent with assigned roles and responsibilities:

	a. Within 30 working days of assuming an incident response role or responsibility
	Click here to enter text.
              

	b. When required by information system changes
	Click here to enter text.
	c. At least annually thereafter.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233435][bookmark: _Toc430319891][bookmark: _Toc442788867]IR-3 – Incident Response Testing 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization tests the incident response capability for the information system at least annually using appropriate tests to determine the incident response effectiveness and documents the results.  

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233436][bookmark: _Toc430319892][bookmark: _Toc442788868]IR-3(2) – Incident Response Testing and Exercises:  Coordination with Related Plans 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization coordinates incident response testing with organizational elements responsible for related plans.

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319893][bookmark: _Toc442788869][bookmark: _Toc462233437]IR-4 – Incident Handling 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	
The organization:

	a. Implements an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery;
	Click here to enter text.
              

	b. Coordinates incident handling activities with contingency planning activities;
	Click here to enter text.
	c. Incorporates lessons learned from ongoing incident handling activities into incident response procedures, training, and testing/exercises, and implements the resulting changes accordingly.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319894][bookmark: _Toc442788870][bookmark: _Toc462233438]IR-4(1) – Incident Handling:  Automated Incident Handling Processes
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_|Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                    |_| Tailored In (Provide justification below)
|_|Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs automated mechanisms to support the incident handling process.   

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319895][bookmark: _Toc442788871][bookmark: _Toc462233439]IR-4(3) – Incident Handling:  Continuity of Operations
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization identifies classes/categories as defined in [CNSS 1002, 1010] define actions required in the event of an incident to ensure continuation of organizational missions and business functions.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319896][bookmark: _Toc442788872][bookmark: _Toc462233440]IR-4(4) – Incident Handling:  Information Correlation
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization correlates incident information and individual incident responses to achieve an organization-wide perspective on incident awareness and response.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233441][bookmark: _Toc430319897][bookmark: _Toc442788873]IR-4(6) – Incident Handling:  Insider Threats – Specific Capabilities 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization implements incident handling capability for insider threats.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233442][bookmark: _Toc430319898][bookmark: _Toc442788874]IR-4(7) – Incident Handling:  Insider Threats – Intra-Organization Coordination 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization coordinates incident handling capability for insider threats across the Oversight Team.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233443][bookmark: _Toc430319899][bookmark: _Toc442788875]IR-4(8) – Incident Handling:  Correlation with External Organization 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization coordinates with organizations whose data has been involved in an incident to correlate and share incident-related information to achieve a cross-organization perspective on incident awareness and more effective incident responses.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319900][bookmark: _Toc442788876][bookmark: _Toc462233444]IR-5 – Incident Monitoring 

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization tracks and documents information system security incidents.

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319901][bookmark: _Toc442788877][bookmark: _Toc462233445]IR-6 – Incident Reporting 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)              |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Requires personnel to report suspected security incidents to the organizational incident response capability within 24 hours.
	Click here to enter text.
              

	b. Reports security incident information to the appropriate DSS representative. 
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319902][bookmark: _Toc442788878][bookmark: _Toc462233446]IR-6(1) – Incident Reporting:  Automated Reporting
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs automated mechanisms to assist in the reporting of security incidents.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319903][bookmark: _Toc442788879][bookmark: _Toc462233447]IR-6(2) – Incident Reporting: Vulnerabilities Related to Incidents
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	ISSM shall report all information system-related incidents to designated personnel providing the response determination, guidance to the site as needed.  This provides an organization-wide awareness of incidents, a broader capability for identifying trends and vulnerabilities, and the potential to share information with other organizations in the community.  This control supports insider threat mitigation.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319904][bookmark: _Toc442788880][bookmark: _Toc462233448]IR-7 – Incident Response Assistance 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization provides an incident response support resource, integral to the organizational incident response capability that offers advice and assistance to users of the IS for the handling and reporting of security incidents.

	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319905][bookmark: _Toc442788881][bookmark: _Toc462233449]IR-7(1) – Incident Response Assistance:  Automation Support for Availability of Information
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_|Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                     |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                       |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs automated mechanisms to increase the availability of incident response-related information and support. Automated mechanisms for incident response related information and support may be employed through a website, database, or other automated means.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319906][bookmark: _Toc442788882][bookmark: _Toc462233450]IR-7(2) – Incident Response Assistance:  Coordination with External Providers
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Established a direct, cooperative relationship between its incident response capability and external providers of information system protection capability;
b.  Identifies organizational incident response team members to the external providers.


	This control can be met using email. 
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319907][bookmark: _Toc442788883][bookmark: _Toc462233451]IR-8 – Incident Response Plan 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization shall develop an incident response plan specific to the system, site, and/or installation as appropriate, which:
a. Provides a roadmap for implementing its incident response capability.
b. Describes the structure and organization of the incident response capability.
c. Provides a high-level approach for how the incident response capability fits into the overall Enterprise.
d. Meets unique requirements related to mission, size, structure, and functions.
e. Defines reportable incidents.
f. Provides metrics for measuring the incident response capability.
g. Defines the resources and management support needed to effectively maintain and mature the incident response capability.
h. Is reviewed and approved by the AO.
i. Identifies how the organization will test (i.e. table-top, hot wash, etc.)


	Click here to enter text.		
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233452][bookmark: _Toc430319908][bookmark: _Toc442788884]IR-9 – Information Spillage Response  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization responds to information spills by:

	a. Identifying specific information involved in the information system contamination;
	Click here to enter text.
              

	b. Alerting  personnel of the information spill using a method of communication not associated with the spill;
	Click here to enter text.
              

	c. Isolating the contamination information system or system component;
	Click here to enter text.
              

	d. Eradicating the information from the contaminated information system or component;
	Click here to enter text.
              

	e. Identifying other IS or system components that may have been subsequently contaminated;
	Click here to enter text.
              

	f. Performing actions as required by NISPOM.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233453][bookmark: _Toc430319909][bookmark: _Toc442788885]IR-9(1) – Information Spillage Response:  Responsible Personnel  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization assigns personnel and associated roles with responsibility for responding to information spills.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233454][bookmark: _Toc430319910][bookmark: _Toc442788886]IR-9(2) – Information Spillage Response:  Training  
	[bookmark: _Toc430319911][bookmark: _Toc442788887]Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization provides information spillage response training annually.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233455]IR-9(4) – Information Spillage Response:  Exposure to Unauthorized Personnel  
	[bookmark: _Toc430319912][bookmark: _Toc442788888]Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs security safeguards for personnel exposed to information not within assigned access authorizations, such as making personnel aware of federal laws, directives, policies, and/or regulations regarding the information and the restrictions imposed based on exposure to such information.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233456]IR-10 – Integrated Information Security Cell
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization establishes an integrated team of forensic/malicious code analysts, tool developers and real time operations personnel.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319913][bookmark: _Toc442788889][bookmark: _Toc462233457]Maintenance (MA)
[bookmark: _Toc430319914][bookmark: _Toc442788890][bookmark: _Toc462233458]MA-1 – System Maintenance Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:
a. Develops, documents, and disseminates to organization-defined personnel or roles:
1. A system maintenance policy that addresses purpose, scope, roles, responsibilities, management  commitment, coordination among organizational entities, and compliance;
2. Procedures to facilitate the implementation of the system maintenance policy and associated  system maintenance controls;
b. Reviews and updates the current:
1. System maintenance policy at least annually;
2. System maintenance procedures at least annually

	Click here to enter text.


	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc462233459][bookmark: _Toc430319915][bookmark: _Toc442788891]MA-2 – Controlled Maintenance 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Schedules, performs, documents, and reviews records of maintenance and repairs on information system components in accordance with manufacturer or vendor specifications and/or organizational requirements
	Click here to enter text.
              

	b. Approves and monitors all maintenance activities, whether performed on site or remotely and whether the equipment is serviced on site or removed to another location
	Click here to enter text.
	c. Requires that the ISSM/ISSO or designee explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs
	Click here to enter text.
	d. Sanitizes equipment to remove all information from associated media prior to removal from organizational facilities for off-site maintenance or repairs
	Click here to enter text.
	e. Checks all potentially impacted security controls to verify that the controls are still functioning properly following maintenance or repair actions
	Click here to enter text.
	f. Includes date and time of maintenance, name of individual performing the maintenance, name of escort (if appropriate), a description of the maintenance performed, and a list of equipment removed or replaced to include ID numbers (if applicable) in organization maintenance records or maintenance log
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319916][bookmark: _Toc442788892][bookmark: _Toc462233460]MA-3 – Maintenance Tools
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                             |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization approves, controls, and monitors information system maintenance tools.   Devices with transmit capability (e.g., IR, RF) shall remain outside the facility unless explicitly approved by the AO.

	Click here to enter text.


	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319918][bookmark: _Toc442788894][bookmark: _Toc462233461]MA-3(2) – Maintenance Tools:  Inspect Media
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                        |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                          |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization checks media containing diagnostic and test programs for malicious code before the media are used in an IS.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319919][bookmark: _Toc442788895][bookmark: _Toc462233462]MA-3(3) – Maintenance Tools:  Prevent Unauthorized Removal 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Organizations are responsible for preventing the unauthorized removal of maintenance equipment from the facility.  This can be accomplished by any of the following:
a. Verifying there is no organizational information contained on the equipment.
b. Sanitizing or destroying the equipment.
c. Retaining the equipment within the facility.
d. Obtaining approval from the ISSM/ISSO explicitly authorizing removal of the equipment from the facility.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319920][bookmark: _Toc442788896][bookmark: _Toc462233463]MA-4 – Non-Local Maintenance 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization: 

	a. Approves and monitors nonlocal maintenance and diagnostic activities
	Click here to enter text.
              

	b. Allows the use of nonlocal maintenance and diagnostic tools only as consistent with organizational policy and documented in the security plan for the information system
	Click here to enter text.
	c. Employs strong authenticators in the establishment of nonlocal maintenance and diagnostic sessions
	Click here to enter text.
	d. Maintains records for nonlocal maintenance and diagnostic activities
	Click here to enter text.
	e. Terminates session and network connections when nonlocal maintenance is completed
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319923][bookmark: _Toc442788899][bookmark: _Toc462233464]MA-4(3) – Non-Local Maintenance:  Comparable Security/Sanitization 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Requires that nonlocal maintenance and diagnostic services be performed from an information system that implements a security capability comparable to the capability implemented on the system being serviced; or
b. Removes the component to be serviced from the information system and prior to nonlocal maintenance or diagnostic services, sanitizes the component (with regard to organizational information) before removal from organizational facilities, and after the service is performed, inspects and sanitizes the component (with regard to potentially malicious software) before reconnecting the component to the information system.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319925][bookmark: _Toc442788901][bookmark: _Toc462233465]MA-4(6) – Non-Local Maintenance:  Cryptographic Protection 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)                      |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)                                        |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system implements cryptographic mechanisms to protect the integrity and confidentiality of nonlocal maintenance and diagnostic communications.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319926][bookmark: _Toc442788902][bookmark: _Toc462233466]MA-4(7) – Non-Local Maintenance:  Remote Disconnect Verification 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system implements remote disconnect verification at the termination of non-local maintenance and diagnostic sessions.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319927][bookmark: _Toc442788903][bookmark: _Toc462233467]MA-5 – Maintenance Personnel 

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Establishes a process for maintenance personnel authorization and maintains a list of authorized maintenance organizations or personnel;
	Click here to enter text.
              

	b. Ensures that non-escorted personnel performing maintenance on the information system have required access authorizations;
	Click here to enter text.
	c. Designates organizational personnel with required access authorizations and technical competence to supervise the maintenance activities of personnel who do not possess the required access authorizations.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233468][bookmark: _Toc430319928][bookmark: _Toc442788904]MA-5(1) – Maintenance Personnel:  Individuals without Appropriate Access 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:  
a. Implements procedures for the use of maintenance personnel that lack appropriate security clearances or are not U.S. citizens, that include the following requirements:
b. Maintenance personnel who do not have needed access authorizations, clearances, or formal access approvals are escorted and supervised during the performance of maintenance and diagnostic activities on the information system by approved organizational personnel who are fully cleared, have appropriate access authorizations, and are technically qualified;
c. Prior to initiating maintenance or diagnostic activities by personnel who do not have needed access authorizations, clearances or formal access approvals, all volatile information storage components within the information system are sanitized and all nonvolatile storage media are removed or physically disconnected from the system and secured and
d. Develops and implements alternate security safeguards in the event an information system component cannot be sanitized, removed, or disconnected from the system.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319932][bookmark: _Toc442788908][bookmark: _Toc462233469]Media Protection (MP)
[bookmark: _Toc430319933][bookmark: _Toc442788909][bookmark: _Toc462233470]MP-1 – Media Protection Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Develops, documents, and disseminates to all personnel:
1. A media protection policy that addresses purpose, scope, roles, responsibilities, management  commitment, coordination among organizational entities, and compliance; 
2. Procedures to facilitate the implementation of the media protection policy and associated media  protection controls;
b. Reviews and updates the current:
1. Media protection policy at least annually and
2. Media protection procedures at least annually

	Click here to enter text.


	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319934][bookmark: _Toc442788910][bookmark: _Toc462233471]MP-2 – Media Access 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization restricts access to all types of removable digital and non-digital media including, but not limited to, hard disks, floppy disks, zip drives, CDs, DVDs, thumb drives, pen drives, flash drives, and similar universal serial bus (USB) storage devices in accordance with the Insider Threat Mitigation Guidance.  

	Click here to enter text.


	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319936][bookmark: _Toc442788912][bookmark: _Toc462233472]MP-3 – Media Marking 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Marks IS media indicating the distribution limitations, handling caveats, and applicable security markings (if any) of the information;
	Click here to enter text.
              

	b. Exempts new, unused, factory-sealed media from marking as long as the media remains within the locked media cabinet or storage area.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319937][bookmark: _Toc442788913][bookmark: _Toc462233473]MP-4 – Media Storage 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	c. Physically controls and securely stores all digital media regardless of classification and/or non-digital media containing classified information within an area and/or contained approved for processing and storing media based on the classification of the information contained within the media;
	Click here to enter text.
              

	d. Protects information system media until the media are destroyed or sanitized using approved equipment, techniques, and procedures.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319938][bookmark: _Toc442788914]
[bookmark: _Toc462233474]MP-5 – Media Transport 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Protects and controls all types of digital and non-digital media during transport outside of controlled areas using AO approved security measures, to include courier and digital media encryption;
	Click here to enter text.
              

	b. Maintains accountability for information system media during transport outside of controlled areas;
	Click here to enter text.
	c. Documents activities associated with the transport of information system media;
	Click here to enter text.
	d. Restricts the activities associated with the transport of information system media to authorized personnel.  Transport of media shall be restricted to an authorized custodian by means of a courier card\letter. 
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233475][bookmark: _Toc430319939][bookmark: _Toc442788915]MP-5(3) – Media Transport: Custodians  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs an identified custodian during transport of information system media outside of controlled areas.  Transport of media shall be restricted to an authorized custodian by means of a courier card/letter.

	Click here to enter text.


	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233476]MP-5(4) – Media Transport:  Cryptographic Protection  
.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system implements cryptographic mechanisms to protect the confidentiality and integrity of information stored on digital media during transport outside of controlled areas. This control enhancement applies to both portable storage devices (e.g., USB memory sticks, compact disks, digital video disks, external/removable hard disk drives) and mobile devices with storage capability (e.g., smart phones, tablets, E-readers).   Cryptographic mechanisms during transport outside of controlled areas shall be either NSA approved or FIPS 140-2 compliant.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319940][bookmark: _Toc442788916][bookmark: _Toc462233477]MP-6 – Media Sanitization 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Sanitizes all digital and non-digital media prior to disposal, release out of organizational control or release for reuse IAW NSA/CSS PM 9-12 in accordance with applicable federal and organizational standards and policies;
	Click here to enter text.
              

	b. Employ sanitization mechanisms with the strength and integrity commensurate with the security category or classification of the information.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233478][bookmark: _Toc430319941][bookmark: _Toc442788917]MP-6(1) – Media Sanitization:  Review/Approve/Track/Document/Verify 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization reviews, approves, tracks, documents and verifies media sanitization and disposal actions.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233479][bookmark: _Toc430319942][bookmark: _Toc442788918]MP-6(2) – Media Sanitization:  Equipment Testing 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization tests sanitization equipment and procedures at least annually to verify that the intended sanitization is being achieved.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233480][bookmark: _Toc430319943][bookmark: _Toc442788919]MP-6(3) – Media Sanitization:   Non-Destructive Techniques 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization applies nondestructive sanitization techniques to portable storage devices prior to connecting such devices to the IS.  The use of nondestructive sanitization techniques (e.g., not destroying the hard drive) are for initial sanitization of media prior to first use and not when the contents of the digital media require retention.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233481][bookmark: _Toc430319948][bookmark: _Toc442788924]MP-7 – Media Use  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Using technical safeguards, the organization prohibits the use of certain types of media on IS; e.g., restricting the use of flash drives or external hard disk drives without the authorization of the AO.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233482][bookmark: _Toc430319949][bookmark: _Toc442788925]MP-7(1) – Media Use:  Prohibit Use without Owner 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization prohibits the use of portable storage devices in organizational information systems when such devices have no identifiable owner.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233483]MP-8 – Media Downgrading 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Establishes a media downgrading process that includes employing downgrading mechanisms based on the classification of the media;
	Click here to enter text.
              

	b. Ensures that the IS media downgrading process is commensurate with the security category and/or classification level of the information to be removed and the access authorizations of the potential recipients of the downgraded information;
	Click here to enter text.
              

	c. Identifies the IS media requiring downgrading;
	Click here to enter text.

	d. Downgrades the identified IS media using the established process.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233484][bookmark: _Toc430319950][bookmark: _Toc442788926]MP-8(1) – Media Downgrading: Documentation of Process  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization documents information system media downgrading actions. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233485]MP-8(2) – Media Downgrading:  Equipment Testing  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs appropriate tests of downgrading equipment and procedures to verify correct performance at least annually.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233486]MP-8(4) – Media Downgrading:  Classified Information  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization downgrades IS media containing classified information prior to release to individuals without required access authorizations in accordance with NSA standards and policies.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc427754369][bookmark: _Toc462233487]Physical and Environment Protection (PE)
[bookmark: _Toc427754370][bookmark: _Toc462233488]PE-1 – Physical and Environmental Protection Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control. 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Develops, documents, and disseminates to all personnel:
1. A physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and   compliance;
2. Procedures to facilitate the implementation of the physical and environmental protection policy  and associated physical and environmental protection controls;
b. Reviews and updates the current:
1. Physical and environmental protection policy at least annually and
2. Physical and environmental protection procedures at least annually.


	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc427754371][bookmark: _Toc462233489]PE-2 – Physical Access Authorizations 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	
The organization:

	a. Develops, approves, and maintains a list of individuals with authorized access to the facility where the information system resides
	Click here to enter text.
              

	Issues authorization credentials for facility access;
	Click here to enter text.
	b. Reviews the access list detailing authorized facility access by individuals [annually or as policy and procedures dictate changes are required
	Click here to enter text.
	c. Removes individuals from the facility access list when access is no longer required
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233490][bookmark: _Toc430319955][bookmark: _Toc442788931]PE-2(3) – Physical Access Authorizations:   Restrict Unescorted Access  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization restricts unescorted access to the facility where the information system resides to personnel with security clearances and/or formal access approval as defined by the local security policy (i.e., Facility SOP).

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319956][bookmark: _Toc442788932][bookmark: _Toc462233491]PE-3 – Physical Access Control 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Enforces physical access authorizations by: Verifying individual access authorizations before granting access to the facility and Controlling ingress/egress to the facility;
	Click here to enter text.
              

	b. Maintains physical access audit logs;
	Click here to enter text.
	c. Provides security safeguards to control access to areas within the facility officially designated as publicly accessible.   Physical casings include for example, locking computer racks to protect mission critical servers, network routers, etc. As an alternative, these devices may be secured in a room (e.g., a server room) with access limited to privileged users.
	Click here to enter text.
	d. Escorts visitors and monitors visitor activity;
	Click here to enter text.
	e. Secures keys, combinations, and other physical access devices;
	Click here to enter text.
	f. Inventories physical access devices within as required;  
	Click here to enter text.
	g. Changes combinations and keys when first installed or used; if believed to have been subjected to compromise and when considered necessary by the cognizant security authority (CSA) and/or when keys are lost, combinations are compromised, or individuals are transferred or terminated.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233492]PE-3(1) – Physical Access Control:  Information System Access 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization enforces physical access authorizations to the information system in addition to the physical access controls for the facility for those areas where there is a concentration of IS components (e.g., server rooms, media storage areas, etc.)

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233493][bookmark: _Toc430319958][bookmark: _Toc442788934]PE-3(2) – Physical Access Control:  Facility/Information System Boundaries 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization performs random security checks at the physical boundary of the facility or information system for unauthorized exfiltration of information or removal of information system components.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233494][bookmark: _Toc430319959][bookmark: _Toc442788935]PE-3(3) – Physical Access Control:  Continuous Guards/Alarms/Monitoring 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs guards and/or alarms to monitor every physical access point to the facility where the information system resides 24 hours per day, 7 days per week.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319960][bookmark: _Toc442788936][bookmark: _Toc462233495]PE-4 – Access Control for Transmission Medium  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization controls physical access to information system distribution and transmission lines within organizational facilities.  Security safeguards include locked wiring closets, disconnected or locked spare jacks, and protection of cabling by conduit or cable trays.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319961][bookmark: _Toc442788937][bookmark: _Toc462233496]PE-5 – Access Control for Output Devices 
.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization controls physical access to information system output devices to prevent unauthorized individuals from obtaining the output.  


	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233497][bookmark: _Toc430319962][bookmark: _Toc442788938]PE-5(3) – Access Control for Output Devices:  Marking Output Devices  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization marks all output devices in facilities containing information systems that store, process or transmit classified information indicating the appropriate security marking of the information permitted to be output from the device.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233498]PE-6 – Monitoring Physical Access
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Monitors physical access to the facility where the information system resides to detect and respond to physical security incidents;
	Click here to enter text.
              

	b. Reviews physical access logs at least every 90 days or as required upon occurrence of physical access incidents;
	Click here to enter text.
	c. Coordinates results of reviews and investigations with the organizational incident response capability.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233499]PE-6(1) – Monitoring Physical Access:  Intrusion Alarms/Surveillance Equipment 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization monitors physical intrusion alarms and surveillance equipment.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319964][bookmark: _Toc442788940][bookmark: _Toc462233500]PE-8 – Access Records
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Maintains visitor access records to the facility where the information system resides for the period required by   NISPOM (at least 2 years).
	Click here to enter text.
              

	b. Reviews visitor access records at least every 90 days.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319967][bookmark: _Toc442788943][bookmark: _Toc462233501]PE-12 – Emergency Lighting
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs and maintains automatic emergency lighting for the IS that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319968][bookmark: _Toc442788944][bookmark: _Toc462233502]PE-13 – Fire Protection
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs and maintains fire suppression and detection devices/systems for the IS that are supported by an independent energy source.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319969][bookmark: _Toc442788945][bookmark: _Toc462233503]PE-14 – Temperature and Humidity Controls
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Organizations shall maintain temperature and humidity levels within the facility where the information systems reside at acceptable levels, as defined by the organization, and shall continuously monitor these levels.  In addition, organizations shall ensure that temperature and humidity controls with remote maintenance and testing (RMAT) capability are properly configured for use by disabling automatic or remote connection capability.  When remote connection capability is required for central management of the HVAC system, it shall be identified on the FFC and approved by the CSA.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319970][bookmark: _Toc442788946][bookmark: _Toc462233504]PE-15 – Water Damage Protection
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization protects the information system from damage resulting from water leakage by providing master shutoff r isolation valves that are accessible, working properly, and known to key personnel.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319971][bookmark: _Toc442788947][bookmark: _Toc462233505]PE-16 – Delivery and Removal
	Recommended Continuous Monitoring Frequency:  Semi-Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization authorizes, monitors, and controls all IS components entering and exiting the facility and maintains records of those items.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319972][bookmark: _Toc442788948][bookmark: _Toc462233506]PE-17 – Alternate Work Site 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_|Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs management, operational and technical information system security controls at the alternate work site equivalent to those applicable to the primary work site.  These security controls shall be assessed as feasible to determine the effectiveness of these controls.  The alternate work site shall provide a means for employees to communicate with information security personnel in case of security incidents or problems.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233507][bookmark: _Toc430319973][bookmark: _Toc442788949]PE-19 – Information Leakage 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization protects the information system from information leakage due to electromagnetic signals emanations.   

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233508]PE-19(1) – Information Leakage:  National Emissions/TEMPEST Policies and Procedures 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization ensures that IS component, associate data communications, and networks are protected in accordance with national emissions and TEMPEST policies and procedures based on the security category or classification of the information.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319974][bookmark: _Toc442788950][bookmark: _Toc462233509]Planning (PL)
[bookmark: _Toc430319975][bookmark: _Toc442788951][bookmark: _Toc462233510]PL-1 – Security Planning Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Develops, documents, and disseminates to [all personnel]:
1. A   security  planning   policy  that   addresses   purpose,   scope,   roles,   responsibilities, management commitment, coordination among organizational entities, and compliance; 
2. Procedures to facilitate the implementation of the security planning policy and associated security planning controls;
b. Reviews and updates the current:
1. Security planning policy annually
2. Security planning procedures [annually].


	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319976][bookmark: _Toc442788952][bookmark: _Toc462233511]PL-2 – System Security Plan 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Develops a security plan for the IS that:
1. Conforms to the SSP template as provided by the ISSM;
2. Is consistent with the enterprise architecture;
3. Explicitly defines the authorization boundary for the system;
Describes the operational context of the information system in terms of missions and business processes.
4. Describes the CONOPS for the information system including, at a minimum, the purpose of the system and a description of the system architecture.
5. Provides the impact levels for Confidentiality, Integrity and Availability of the information system including supporting rationale.
6. Describes the functional architecture for the information system that identifies:
7. External interfaces, the information being exchanged across the interfaces, and the protection mechanisms associated with each interface.
8. User roles and the access privileges assigned to each role.
9. Unique security requirements.
10. Types of information processed, stored, or transmitted by the information system and any specific protection needs in accordance with applicable federal laws, EOs, directives, policies, regulations, standards, and guidance (to include any unique requirements of the Information Owner/Steward).
11. Restoration priority of information or information system services.
12. Describes the operational environment for the information system.
13. Describes relationships with or connections to other information systems, include ISAs and ATCs, as applicable.
14. Identifies the security requirements for the information system
15. Identifies controls tailored in or tailored out by the AO.
16. Identifies any exceptions, which denotes a control or part of a control that is not met and is an accepted risk by the AO.  Exceptions should also be captured on the POA&M unless otherwise directed by the AO.
17. Identifies the type of control (common, system specific, or hybrid) and describes how the security controls are implemented or planned to be implemented including a rationale for any tailoring and supplementation decisions
18 Identifies the controls tailored out/in/modified as approved by the AO
19 Identifies any exceptions; i.e., a control or part of a control that is not or cannot be met and is an accepted risk by the AO.  Exceptions shall also be included in the POA&M.
20 Approved by the AO ICW the SCA prior to the plan implementation
	Click here to enter text.
              

	b. Distributes copies of the plan and communicates subsequent changes to the plan to all required stakeholders, to include the AO
	

	c. Reviews the security plan at least annually or when required due to system changes or modifications 
	

	d. Updates the plan to address changes to the IS/operations environment or problems identified during plan implementation or security control assessments
	

	e. Protects the security plan from unauthorized disclosure and modification
	

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233512]PL-2(3) – System Security Plan:  Coordinate with Organization Entities 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization plans and coordinates security-related activities affecting the IS with all relevant organizations or groups before conducting such activities in order to reduce the impact on other organizational entities.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319978][bookmark: _Toc442788954][bookmark: _Toc462233513]PL-4 – Rules of Behavior 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Establishes and makes readily available to individuals requiring access to the information system, the rules that describe their responsibilities and expected behavior with regard to information and information system usage;
	Click here to enter text.
              

	b. Receives a signed acknowledgment from such individuals, indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to information and the information system;
	Click here to enter text.
	c. Reviews and updates the rules of behavior at least annually;
	Click here to enter text.
	d. Requires individuals who have signed a previous version of the rules of behavior to read and re-sign when the rules of behavior are revised/updated.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233514]PL-4(1) – Rules of Behavior:  Social Media and Networking Restrictions 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization includes in the rules of behavior, explicit restrictions on the use of social media/networking sites and posting organizational information on public websites.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233515]PL-8 – Information Security Architecture
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Develops an information security architecture for the IS that:  describes the overall philosophy, requirements, and approach to be taken with regard to protecting the confidentiality, integrity and availability of organizational information; describes how the IS architecture is integrated into and supports the enterprise architecture and describes any information security assumptions about, and dependencies on, external services;
	Click here to enter text.
              

	b. Reviews and updates the information security at least annually or when changes to the IS or its environment warrant to reflect updates in the enterprise architecture;
	Click here to enter text.
	c. Ensures that planned information security architecture changes are reflected in the security plan, the security Concept of Operations (CONOPS) (if appropriate), and organizational procurements/acquisitions;
	Click here to enter text.
	d. Requires individuals who have signed a previous version of the rules of behavior to read and re-sign when the rules of behavior are revised/updated.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233516]PL-8(1) – Information Security Architecture:  Defense in Depth 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization designs its security architecture using a defense in depth approach that allocates security safeguards based on security impact to Program IS and ensures that the allocated security safeguards operate in a coordinated and mutually reinforcing manner.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233517]PL-8(2) – Information Security Architecture:  Supplier Diversity 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization requires that equipment and services to meet the security safeguards based on security impact to Program IS and its operational environment are obtained from different suppliers.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319985][bookmark: _Toc442788961][bookmark: _Toc462233518]Personnel Security (PS)
[bookmark: _Toc430319986][bookmark: _Toc442788962][bookmark: _Toc462233519]PS-1 – Personnel Security Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Develops, documents, and disseminates to all personnel:
1. A personnel security policy that addresses purpose, scope, roles, responsibilities, management  commitment, coordination among organizational entities, and compliance;
2. Procedures to facilitate the implementation of the personnel security policy and associated  personnel security controls;
b. Reviews and updates the current:
1. Personnel security policy at least annually;
2. Personnel security procedures at least annually.


	

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319987][bookmark: _Toc442788963][bookmark: _Toc462233520]PS-2 – Position Risk Designation
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a.  Assigns a risk designation to all organizational positions; 
b. Establishes screening criteria for individuals filling those positions; and 
c. Reviews and updates position risk designations annually Est 

	

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319988][bookmark: _Toc442788964][bookmark: _Toc462233521]PS-3 – Personnel Screening 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Screens individuals prior to authorizing access to the information system;
	Click here to enter text.
              

	b. Rescreens individuals according to personnel security guidelines defined.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319989][bookmark: _Toc442788965][bookmark: _Toc462233522]PS-3(1) – Personnel Screening:  Classified Information 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization ensures that individuals accessing an information system processing, storing, or transmitting types of classified information which require formal indoctrination, are formally indoctrinated for all of the relevant types of information to which they have access on the system.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319992][bookmark: _Toc442788968][bookmark: _Toc462233523]PS-4 – Personnel Termination 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization, upon termination of an individual: 

	a. Disables information system access within 24 hours;
	 Click here to enter text.        

	b. Terminates/revokes any authenticators/credentials associated with the individual;
	Click here to enter text.
	c. Conducts exit interviews that include a discussion of any prohibitions regarding the information obtained during the employment;
	Click here to enter text.
	d. Retrieves all security-related organizational information system-related property;
	Click here to enter text.
	e. Retains access to organizational information and information systems formerly controlled by terminated individual;
	Click here to enter text.
	f. Notifies the ISSM immediately upon termination.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233524]PS-4(1) – Personnel Termination:  Post-Termination Requirements  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Notified termination individuals of applicable, legally binding post-employment requirements for the protection of organizational information and; 
b. Requires terminated individuals to sign an acknowledgment of post-employment requirements as part of the organizational termination process.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319993][bookmark: _Toc442788969][bookmark: _Toc462233525]PS-5 – Personnel Transfer 

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization, upon transfer of an individual:

	a. Reviews and confirms any ongoing operational need for current logical and physical access authorizations to information systems/facilities when individuals are reassigned or transferred to other positions within the organization;
	Click here to enter text.
              

	b. Initiates reassignment actions to ensure all system access no longer required (need to know) are removed or disabled within 10 working days;
	Click here to enter text.
	c. Modifies access authorization as needed to correspond with any changes in operational need due to reassignment or transfer;
	Click here to enter text.
	d. Notifies the ISSM as soon as possible.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233526][bookmark: _Toc430319994][bookmark: _Toc442788970]PS-6 – Access Agreements 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Develops and documents access agreements for organizational information systems;
	Click here to enter text.
              

	b. Reviews and updates access agreements at least annually;
	Click here to enter text.
	c. Ensures that individuals requiring access to organization information and IS: sign appropriate access agreements prior to being granted access; re-sign access agreements to maintain access to organization IS when access agreements have been update or at least annually.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233527]PS-6(2) – Access Agreements:  Classified Information Requiring Special Protection  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization ensures that access to classified information requiring special protection is granted only to individuals who (a) have a valid access authorization that is demonstrated by assigned official government duties; (b) satisfy associated personnel security criteria and (c) have read, understood, and signed a nondisclosure agreement.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233528]PS-6(3) – Access Agreements:  Post-Employment Requirements  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. notifies individuals of applicable, legally-binding post-employment requirements for protection of organizational information;
b. Requires individuals to sign an acknowledgment of these requirements, if applicable, as part of granting initial access to covered information.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319997][bookmark: _Toc442788973][bookmark: _Toc462233529]PS-7 – Third-Party Personnel Security 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Establishes personnel security requirements including security roles and responsibilities for third-party providers;
	Click here to enter text.
              

	b. Requires third-party providers to comply with personnel security policies and procedures established by the organization;
	Click here to enter text.
	c. Documents personnel security requirements;
	Click here to enter text.
	d. Requires third-party providers to notify the organization of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges as soon as possible, but not to exceed 1 working day;
	Click here to enter text.
	e. Monitors provider compliance.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233530]PS-8 - Personnel Sanctions 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Employs a formal sanctions process for individuals failing to comply with established information security policies and procedures;
	Click here to enter text.
              

	b. Notifies the appropriate organizations as soon as possible when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319999][bookmark: _Toc442788975][bookmark: _Toc462233531]Risk Assessment (RA)
[bookmark: _Toc430320000][bookmark: _Toc442788976][bookmark: _Toc462233532]RA-1 – Risk Assessment Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	
The organization:

	a. Develops, documents, and disseminates to at minimum, the ISSM and ISSO:
1. A Risk assessment policy that addresses purpose, scope responsibility, management commitment, coordination among organizational entities, and compliance; 
2. Procedures to facilitate the implementation of the risk assessment policy and associated risk assessment controls; 
	Click here to enter text.
              

	b. Reviews and updates the current:
1. Risk assessment policy annually; 
2. Risk Assessment procedures annually.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430320001][bookmark: _Toc442788977][bookmark: _Toc462233533]RA-2 – Security Categorization 

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	
The organization:

	a. Categorizes information and the information system in accordance with applicable federal laws, Executive Orders, and  directives, policies, regulations, standards, and guidance;
	Click here to enter text.
              

	b. Documents the security categorization results (including supporting rationale) in the SSP for the information system;
	Click here to enter text.
	c. Ensures that the security categorization decision is reviewed by the SCA/ISSP and approved by the AO/AO REPRESENTATIVE. 
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320002][bookmark: _Toc442788978][bookmark: _Toc462233534]RA-3 – Risk Assessment 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits;
	Click here to enter text.
              

	b. Documents risk assessment results in the Risk Assessment Report (RAR);
	Click here to enter text.
	c. Reviews risk assessment results at least annually;
	Click here to enter text.
	d. Disseminates risk assessment results to the SCA/ISSP  for initial review and to the AO/AO REPRESENTATIVE - for final approval;
	Click here to enter text.
	e. Updates the risk assessment at least annually or whenever there are significant changes to the information system or environment of operation (including the identification of new threats and vulnerabilities), or other conditions that may impact the security state of the system.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320003][bookmark: _Toc441823802][bookmark: _Toc462233535]RA-5 – Vulnerability Scanning
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Scans for vulnerabilities in the information system and hosted applications at least monthly  and when new vulnerabilities potentially affecting the system/applications are identified and reported;
	Click here to enter text.
              

	b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process by using standards for: Enumerating platforms, software flaws, and improper configurations; Formatting checklists and test procedures and Measuring vulnerability impact;
	Click here to enter text.
	c. Analyzes vulnerability scan reports and results from security control assessments;
	Click here to enter text.
	d. Remediates legitimate vulnerabilities based on guidance provided by the IAVM Program or AO in accordance with an organizational assessment of risk;
	Click here to enter text.
	e. Shares information obtained from the vulnerability scanning process and security control assessments with the AO/AO REPRESENTATIVE - and the SCA/ISSP to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies);
	Click here to enter text.
	f. Updates the POA&M with true vulnerabilities identified during scanning.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320004][bookmark: _Toc462233536]RA-5(1) – Vulnerability Scanning:  Update Tool Capability
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs vulnerability scanning tools that include the capability to readily update the information system vulnerabilities to be scanned.  This control may be tailored out. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320005][bookmark: _Toc462233537]RA-5(2) – Vulnerability Scanning:  Update by Frequency/Prior to New Scan/When Identified
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization updates the information system vulnerabilities scanned as new automated tool scripts are issued; within 30 days prior to running scans; prior to a new scan; when new vulnerabilities are identified and reported.  This control supports insider threat mitigation.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320006][bookmark: _Toc462233538]RA-5(4) – Vulnerability Scanning:  Discoverable Information
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization determines what information about the information system is discoverable by adversaries and subsequently documents the information, determines potential risk, and takes corrective action to mitigate the vulnerabilities.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320007][bookmark: _Toc462233539]RA-5(5) – Vulnerability Scanning:  Privileged Access
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Organizations shall provide privileged access authorization to all systems and infrastructure components for vulnerability scanning activities to facilitate more thorough scanning. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233540]RA-6 – Technical Surveillance Countermeasures Survey  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs a technical surveillance countermeasures survey at their facilities as required.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc462233541]System and Services Acquisition
[bookmark: _Toc379522785][bookmark: _Toc430320010][bookmark: _Toc441823804][bookmark: _Toc462233542]SA-1 – System and Services Acquisition Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Develops, documents, and disseminates to [all personnel]: 
1. A system and services acquisition policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;
2.  Procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls and 
b. Reviews and updates the current: 
1. System and services acquisition policy annually;
2. System and services acquisition procedures annually.

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc379522786][bookmark: _Toc430320011][bookmark: _Toc441823805][bookmark: _Toc462233543]SA-2 – Allocation of Resources
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Determines information security requirements for the IS or IS service in mission/business process planning; 
	Click here to enter text.
              

	b. Determines, documents, and allocates the resources required to protect the IS or IS service as part of its capital planning and investment control process; 
	Click here to enter text.
	c. Establish a discrete line item for information security in organizational programming and budgeting documentation.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522787][bookmark: _Toc430320012][bookmark: _Toc441823806][bookmark: _Toc462233544]SA-3 – System Development Life Cycle
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Manages information systems using an SDLC methodology that incorporates information security considerations;
	Click here to enter text.
              

	b. Defines and documents information security roles and responsibilities throughout the SDLC;
	Click here to enter text.
	c. Identify individuals having information security roles and responsibilities;
	Click here to enter text.
	d. Integrate the organizational information security risk management process into system development life cycle activities.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522788][bookmark: _Toc430320013][bookmark: _Toc441823807][bookmark: _Toc462233545]SA-4 – Acquisition Process
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization includes the following requirements, descriptions, and criteria, explicitly or by reference, in the acquisition contracts for the IS, system component, or IS service in accordance with  applicable federal laws, Executive Orders, directives, policies, regulations, standards, guidelines, and organizational business/mission needs:  a. Security functional requirements; b. Security strength requirements; c. Security assurance requirements; d. Security-related documentation requirements; e. Requirements for protecting security-related documentation; f. Description of the IS development environment and environment in which the system is intended to operate g. Acceptance criteria.

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233546]SA-4(1) – Acquisition Process:  Functional Properties of Security Controls  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization requires the developer of the IS, system component, or the IS service to provide a description of the functional properties of the security controls to be employed.  The organization obtains, protects as required, and makes available to authorized personnel, vendor/manufacturer documentation that describes the functional properties of the security controls employed within information systems with sufficient detail to permit analysis and testing.

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233547][bookmark: _Toc430320015]SA-4(2) – Acquisition Process:  Design/Implementation Information for Security Controls  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization requires the developer of the IS, system component, or IS service to provide design and implementation information for the security controls to be employed that includes: security-relevant external system interfaces; high level design; source code or hardware schematics and other system or service specific implementation information at a sufficient level of detail.

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320016][bookmark: _Toc462233548]SA-4(6) – Acquisition Process:  Use of Information Assurance Products 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization shall employ only GOTS or COTS IA and IA-enabled IT products that compose an NSA-approved solution to protect classified information when the system(s)/networks used to process, store, and/or transmit the information are at a lower classification level than the information being transmitted (i.e., tunneling) [SA-4(6) (a)], ensure that these products have been evaluated and/or validated by NSA or in accordance with NSA-approved procedures.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233549][bookmark: _Toc430320017]SA-4(7) – Acquisition Process:  NIAP Approved Protection Profiles 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization (a) limits the use of commercially provided IA and IA-enabled IT products to those products that have been successfully evaluated against a National Information Assurance Partnership (NIAP)-approved Protection Profile for a specific technology type, if such a profile exists; (b) Requires, if no NIAP-approved Protection Profile exists for a specific technology type but a commercially provided IT products relies on cryptographic functionality to enforce its security policy, that the cryptographic module is FIPS-validated.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233550][bookmark: _Toc430320018]SA-4(9) – Acquisition Process:  Functions/Ports/Protocols/Services in Use 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization requires the developer of the IS, system component, or IS service to identify early in the SDLC, the functions, ports, protocols, and services intended for organizational use.  This allows the organization the opportunity to influence the design of the IS, IS component or IS service to prevent unnecessary risks.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233551][bookmark: _Toc430320019]SA-4(10) – Acquisition Process:  Use of Approved PIV Products  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs only IT products on the FIPS 201-approved products list for Personally Identify Verification (PIV) (aka CAC) capability implemented within organization information systems.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320020][bookmark: _Toc441823808][bookmark: _Toc462233552]SA-5 – Information System Documentation
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Obtain administrator documentation for the IS, IS component, or IS service that describes: 
1. Secure configuration, installation, and operation of the information system;
2. Effective use and maintenance of security features/functions and; 
3. Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions.
	Click here to enter text.
              

	b. Obtain user documentation for the IS, IS component, or IS service that describes:
1.  User-accessible security features/functions and how to effectively use those security features/functions;
2. Methods for user interaction with the information system, which enables individuals to use the system in a more secure manner (e.g. training materials, user guides, Standard Operating Procedures);
3. User responsibilities in maintaining the security of the information and information system
	Click here to enter text.
	c. Document attempts to obtain IS, IS component, or IS service documentation when such documentation is either unavailable or nonexistent;
	Click here to enter text.
	d. Protects documentation as required, in accordance with the risk management strategy;
	Click here to enter text.
	e. Distributes documentation to stakeholders.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320025][bookmark: _Toc441823811][bookmark: _Toc462233553]SA-8 – Software Engineering Principles
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Organizations shall apply information system security engineering principles in the specification, design, development, implementation, and modification of information systems.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522791][bookmark: _Toc430320026][bookmark: _Toc441823812][bookmark: _Toc462233554]SA-9 – External Information System Services 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Require that providers of External Information System services comply with organizational information security requirements and employ appropriate security controls in accordance with applicable federal laws, EOs, directives, policies, regulations, standards, and guidance
	Click here to enter text.
              

	b. Defines and documents government oversight and user roles and responsibilities with regard to External Information System services
	Click here to enter text.
	c. Employs appropriate processes and/or technologies to monitor security control compliance by external service providers on an ongoing basis.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320027][bookmark: _Toc462233555]SA-9(1) – External Information System Services:  Risk Assessment/Organizational Approvals 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Conducts an organizational assessment of risk prior to the acquisition or outsourcing of dedicated information security services;
b. Ensures the acquisition or outsourcing of dedicated information security services is approved as defined at the system or program level.  Organizations should ensure that individuals with the regulatory and organizational authority to outsource services conduct full scope risk assessments and ensure that appropriate individuals are involved in this decision. This approval line can be reserved for CIO, AO, or contracting officer as appropriate based on an organization’s structure.  Dedicated information security services include, for example, incident monitoring, analysis and response, operation of information security-related devices such as firewalls, or key management services.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233556][bookmark: _Toc430320028]SA-9(2) – External Information System Services:  Identification of Functions/Ports/Protocols/Services 
This control may be tailored out in accordance with DSS Overlay 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization requires providers of all external information systems and services to identify the functions, ports, protocols, and other services required for the use of such services.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320030][bookmark: _Toc441823813][bookmark: _Toc462233557]SA-10 – Developer Configuration Management
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization shall require that IS developers/integrators of the IS, system component of IS service to:

	a. Perform configuration management during IS, system component of IS service design development, implementation and operation;
	Click here to enter text.
              

	b. Document, manage, and control the integrity of changes to IS, system component of IS services;
	Click here to enter text.
	c. Implement only organization-approved changes to the IS, system component of IS service;
	Click here to enter text.
	d. Document approved changes to the IS, system component of IS service and the potential security impacts of such changes;
	Click here to enter text.
	e. Track security flaws and flaw resolution within the IS, system component of IS service and report findings to the ISSM/ISSO.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320031][bookmark: _Toc462233558]SA-10(1) – Developer Configuration Management:  Software/Firmware Integrity Verification
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization requires the developer of the IS, system component, or IS service to enable integrity verification of software and firmware components.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522793][bookmark: _Toc430320032][bookmark: _Toc441823814][bookmark: _Toc462233559]SA-11 – Developer Security Testing and Evaluation 
	[bookmark: _Hlk418676841]Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization requires the developer of the IS, system component, or information system service to:

	a. Create and implement a security assessment plan;
	Click here to enter text.
	b. Perform the appropriate type of testing/evaluation (e.g., unit, integration, system, regression);
	Click here to enter text.
	c. Produce evidence of the execution of the security assessment plan and the results of the security testing/evaluation;
	Click here to enter text.
	d. Implement a verifiable flaw remediation process;
	Click here to enter text.
	e. Document the results of the security testing/evaluation and flaw remediation processes.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522794][bookmark: _Toc430320033][bookmark: _Toc441823815][bookmark: _Toc462233560]SA-12 – Supply Chain Protection
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Organizations shall conduct a due diligence review of suppliers prior to entering into contractual agreements to acquire information system hardware, software, firmware, or services, including a review of supplier claims with regard to the use of appropriate security processes in the development and manufacture of IS components or products.

	 Click here to enter text.                 

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233561][bookmark: _Toc430320035][bookmark: _Toc441823816]SA-15 – Development Process, Standards and Tools 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization::

	a. Requires the developer if the IS, system component, or IS service to follow a documented process that: 
1. explicitly addresses security requirements;
2. identifies the standards and tools used in the development process; 
3. documents the specific tool options and tool configuration used in the development process;
4. Documents, manages, and ensures the integrity of changes to the process and/or tools used in the development.
	Click here to enter text.
	b. Reviews the development process, standards, tools, and tool options/configurations regularly but no less than annually to determine if the process, standards, tools, and tool options/configurations selected and employed can satisfy organizational security requirements.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233562][bookmark: _Toc430320036]SA-15(9) – Development Process, Standards and Tools:  Use of Live Data  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization approves, documents, and controls the use of live data in development and test environments for the IS, system component, or IS service.

	 Click here to enter text.                 

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233563][bookmark: _Toc430320038][bookmark: _Toc441823818]SA-19 – Component Authenticity 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization::

	a. Develops and implements anti-counterfeit policy and procedures that include the means to detect and prevent counterfeit components from entering the IS;
	Click here to enter text.
	b. Reports counterfeit IS components to DSS. 
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc462233564]Systems and Communications Protection (SC)
[bookmark: _Toc379522796][bookmark: _Toc430320041][bookmark: _Toc441823821][bookmark: _Toc462233565]SC-1 – Systems and Communications Protection Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.

	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization: 
a. Develops, documents, and disseminates to [at a minimum, the ISSM/ISSO]: 
1.  A system and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;
2.  Procedures to facilitate the implementation of the system and communications protection policy and associated system and communications protection controls;  
b. Reviews and updates the current: 
1. System and communications protection policy [annually];
2. System and communications protection procedures [annually]

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc379522797][bookmark: _Toc430320042][bookmark: _Toc441823822][bookmark: _Toc462233566]SC-2 – Application Partitioning 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	
The IS separates user functionality (including user interface services) from information system management functionality.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233567]SC-3 – Security Function Isolation  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS isolates security function from non-security functions.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522798][bookmark: _Toc430320044][bookmark: _Toc441823823][bookmark: _Toc462233568]SC-4 – Information in Shared Resources 
This control may be tailored out in accordance with DSS Overlay
	  Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS prevents unauthorized and unintended information transfer via shared system resources.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522799][bookmark: _Toc430320045][bookmark: _Toc441823824][bookmark: _Toc462233569]SC-5 – Denial of Service Protection 
This control may be tailored out in accordance with DSS Overlay
	  Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS protects against or limits the effects of denial of service attacks.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320046][bookmark: _Toc462233570]SC-5(1) – Denial of Service Protection:  Restrict Internal Users 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS restricts the ability of individuals to launch denial of service attacks against other IS.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522800][bookmark: _Toc430320047][bookmark: _Toc441823825][bookmark: _Toc462233571]SC-7 – Boundary Protection 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system:

	a. Monitors and controls communications at the external boundary of the system and at key internal boundaries within the system;
	Click here to enter text.
              

	b. Implements subnetworks for publicly accessible system components that are physically and logically separated from internal organizational networks;
	Click here to enter text.
	c. Connects to external networks or information systems only through managed interfaces consisting of boundary protection devices arranged in accordance with organizational security architecture.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320048][bookmark: _Toc462233572]SC-7(3) – Boundary Protection:  Access Points 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
Limits the number of external network connections to the information system.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320049][bookmark: _Toc442789025][bookmark: _Toc462233573]SC-7(4) – Boundary Protection:  External Telecommunications Services 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:  
a. Implements a managed interface for each external telecommunication service;
b. Establishes a traffic flow policy for each managed interface;
c. Protects the confidentiality and integrity of information being transmitted across each interface;
d. Documents exceptions to the traffic flow policy with a supporting mission/business need and the duration of that need in the SSP;
e. Reviews exceptions to the traffic flow policy at least annually; Eliminates traffic flow policy exceptions that are no longer required by an explicit mission/business need.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233574]SC-7(5) – Boundary Protection:  Deny by Default/Allow by Exception 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization at managed interfaces denies network traffic by default and allows network communications traffic by exception (i.e., deny all, permit by exception).  This requirement applies to ports, protocols, and services.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233575]SC-7(7) – Boundary Protection:  Prevent Split Tunneling for Remote Devices 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS, in conjunction with a remote device, prevents the device from simultaneously establishing non-remote connections with the system and communicating via some other connection to resources in external networks.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233576]SC-7(8) – Boundary Protection:  Route Traffic to Authenticated Proxy Servers 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS routes specific internal communications traffic through authenticated proxy servers within the managed interfaces of boundary protection devices, (e.g. as defined DISA STIGs), to external networks (i.e., networks outside the control of the organization).  The list of traffic to be routed through managed interfaces may be augmented with Service or site-specific requirements and approved by the AO or designee.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233577]SC-7(9) – Boundary Protection:  Restrict Threatening Outgoing Communications Traffic  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS (a) detects and denies outgoing communications traffic posing a threat to external IS and (b) audits the identity of internal users associated with denied communications.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233578]SC-7(10) – Boundary Protection:  Prevent Unauthorized Exfiltration   
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization prevents the unauthorized exfiltration of information across managed interfaces.   

	Click here to enter text.
              

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233579]SC-7(11) – Boundary Protection:  Restrict Incoming Communications Traffic 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS only allows incoming traffic from authorized sources routed to an authorized destination.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233580]SC-7(12) – Boundary Protection: Host-Based Protection 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization implements host-based boundary protection mechanisms (e.g., a host-based firewall) for servers, workstations, and mobile devices.   Host-based boundary protection mechanisms shall be employed on mobile devices, (e.g., notebook/laptop computers and other types of mobile devices) where boundary protection mechanisms are available.  This typically applies when the internal network has classification or access levels that differ. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233581]SC-7(13) – Boundary Protection:  Isolation of Security Tools/Mechanisms/Support Components 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization isolates, at a minimum, vulnerability scanning tools, audit log servers, patch servers, and CND tools from other internal information system components via physically separate subnets with managed interfaces to other system or network components. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233582]SC-7(14) – Boundary Protection:  Protects Against Unauthorized Physical Connections 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization protects against unauthorized physical connections at any managed interface that crosses security domains or connects to an external network; such as, but not limited to cross domain solutions, a network boundary with a WAN, a partner network, or the Internet.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233583]SC-8 – Transmission Confidentiality and Integrity 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS protects the confidentiality and integrity of transmitted information. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233584]SC-8(1) – Transmission Confidentiality and Integrity: Cryptographic or Alternate Physical Protection 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system implements cryptographic mechanisms to prevent unauthorized disclosure of, and detect changes to, information during transmission unless otherwise protected by alternative physical safeguards such as keeping transmission within physical areas rated IAW the sensitivity of the information or within a Protected Distribution System (PDS) when traversing areas not approved for the sensitivity of the information.  This applies to sensitive unclassified information, such as PII, as well as classified information.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233585]SC-8(2) – Transmission Confidentiality and Integrity:  Pre/Post Transmission Handling   
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS maintains the confidentiality and integrity of information during preparation for transmission and during reception.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233586]SC-8(3) – Transmission Confidentiality and Integrity:  Cryptographic Protection for Message Externals  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS implements cryptographic mechanisms to protect message externals unless otherwise protected by alternative physical or logical safeguards.   Message externals include, for example, message headers/routing information.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233587]SC-8(4) – Transmission Confidentiality and Integrity:  Conceal/Randomize Communications 
This control may be tailored out in accordance with DSS Overlay 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS implements cryptographic mechanisms to conceal or randomize communications patterns unless otherwise protected by alternative physical or logical safeguards.  Communication patterns include, for example, frequency, periods, amount, and predictability. Changes to communications patterns can reveal information having intelligence value especially when combined with other available information related to missions/business functions supported by organizational information systems.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233588]SC-10 – Network Disconnect 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS terminates the network connection associated with a communications session at the end of the session or after no more than one (1) hour of inactivity.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233589]SC-12 – Cryptographic Key Establishment and Management 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization establishes and manages cryptographic keys for required cryptography employed within the IS in accordance with NSA-approved key management technology and processes.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233590]SC-12(2) – Cryptographic Key Establishment and Management/Symmetric Keys 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization produces, controls, and distributes symmetric keys using NSA-approved key management technology and processes.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233591]SC-12(3) – Cryptographic Key Establishment and Management/Asymmetric Keys  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization produces, controls, and distributes asymmetric keys using NSA-approved key management technology and processes.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233592]SC-13 – Cryptographic Protection 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS implements using NSA-approved cryptography for protecting classified information from access by personnel who lack the necessary security clearance in accordance with applicable Federal laws, Executive Orders, directives, policies, regulations, and standards.  To protect classified information organizations shall employ NSA-approved cryptography. Cryptography shall also be used to protect information that must be separated from individuals who have the necessary clearances, but lack the necessary access approvals.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233593]SC-15 – Collaborative Computing Devices 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system: 

	a. Prohibits remote activation of collaborative computing devices with no exceptions.
	Click here to enter text.
              

	b. Provides an explicit indication of use to users physically present at the devices.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233594]SC-15(3) – Collaborative Computing Devices:  Disabling/Removal in Secure Work Areas   
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization disables or removes collaborative computing devices from organizationally-identified IS or IS components in specified secure work areas.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233595]SC-17 – Public Key Infrastructure Certificates 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization issues public key certificates under the organizationally-defined certificate policy or obtains public key certificates from an approved service provider.  This requirement addresses certificates with visibility external to the information system and certificates related to internal system operations.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233596]SC-18 – Mobile Code
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:

	a. Defines acceptable and unacceptable mobile code and mobile code technologies.
	Click here to enter text.
              

	b. Establishes usage restrictions and implementation guidance for acceptable mobile code and mobile code technologies.
	Click here to enter text.
	c. Authorizes, monitors, and controls the use of mobile code within the information system.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233597]SC-18(1) – Mobile Code:  Identify Unacceptable Code/Take Corrective Actions
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS identifies unacceptable mobile code and takes corrective action.   Corrective actions when unauthorized mobile code is detected include, for example, blocking, quarantine, or alerting the SA.  Disallowed transfers include, for example, sending word processing files with embedded macros.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233598]SC-18(2) – Mobile Code:  Acquisition/Development/Use
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization ensures that the acquisition, development and use of mobile code to be deployed in the information system meets mobile code requirements, usage restrictions, and implementation guidance for acceptable mobile code and mobile code technologies as follows:
a. Category 1: Mobile code shall be signed by a trusted Certificate Authority.  Use of unsigned Category 1 mobile code is prohibited.  Use of Category 1 mobile code technologies that cannot block or disable unsigned mobile code (e.g., Windows Scripting Host) is prohibited.
b. Category 2: Mobile code which executes in a constrained environment without access to system resources (e.g., Windows registry, file system, system parameters, and network connections to other than the originating host) may be used. Category 2 mobile code which does not execute in a constrained environment may be used when obtained from a trusted source over an assured channel (e.g., JWICS, SIPRNet, SSL connection, S/MIME) or when signed with an approved code signing certificate.
c. Category 3: Mobile code may be used.



	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233599]SC-18(3) – Mobile Code:  Prevent Downloading/Execution
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS prevents the download and execution of prohibited mobile code.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233600]SC-18(4) – Mobile Code:  Prevent Automatic Execution
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS prevents the automatic execution of prohibited mobile code prior to executing the code.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233601]SC-19 – Voice over Internet Protocol (VoIP) 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	[image: ]  
The organization:

	a. Establishes usage restrictions and implementation guidance for VoIP technologies based on the potential to cause damage to the IS if used maliciously
	Click here to enter text.
              

	b. Authorizes monitors and controls the use of VoIP within the IS.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233602]SC-20 – Secure Name/Address Resolution Service (Authoritative Source) 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system: 

	a. Provides additional data origin and integrity artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries.
	Click here to enter text.
              

	b. Provides the means to indicate the security status of child zones and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233603]SC-21 – Secure Name/Address Resolution Service (Recursive or Caching Resolver) 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system requests and performs data origin authentication and data integrity verification on the name/address resolution responses the system receives from authoritative sources. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233604]SC-22 – Architecture and Provisioning for Name/Address Resolution Service 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS that collectively provide name/address resolution service for an organization shall be fault-tolerant and implement internal/external role separation.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233605]SC-23 – Session Authenticity 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS protects the authenticity of communications sessions.  This control addresses communications protection at the session, versus packet level (e.g., sessions in service-oriented architectures providing web-based services) and establishes grounds for confidence at both ends of communications sessions in ongoing identities of other parties and in the validity of information transmitted. Authenticity protection includes, for example, protecting against man-in-the-middle attacks/session hijacking and the insertion of false information into sessions.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233606]SC-23(1) – Session Authenticity: Invalidate Session Identifiers at Logout 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system invalidates session identifiers upon user logout or other session termination.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc458083429][bookmark: _Toc458084114]
[bookmark: _Toc462233607]SC-23(3) – Session Authenticity:  Unique Session Identifies with Randomization 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system generates a unique session identifier for each session and recognizes only session identifiers that are system-generated.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233608]SC-23(5) – Session Authenticity:  Allowed Certificate Authorities  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system only allows the use of defined certificate authorities for verification of the establishment of protected sessions.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233609]SC-28 – Protection of Information at Rest  
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Information at rest refers to the state of information when it is located on a non-volatile device (e.g., hard drive, tapes) within an information system.   Laptop hard drives must be encrypted using either Bit locker or other AO-approved encryption technology and must be labeled with “authorized/not authorized for travel” and “compliant with DAR policy.”
Information systems shall protect the confidentiality and integrity of information at rest.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233610]SC-28(1) – Protection of Information at Rest: Cryptographic Protection 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS implements DoD/NSA approved cryptographic mechanisms to prevent unauthorized disclosure and modification of data at rest, to include mobile devices, CDs and other removable media (e.g., USB hard drives). 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233611]SC-38 – Operations Security 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs OPSEC safeguards to protect key organizational information throughout the system development life cycle. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233612]SC-39 – Process Isolation 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS maintains a separate execution domain for each executing process.   

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233613]SC-42 – Sensor Capability and Data  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system: 

	a. Prohibits the remote activation of environmental sensing capabilities unless determined to be essential for mission execution;
	Click here to enter text.
              

	b. Provides an explicit indication of sensor use.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233614]SC-42(3) – Sensor Capability and Data:  Prohibit Use of Services  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization prohibits the use of devices possessing environmental sensing capabilities within facilities.   

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc462233615]System and Information Integrity (SI)
[bookmark: _Toc379522819][bookmark: _Toc430320095][bookmark: _Toc442789071][bookmark: _Toc462233616]SI-1 – System and Information Integrity Policy and Procedures
Program-specific policies and procedures shall be included in the specific security controls listed below.  There is no requirement for the Program to develop additional policy to meet the -1 control.
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
1. Develops, documents, and disseminates to all personnel:
0. A system and information integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;
0. Procedures to facilitate the implementation of the system and information integrity policy and associated system and information integrity controls;
1. Reviews and updates the current:
1. System and information integrity policy at least annually;
1. System and information integrity procedures at least annually.


	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc462233617]SI-2 – Flaw Remediation
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization: 

	a. Identifies, reports and corrects IS flaws.
	Click here to enter text.
              

	b. Tests software updates related to flaw remediation for effectiveness and potential side effects on organizational information systems before installation.
	Click here to enter text.
	c. Installs security-relevant software and firmware updates within thirty (30) days of release of the updates.
	Click here to enter text.
	d. Incorporates flaw remediation into the organizational configuration management process.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233618]SI-2(1) – Flaw Remediation:  Central Management 
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization centrally manages the flaw remediation process.   

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233619]SI-2(2) – Flaw Remediation:  Automated Flaw Remediation Status
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs automated scans at least quarterly to determine the state of information system components with regard to flaw remediation.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233620]SI-2(3) – Flaw Remediation: Time to Remediate Flaws/Benchmarks for Corrective Actions 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization shall measure the time between flaw identification and flaw remediation, comparing with a local historical development of benchmarks, if available. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233621]SI-2(6) – Flaw Remediation:  Removal of Previous Versions of Software/Firmware 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization removes previous versions of software and/or firmware components after updated versions have been installed. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233622]SI-3 – Malicious Code Protection
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization: 

	a. Employs malicious code protection mechanisms at information system entry and exit points to detect and eradicate malicious code.
	Click here to enter text.
              

	b. Updates malicious code protection mechanisms whenever new releases are available in accordance with organizational configuration management policy and procedures.
	Click here to enter text.
	c. Configures malicious code protection mechanisms to: 
1. Perform periodic scans of the information system at least weekly and real-time scans of files from external sources at endpoints and network entry/exit points as files are downloaded, opened, or executed in accordance with organizational security policy; (b) Block and quarantine malicious code and send an alert to the system administrator in response to malicious code detection.
	Click here to enter text.
	d. Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233623]SI-3(1) – Malicious Code Protection: Central Management
This control may be tailored out in accordance with DSS Overlay 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization centrally manages malicious code protection mechanisms, e.g. client/server antivirus model, records of malicious code protection updates; information system configuration settings and associated documentation.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233624]SI-3(2) – Malicious Code Protection: Automatic Updates 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS automatically updates malicious code protection mechanisms (including signature definitions), i.e. after updates are installed to the server.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233625]SI-3(10) – Malicious Code Protection: Malicious Code Analysis 
See DSS Overlay for Guidance
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
1. employs specific tools and techniques to analyze the characteristics and behavior of malicious code;
2. Incorporates the results from the analysis into organizational incident response and flaw remediation processes.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233626]SI-4 – Information System Monitoring 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization: 

	a. Monitors the information system to detect: (1) Attacks and indicators of potential attacks in accordance with the Service or Activity policy and (2) Unauthorized local, network, and remote connections; 
	Click here to enter text.
              

	b. Identifies unauthorized use of the information system. 
	Click here to enter text.
	c. Deploys monitoring devices:
1. Strategically within the information system to collect organization-determined essential information; 
2. At ad hoc locations within the system to track specific types of transactions of interest to the organization.
	Click here to enter text.
	d. Protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion.
	Click here to enter text.
	e. Heightens the level of information system monitoring activity whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information.
	Click here to enter text.
	f. Obtains legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations.
	Click here to enter text.
	g. Provides information as needed to designate personnel.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233627]SI-4(1) – Information System Monitoring:  System-Wide Intrusion Detection System 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization connects and configures individual intrusion detection tools into an information system-wide IDS.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233628]SI-4(2) – Information System Monitoring:  Automated Tools for Real-Time Analysis 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	To the extent possible, the organization employs automated tools to support near real-time analysis of events.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233629]SI-4(4) – Information System Monitoring:  Inbound and Outbound Communications Traffic 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	To the extent possible, the information system shall monitor inbound and outbound communications traffic continuously for unusual or unauthorized activities or conditions.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233630]SI-4(5) – Information System Monitoring:  System Generated Alerts 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The information system alerts the ISSM/ISSO when the following indications of compromise or potential compromise occur:  audit record deletion or modification, alerts from malicious code detection mechanisms, intrusion detection or prevention mechanisms, boundary protection mechanisms such as firewalls, gateways, and routers.   

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233631]SI-4(10) – Information System Monitoring:  Visibility of Encrypted Communications  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization makes provisions so that Program-related encrypted communications traffic is visible to deployed IS monitoring tools.   

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233632]SI-4(11) – Information System Monitoring:  Analyze Communications Traffic Anomalies  
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization analyzes outbound communications traffic at the external boundary of the IS and selected subnetworks/subsystems to discover anomalies.  Anomalies within organizational information systems include, for example, large file transfers, long-time persistent connections, unusual protocols and ports in use, and attempted communications with suspected malicious external addresses.   

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233633]SI-4(12) – Information System Monitoring:  Automated Alerts 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs automated mechanisms to alert security personnel of the following inappropriate or unusual activities with security implications:   at a minimum, unauthorized system access attempts and unauthorized system usage.  Email or security dashboard alerts meet the intent of this control and can be set up to summarize user unauthorized access attempts to files or authentication failures.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233634]SI-4(14) – Information System Monitoring:  Wireless Intrusion Detection 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization employs a capability, such as a wireless IDS, to identify rogue wireless devices and to detect attack attempts and potential compromises/breaches to information systems.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233635]SI-4(15) – Information System Monitoring:  Wireless to Wireline Communications 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	If appropriate, the organization shall employ an IDS to monitor wireless communications traffic as the traffic passes from wireless to wireline networks.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233636]SI-4(16) – Information System Monitoring:  Correlate Monitoring Information 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	To the extent possible, the organization shall correlate information from monitoring tools employed throughout the information system to achieve organization-wide situational awareness.  This control supports insider threat mitigation.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233637]SI-4(19) – Information System Monitoring:  Individuals Posing Greater Risk  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization implements additional monitoring measures of individuals who have been identified by organization and/or other authorized sources as posing an increased level of risk.  Indications of increased risk from individuals can be obtained from a variety of sources including, for example, human resource records, intelligence agencies, law enforcement organizations, and/or other credible sources. The monitoring of individuals is closely coordinated with management, legal, security, and human resources officials within organizations conducting such monitoring and complies with federal legislation, Executive Orders, policies, directives, regulations, and standards.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233638]SI-4(20) – Information System Monitoring:  Privileged User 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization implements additional monitoring of privileged users.  Additional monitoring may be instituted as part of a new-user policy, upon notice of personnel termination (e.g., user gives two weeks’ notice), or the result of incident response. This control may be implemented and defined at the time of incident. 

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233639]SI-4(21) – Information System Monitoring:  Probationary Periods 
This control may be tailored out in accordance with DSS Overlay 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization implements additional monitoring of individuals during probationary periods.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233640]SI-4(22) – Information System Monitoring:  Unauthorized Network Services   
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	Information system detects network services that have not been authorized or approved by defined authorized or approval processes and audits and/or alerts the ISSM/ISSO.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233641] SI-4(23) – Information System Monitoring:  Host-Based Devices   

	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization implements host-based monitoring at identified IS components.  This includes monitoring, for example, of I/O and endpoint services.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233642]SI-5 – Security Alerts, Advisories, and Directives
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization: 

	a. Receives information system security alerts, advisories, and directives from designated external organizations on an ongoing basis.  This includes, but is not limited to, the DHS US-CERT, SANS Internet Storm Center (ISC) and USCYBERCOM.
	Click here to enter text.
              

	b. Generates internal security alerts, advisories, and directives as deemed necessary.
	Click here to enter text.
	c. Disseminates security alerts, advisories, and directives to ISSM, ISSOs, and system administrators and security personnel, as appropriate.
	Click here to enter text.
	d. Implements security directives in accordance with established time frames, or notify the issuing organization of the degree of noncompliance.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233643]SI-7(14) – Software, Firmware, and Information Integrity:  Binary or Machine Executable Code 
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization:
a. Prohibits the use of binary or machine executable code from sources with limited or not warranty and without the provision of source code;
b. Provides exceptions to the source code requirement only for compelling mission/operational requirements and with the approval of the AO.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233644]SI-10 – Information Input Validation   
This control may be tailored out in accordance with DSS Overlay
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The IS checks the validity of information all inputs to web/application servers, database servers, and any system or application input that might receive a crafted exploit toward executing some code or buffer overflow.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233645]SI-11 – Error Handling 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
|_| Compensatory Control (Provide justification below)           |_| Not applicable (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The information system:

	a. Generates error messages that provide information necessary for corrective actions without revealing sensitive or potentially harmful information in error logs and administrative messages that could be exploited by adversaries.
	Click here to enter text.
	b. Reveals error messages only to authorized personnel.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233646]SI-12 – Information Handling and Retention 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization handles and retains information within the IS and information output from the system in accordance with applicable Federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.  

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc462233647]Program Management (PM) 
All organizations are required to establish a Program cybersecurity/information assurance (CS/IA) program.  PM-1 – Information Security Program Plan
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
|_| Compensatory Control (Provide justification below)           |_| Not applicable (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:


	a. Develops and disseminates an organization-wide information security program plan that (1) Provides an overview of the requirements for the security program and a description of the security program management controls and common controls in place or planned for meeting those requirements;;
	Click here to enter text.
	b.  Includes the identification and assignment of roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
	

	c. Reflects coordination among organizational entities responsible for the different aspects of information security (i.e., technical, physical, personnel, cyber-physical).
	

	d. Is approved by a senior official with responsibility and accountability for the risk being incurred to organizational operations (including mission, functions, image, and reputation), organizational assets, individuals, other organizations, and the Nation;
	

	e. Reviews the organization wide information security program plan at least annually.
	Click here to enter text.
	f. Updates the plan to address organizational changes and problems identified during plan implementation or security control assessments.
	Click here to enter text.
	g. Protects the plan from unauthorized disclosure and modification.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233648]PM-3 – Information Security Resources
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
|_| Compensatory Control (Provide justification below)           |_| Not applicable (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Ensures that all capital planning and investment requests include the resources needed to implement the information security program and documents all exceptions to this requirement.
	Click here to enter text.
	b. Employs a business case/Exhibit 300/Exhibit 53 to record the resources required.
	Click here to enter text.
	c. Ensure that information security resources are available for expenditure as planned.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233649]PM-4 – Plan of Action and Milestones Process
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
|_| Compensatory Control (Provide justification below)           |_| Not applicable (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Implements a process for ensuring that plans of action and milestones for the security program and associated organizational information systems: 
1. Are developed and maintained;
2. Document the remedial information security actions to adequately respond to risk to organizational operations and assets, individuals, other organizations, and the Nation;
3. Are reported in accordance with reporting requirements.
	Click here to enter text.
	b. Reviews POA&Ms for consistency with organizational risk management strategy and organization wide-priorities for risk response actions.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233650]PM-5 – Information System Inventory
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization develops and maintains an inventory of its information systems.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233651]PM-6 – Information Security Measures of Performance
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization develops, monitors, and reports on the results of information security measures of performance, e.g. metrics.  See NIST SP 800-55, Performance Measurement Guide for Information Security, for metrics examples.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233652]PM-7 – Enterprise Architecture
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization develops enterprise architecture with consideration for information security and the resulting risk to organization operations, organizational assets, individuals, other organizations, and the Nation and ensures security considerations are addressed by the organization early in the system development life cycle and that the requirements and controls assigned are directly and explicitly related to the organization’s mission/business processes.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233653]PM-8 – Critical Infrastructure Plan
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization addresses information security issues in the development, documentation, and updating of a critical infrastructure and key resources protection plan.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233654]PM-9 – Risk Management Strategy
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
|_| Compensatory Control (Provide justification below)           |_| Not applicable (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Develops a comprehensive strategy to manage risk to organizational operations and assets, individuals, other organizations, and the Nation associated with the operation and use of information systems;
	Click here to enter text.
	b. Implements the risk management strategy consistently across the organization.
	Click here to enter text.
	c. Reviews and updates the risk management strategy at least annually or as required to address organizational changes.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233655]PM-10 – Security Authorization Process
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
|_| Compensatory Control (Provide justification below)           |_| Not applicable (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Manages (i.e., documents, tracks, and reports) the security state of organizational IS and the environments in which those systems operate through the security authorization process.
	Click here to enter text.
	b. Designates individuals to fulfill specific roles and responsibilities within the organizational risk management process (i.e., ISSM/ISSO).
	Click here to enter text.
	c. Fully integrates the security authorization processes into an organization-wide risk management program.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233656]PM-11 – Mission/Business Process Definition
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
|_| Compensatory Control (Provide justification below)           |_| Not applicable (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Defines mission/business processes with consideration for information security and the resulting risk to organizational operations, organizational assets, individuals, other organizations, and the Nation.
	Click here to enter text.
	b. Determines information protection needs arising from the defined mission/business processes and revises the processes as necessary, until achievable protection needs are obtained.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233657]PM-12 – Insider Threat Program
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization implements an insider threat program that includes a cross discipline insider threat incident handling team (i.e., ISSM, PM, etc.)

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233658]PM-13 – Information Security Workforce
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization establishes an information security workforce development and improvement program.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233659] PM-14 – Testing, Training, and Monitoring
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                            |_| Partially implemented                                              |_| Planned    
|_| Compensatory Control (Provide justification below)           |_| Not applicable (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                    

	The organization:

	a. Implements a process for ensuring that organizational plans for conducting security testing, training, and monitoring activities associated with organizational information systems: 
1.  Are developed and maintained;
2. Continue to be executed in a timely manner.
	Click here to enter text.
	b. Reviews testing, training, and monitoring plans for consistency with the organizational risk management strategy and organization-wide priorities for risk response actions.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233660]PM-15 – Contact with Security Groups and Associations
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization establishes and institutionalizes contact with selected groups and associations within the security community:
a. To facilitate ongoing security education and training for organizational personnel; 
b. To maintain currency with recommended security practices, techniques, and technologies; 
c.  To share current security-related information including threats, vulnerabilities, and incidents.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc462233661]PM-16 – Threat Awareness Program
	Recommended Continuous Monitoring Frequency:  Annual
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented                                                                                          |_| Planned    
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)           |_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)           |_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common                                       |_| System Specific	              |_| Hybrid (Common and System Specific)                                                                     

	The organization implements a threat awareness program that includes a cross-organization information-sharing capability.

	Click here to enter text.
                  

	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.
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