
This shouldn’t be the firs time you’re heard the 
phrase mentioned above. If you have been around 
our education community for any length of time, 
you know management firmly believes in the 
importance of educating and motivating our biggest 
asset - people. You also know of their commitment 
to communicate patriotism, the importance of a 
sound security reporting program, and to ensuring 
that security professionals receive the training and 
support needed to effectively implement an effective 
personnel security program. 

Focus on these concepts as you teach personnel 
security during the third quarter of the annual 
education program. Focus on the continuing 
evaluation process, telling your audience what it 
means, how important it is, and how their 
participation is “the” essential ingredient for 
success. 

As educators, you are encouraged to brief not 
only requirements, but to add supplemental 
information to briefings that will motivate your 
audience to report activities they observe, 
derogatory personal information, and adverse 
information. You are also encouraged to take a few 
moments to review the training records of your 
personnel security staff members and to schedule 
them for needed professional training classes. 
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Focusing on Our Most Important and Possibly Most Vulnerable Asset
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Out Logo Has a New Face

Not long ago our education community embraced a joint education forum 
concept. We invited representatives from the Army, Navy and various 
government agencies to participate in a security awareness program that would 
benefit all. In recognition of our ever expanding role in education, we have 
changed the logo. Look for our new logo on education products. 
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“People are the corner stone of an effective security program.”

One of the biggest challenges faced by the 
personnel security professionals is having policy and 
management support to respond to the dynamics of 
human behavior. People are innately dynamic. As 
we go through life, we are confronted with changes 
that present new challenges. Some of these life 
changes and challenges can open a path that could 
lead to adverse behavior. When these situations 
present themselves, whether in the form of an 
adverse financial situation or possibly a situation 
requiring medical assistance, accessed personnel 
must have the frame of mind to make a report of the 
situation, and security personnel must be ready to 
accept the report. 

Your role as educators is to accept the fact that 
people may have difficulty reporting, and to 
communicate the necessity of reporting during your 
briefings. The pamphlet, “No Good Reason Not To 
Report” is an excellent guide to distribute to your 
audience.

As educators, you will work to assist personnel in 
meeting the goal of effective personnel security -- to 
meet the need of the government to protect both its 
national security,defense information as well as its 
biggest asset, the people selected to develop, work 
with and ultimately protect that information. 



The dynamics of y our profession as an educator 
will ask you to reach all audiences with your 
personnel security message. This includes providing 
the security professional with the information he/she 
may need to take the adverse information report. 
Several special reports have been written outlining 
the interview process. These reports include advice 
on how to talk to the individual -- how to protect the 
confidentiality of the individual and report and how 
to handle the information once presented. 

On site CI representatives are of great help in this 
process. Please seek their advice and assistance. 

Education About Espionage

The bottom line, espionage happens. For whatever 
reason,”something” happens to change the focus of a 
trusted employee to that of espionage. In pat cases, 
there were indicators. These indicators were either 
not reported or acted on. Hindsight is 20/20. We 
have to learn how to see these indicators in real time 
and teach others how to see in real time as well. As 
educators, we must take into consideration the need 
to educate our managers on what to look for and 
how to react to the information provided.  

Project Slammer

known as “Project Slammer.” It was the first and 
only study of its kind. It was hoped that the study 
findings would reveal methods that could be used by 
security personnel, managers and CI professionals to 
detect spies and prevent espionage. 

In 1993 another study know as “Son of Slammer” 
used the same methodology to focus on computer 
criminals. The goal of this study was to identify 
traits and methods of people who committed 
computer crimes. As with Project Slammer, it was 
the first and only study of its kind. 

Although dated, we continue to use the findings of 
these two studies to teach security professional what 
to look for. 

Project Slammer findings concluded:

1)  No offender entered a position of trust with the 
intent to betray.

2)  There were 2 prevalent personality traits 1) 
highly manipulative, dominant, self-serving and 2) 
passive, easily influenced and lacking self esteem. 

3) A large number were substance abusers. (Here’s 
where we return to the 13 criteria used to determine 
trustworthiness, loyalty and reliability.) 

4) Their decision to betray was based in part on their 
belief that their coworkers would not turn them in. 
(We get complacent when we should not. Indicators 
are to be reported!)

5) They were male – (This is not to say that women 
do not commit espionage. We have quite a few 
women who have betrayed the trust of the country. 
These stats reflect only those spies interviewed as 
part of Project Slammer.)

6) Marital status was irrelevant.

7) Those interviewed were immature with an 
inability to cope.

8) Interviewees had an anti-social personality.

9) There were significant personality changes that 
started suddenly with behavior change throughout.

Teaching Management

Personnel won’t necessarily come to you with a 
pattern of deviant behavior to discuss. They may 
have witnessed only one isolated indicator.  So what 
can managers do? Recommendations include: 
changing management’s attitudes (react!-
acknowledge that spies do 
exist); document and act 
upon suitability issues 
(problems tend to resurface); 
heavy drinking, drug 
dependence, signs of 
depression, extramarital 
affairs and divorce could be 
warning signs of a security 
problem; educate co-workers 
and supervisors to intervene 
early with a troubled 
coworker; know your 
people; and foster an open 
relationship between 
counterintelligence and 
security.

30+ convicted spies were 
interviewed as part of a 10 
year study to determine what 
motivated them to commit 
espionage and the means by 
which they accomplished 
their crime. This study was



TheThe

AA
BB

C’sC’s

of

Personnel Security

Reporting Responsibilities

This booklet outlines your
personal reporting responsibilities.

Security

Education

Advisory

Council

Security

Education

Advisory

Council

(or competitive)Intelligence (BI) professionals 
as an effective means of supplementing 
market research methods for identifying 
commercial business competitors’ activities.

While most personnel do not expect to be the 
direct target of foreign intelligence collectors, 
your status as US Air Force military, civilian 
or contractor makes you a general target for 
identification, assessment, or potentially 
recruitment by a foreign intelligence officer.  
Added to this already complicated mix, are 
the collection activities of BI personnel who 
may target USAF military or civilian 
personnel, especially those who frequent 
contractor locations, thinking they are target 
contractor employees or potential customers.  
BI professionals from foreign and domestic 
competitors are diligently seeking information 
to gain a competitive market in their 
respective business markets.  
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What is Elicitation?

Elicitation is one of the oldest and most 
basic forms of Human Intelligence. 

How is it used?

Elicitation is used extensively by foreign 
intelligence services and has recently 
been emphasized by Business 

Consequently, they are logical targets of foreign 
military, economic, or domestic BI agents.  An 
inadvertent disclosure of information would 
have dire consequences for system 
development or its military effectiveness. 

It is a commonly used and often highly efficient 
technique for gathering intelligence.  Elicitors 
subtly collect information through normal 
conversational techniques, without the targeted 
person being knowledgeable of the elicitor’s 
true purpose.

All personnel should be aware of the potential 
risks and methods used for elicitation.

E c o n o m i c  

e s p i o n a g e has  a lso  
become a priority of 
many countries. Many 
contractors are 
responsible for 
development of leading 
edge and revolutionary 
technologies, and often 
the leaders in their 
respective fields. 
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INFORMATION GATHERING INFORMATION GATHERING -- ELICITATIONELICITATION

Elicitation is one of the oldest and most 
basic forms of Human Intelligence.  It is a 
commonly used and often highly efficient 
technique for gathering intelligence. Said 
another way . ..

Would you recognize it if it happened to 
you?

…probably not. Elicitors subtly collect 
information through normal conversational 
techniques, without the targeted person being 
knowledgeable of the elicitor’s true purpose.  
Elicitation is used extensively by foreign 
intelligence services and has recently been 
emphasized by business (or competitive) 
intelligence (BI) professionals as an effective 
means of supplementing market research 
methods for identifying commercial business 
competitors’ activities.

Elicitation is generally a non-threatening 
intelligence gathering technique, which is 
usually impossible to recognize and generally 
appears as ordinary conversation.  The less 
generalized the subject matter, the more secure 
the process. Rarely is the individual aware of 
the elicitor's purpose, identity, or true affiliation. 
The elicitor's only authority is derived from 
his/her flexibility, imagination, and personality.  
Information obtained through elicitation is no 
more - and no less - reliable than information 
collected through any other means. It is quite
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possibly, however, the best method for 
obtaining basic information or substantiating 
previously collected information.

The dilemma: Is a seemingly innocent 
conversation being used casually to pass the 
time of day, or is it being used to gather 
information on behalf of a foreign intelligence 
service?

Why Should You Be Concerned About 
Elicitation?

While most personnel do not expect to be 
the direct target of foreign intelligence 
collectors, your status as US Air Force military, 
civilian or contractor makes you a general 
target for identification, assessment, or 
potentially recruitment by a foreign intelligence 
officer.  Added to this already complicated mix 
are the collection activities of BI personnel who 
may target USAF military or civilian personnel, 
especially those who frequent contractor 
locations, thinking they are target contractor 
employees or potential customers.  BI 
professionals from foreign and domestic 
competitors are diligently seeking information 
to gain a competitive market in their respective 
business markets.  

Economic espionage has also become a 
priority of many countries.  Many contractors 
are responsible for development of leading 
edge and revolutionary technologies, and often 
the leaders in their respective fields.  
Consequently, they are logical targets of 
foreign military, economic, or domestic BI 
agents.  An inadvertent disclosure of 
information would have dire consequences for 
system development or its military 
effectiveness.  All personnel should be aware 
of the potential risks and methods used for 
elicitation.

ELICITATION IS THE ART OF 
CONVERSATION HONED BY 

INTELLIGENCE SERVICES TO 
ITS FINEST EDGE.
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The Case of Wen Ho Lee

- Using A Computer to 
Compromise Secrets -
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The Worse Case of  Ineffective 

Security in Modern Day

A little more than five years after the arrest 
of Aldrich Ames, the CIA employee convicted 
of spying for the former Soviet Union, 
counterintelligence officials have once again 
discovered a case involving the compromise of 
secrets by someone “trusted” to protect them.

On March 8, 1999, after spending over 20 
years working at the Los Alamos National 
Laboratory, and according to the FBI, after 
spending more than a decade under 
investigation for possible espionage activities, 
Wen Ho Lee was fired from his position at the 
Lab for violations of security procedures. 

While working as a research scientist at the 
Los Alamos National Laboratory in New 
Mexico, Lee surreptitiously downloaded 
millions of lines of classified code from the 
lab’s TOP SECRET computer database. He 
then loaded them on the hard drive of the 
unclassified PC in his office.

The codes he transferred were known as
“legacy codes”. They

Special Reports Special Reports are published to provide personnel with important information inare published to provide personnel with important information in volving national volving national 
security issues.                                                security issues.                                                R. SchindlerR. Schindler SEAC - 383SEAC - 383

The actual transfer 
between systems was 
relatively easy, 
requiring little more 
than the kind of drag-
and-click computer

move that millions of desk bound 
Americans perform every day.

contained nuclear secrets, 
physics equations, 
weapons-test results and 
warhead design, amassed 
by the United States since 
the government began its 
nuclear testing program. In 
short, these were some of 
our most closely held and 
guarded TOP SECRETs.

Although it has not been determined, and 
according to the FBI, may be impossible to ever 
determine whether Lee had passed the codes 
directly on to any foreign governments, clearly, 
someone had checked into his unclassified 
computer and accessed them. Clearly they are 
now in the hands of the other side.

Poor Security At Best ?

Investigators suspect Lee had downloaded a 
bulk of the codes in 1994 and 1995. They were  
unable to search the computer used by Lee 
during that time because the labs’ computers 
had not been clearly labeled with a warning. 
The warning should have indicated that the 
computer was government property and 
therefore subject to monitoring at any time. 
Investigators were also unable to obtain a 
Search Warrant due to lack of evidence of 
espionage. Lee retained his high -level clearance 
at the lab until late 1998 while he was under FBI 
surveillance for the W-88 theft. After Lee’s 
dismissal from Los Alamos, agents were free to 
check his computer. 

As with the case of Ames, investigators 
assigned to the Lee case  wanted to know how 
this  could have happened? Their observations, 

based on evidence drawn 
during the investigation, 
found a bureaucracy 
which was excessively 
tolerant of lax security 
practices. “Security is 
something they don’t 
even think about,” 
commented one former 
FBI agent on
day -to-day lab operations 
at the lab. 
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-- A Lesson In Adverse A Lesson In Adverse 
Information Reporting Information Reporting --
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On November 1, 1994, the United States Senate 
Select Committee issued a report on the case of 
Aldrich Hazen Ames. It presented the 
chronological account of a “trusted” Central 
Intelligence Agency (CIA) employee, who, in his 
31 year career, spent 9 years selling out the country 
he was paid to protect. Ames was arrested for 
espionage on February 21, 1994. The case 
represented a security breach of disastrous 
proportions. It left the country, the Federal Bureau 
of Investigation (FBI), the CIA and investigators 
reeling with questions in its aftermath. With such 
an obvious abundance of reportable information 
that clearly spelled “SPY”, “HIGH RISK”, 
“NATIONAL SECURITY THREAT”, 
investigators set out to find what went wrong, and 
what or who prevented Ames from early detection.

The activities of Ames shook the very heart of 
the CIA. One of the most frightening observations 
of the case involved the wealth of adverse and 
reportable information about Ames that should 
have alerted security and supervisors of his 
vulnerability to commit illicit activities. Managers, 
co -workers, and security personnel all held pieces 
of adverse information that were either not shared, 
or when they were, the response was not adequate 
to stifle Ames and his blatant disregard for 
security. The question asked today is whether 
Ames could have been stopped.

As managers and security personnel working 
within an atmosphere of national secrecy, you may 
wonder how you could prevent this from happening 
in your organization. After all, it did happen in an 
atmosphere where background checks, polygraphs 
and personal assessments were established to 
prevent this. What would prevent it from 
happening to someone else?

Security Officer’s Special Reports Security Officer’s Special Reports are published for the benefit of  security professionals. They aare published for the benefit of  security professionals. They are designed re designed 
to provide advice and assistance to security officers as they coto provide advice and assistance to security officers as they co nduct daynduct day -- toto--day security related activities.  day security related activities.  

R. Schindler   R. Schindler   SEAC SEAC -- 416416

Investigators assigned to the Ames case wanted 
an answer to the same question. Their observations, 
based on evidence drawn during the investigation, 
found a bureaucracy which was excessively tolerant 
of serious personal and professional misconduct 
among its employees and where security was lax and 
ineffective. They also found a system and a culture 
unwilling and unable -- particularly in the early 
years of Ames’ betrayal -- to face, access, and 
investigate the catastrophic blow Ames had dealt to 
the core of its operations.

A graphic depiction of Ames’ dysfunctional 
behavior, during his career with the CIA, is plotted 
on the inside of this article. The low, medium and 
high severity levels that have been assigned to the 
various dysfunctions represent the opinion of the 
charts author. Obviously, you as security 
professionals and others may assign a different level 
of severity depending on your expertise. It is more 
important to focus on the frequency of the 
dysfunctions and less on the severity. 

Many, if not most of the reports made about 
Ames’ behavior simply were not acted on. These 
serious acts of omission by management and 
security personnel cannot be overstated. They 
clearly demonstrate a vital need to establish and 
maintain a sound security structure, as well as 
demonstrate what happens when management and 
security break down. 

The last page of this report highlights 
conclusions drawn from the November 1, 1994 
report. These conclusions illustrate what can go 
wrong and suggest what should be done to detect, 
report, and prevent espionage from happening again. 
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dysfunctions and less on the severity. 

Many, if not most of the reports made about 
Ames’ behavior simply were not acted on. These 
serious acts of omission by management and 
security personnel cannot be overstated. They 
clearly demonstrate a vital need to establish and 
maintain a sound security structure, as well as 
demonstrate what happens when management and 
security break down. 

The last page of this report highlights 
conclusions drawn from the November 1, 1994 
report. These conclusions illustrate what can go 
wrong and suggest what should be done to detect, 
report, and prevent espionage from happening again. 
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Third Quarter – Personnel Security – Training Aids

Ø 3rd Quarter Newsletter – Comments on our 
3rd quarter security awareness topic “personnel 
security”.

Ø 3rd Quarter Security Educator’s News -
What educators need to teach

Ø 3rd Quarter AF SP SEC Notes - Notes from 
the security education meeting in Seattle July 
11-12

Ø Wen Ho Lee – An update of the previously 
published special report on the man scientist 
from Los Alamos lab accused of mishandling 
classified nuclear data stored on magnetic 
media.

Ø Counter-Elicitation – This report examines 
methods to counter attempts by people to 
gather information from you during informal 
conversations.  

Look for upcoming

Ø Adjudication Criteria for Personal Behavior - 13 
Criteria. This report identifies and explains the standards 
of behavior (criteria as identified by DCID 6/4) to 
evaluate personnel for a personnel security clearance. 

ØYour  Personal Reporting Responsibilities (in hardcopy 
or on-line presentation). This report will define your 
personal responsibilities to report personal and 
derogatory information. 

Ø The Interview Process - Developing Trust and 
Confidentiality.  We’ve targeted the Security Officer for 
this report. It spells out their responsibility to establish an 
atmosphere of trust and confidentially. This atmosphere 
should make reporting of derogatory personal 
information a little more palatable for those who find 
themselves in a reportable situation. (reprint)

Ø The Aldrich Ames Case, A Lesson in Adverse 
Reporting. An update from the original article. This 
report profiles the adverse behavior of Ames as a CIA 
employee who compromised people and information for 
monetary gain. We will also profile the adverse behavior 
as identified by the 13 personnel criteria. (reprint)  

Ø Elicitation – A Primer. You’ll want to read this before 
you become engaged in conversations  outline the various 
methods currently used to collect United States. national 
security information and dual use technologies. This 
information should be added to threat briefings. 

Ø The Case of George Trofimoff – This is a special 
report, a retired Army employee who sold secrets to the 
Soviets for 25 years. The report explores Trofimoff’s
indicators.      

Special Reports, Newsletters and 
security awareness publications in 
the following areas:

It’s at this point that all of your security savvy and 
interviewing techniques must come into play.

This may sound simple, but for many security 
professionals it may be one of the most difficult 

approach security, openly discuss the issue and 
continue to provide  information that they feel may 
impact their continuing eligibility for access.

Developing an Atmosphere of Trust and 
Confidentiality

An  atmosphere of trust and confidentiality 
must be created by the security officer. Trust  is 
developed over a period of time. It may take the 
security professional  weeks,  even months to 
develop. The task may be especially difficult if a  
predecessor did not create a “trusting” 
environment.  Many times the security  

Access to Classified -
An Issue of Continuing Trust

As security professionals, we know that 
background investigations are conducted on

The concept of  a “continuous evaluation” is based 
on the fact that “people change” and that changes in 
one’s life may impact eligibility for access.

When Life’s Situations Become Reportable  
When “something” happens in the life of 

someone who has access to classified material that 
qualifies as “reportable” information, it is the 
responsibility 

More often than not, the information to be reported 
is sensitive to the person and solicits an emotional 
response. Many times, the information is 
considered adverse. 
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Security Officer’s Special Reports contain information for the benefit of  community security profe ssionals. 
Reports are designed to enhance the knowledge of personnel assig ned to various security disciplines.
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The Interview ProcessThe Interview Process
-- Developing Trust and Confidentiality Developing Trust and Confidentiality --

personnel who will work with 
national defense information.  
This is done before the individual 
actually has access to classified 
material. We’re also familiar with 
the fact that granting of a security 
clearance is only the first step in a 
process that determines an 
individual’s continuing eligibility 
for access.  This process evaluates 
each of  us throughout our career 
for access to classified material. 

tasks to perform. It is not 
always easy to make someone 
feel comfortable discussing 
what they perceive to be 
adverse information about
their  personal life. But it is up 
to the security professional to 
create an atmosphere of trust, 
confidentiality and openness 
so that the individual feels 
comfortable enough to

of that person to come 
to you, the security 
officer, to report the 
information. 
Reportable 
information  often 
surfaces at a time of 
crises in the 
individual’s life. 

professional is not viewed 
as the person to discuss 
personal issues with. The 
position may instead be 
viewed as one which 
polices people, not as 
someone to confide in. At 
some point, it is important 
to start to build a trusting 
relationship with the 
people you are responsible 
for. Daily interaction and
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Special Report
A look at

- George Trofimoff -

June 2000

Security Officer’s Special Reports Security Officer’s Special Reports are published for the benefit of  security professionals. They aare published for the benefit of  security professionals. They are designed re designed 
to provide advice and assistance to security officers as they coto provide advice and assistance to security officers as they co nduct daynduct day -- toto--day security related activities.  day security related activities.  

R. Schindler   R. Schindler   SEAC SEAC --

How doesTrofimoff
Measure Up? The last 
page of this special 
report highlights the 13 
standards of personnel 
conduct that are used 
when adjudicating 
people for access to 
classified information. 
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George Trofimoff, a 
retired US Army Colonel 
was arrested and 
indicted for committing 
espionage during his 
years as a civilian 
employee at the Joint 
Interrogation Center at
Nuremburg, Germany.
He allegedly provided 
the Soviet Union with 
classified intelligence 
data between 1969 and 
1994, including 
documents detailing US 
knowledge of Soviet and
Warsaw Pact organizations and capabilities. He was 
awarded the KGB Red Banner, the highest award given by 
the KGB for bravery and self-sacrifice. The indictment said 
he gave the Soviets "documents, photographs, photographic 
negatives, and information relating to the national defense 
of the US." He was arrested at a hotel in Florida where he 
believed he would meet with an agent of the SVRR to obtain 
payment for past work. 

ExEx -- Army Employee Charged With Spying Army Employee Charged With Spying 
For Russia For at Least 25 YearsFor Russia For at Least 25 Years
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Trofimoff, 73, a retired colonel in the 
Army Reserve, is the highest-ranking 

U.S. military officer ever charged with 
espionage. 
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13 Standards of 
Personnel Conduct

The 13 Criteria
The standards of personal behavior are 

identified in 13 separate criteria. Each of 
the  criteria has conditions that could raise a 
security concern and may be disqualifying, as 
well as conditions that could mitigate 
security concerns. 

It is important to remember that the 
evaluation process is not a one time process. 
Throughout a career with classified 
information each candidate must continue to 
prove that they are trustworthy, reliable and 
loyal. They must continually meet the spirit 
and intent of the 13 criteria. The concept 
behind continuing evaluation involves 
considering all changes that life brings and 
ensuring those changes do not adversely 
impact the ability to safeguard national 
security information. 

The 13 criteria, as outlined in DCID 1/14, 
include: 
E Allegiance to the United States -
Allegiance to theUS must beunquestionable. 
E Foreign Influence - The candidate and 
the candidate’s family (including cohabitants 
others bound by affection) must be free 
from duress that would make him/her 
vulnerable to coercion, exploitation or 
pressure by a foreign entity.
E Foreign Preference - The candidate must 
not act in a way to indicate preference for a 
foreign country over the US.
E Sexual Behavior - Behavior is a 
consideration when it involves a criminal 
offense or makes the candidate susceptible 
to coercion, exploitation or duress. 
E Personal Conduct - There must be no 
conduct involving questionable judgement, 
untrustworthiness, unreliability or 
unwillingness to 

continued

continued from pervious page

E comply with rules and regulations.
E Financial Considerations - Financially 
overextending oneself or having unexplained 
affluence are considerations.
E Alcohol Consumption - Excessive 
consumption leading to questionable 
judgement, unreliability or lack of control 
are considered. 
E Drug Involvement - Improper or illegal 
involvement with drugs, drug abuse or drug 
dependence is cause for concern.
E Emotional, Mental, and Personality 
Disorders - The evaluation is made to 
determine the candidate does not have a 
significant defect in judgement, reliability 
or stability. 
E Criminal Conduct - A history or pattern 
of criminal activity demonstrates an 
inability to safeguard defense information.
E Security Violations- Willing no n 
compliance with procedures (multiple) or 
unauthorized disclosure (intentional or due 
to negligence) of information. 

E Outside Activities - Involvement in 
activities that pose a conflict with individual 
security responsibilities or increase the risk 
of unauthorized disclosure is considered.  
E Misuse of Information Technology 
Systems (computers) - Demonstrated 
noncompliance with rules, procedures, 
guidelines or abuse of equipment is 
considered.  

Again, ALL reliable information is used 
during the adjudication process. Adverse 
information concerning a single criterion may 
not be sufficient for an unfavorable 
determination. On the other hand, recent or 
recurring patterns or questionable judgement, 
irresponsibility, or emotionally unstable 
behavior are taken into consideration when 
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cite it in biblical times when Moses tasked the 
kings to bring back information, and even 
recall a case as recent as one month ago. This 
most recent espionage case involves a former 
civilian employee of the Army (George 
Trofimoff) arrested June 14, 2000 for selling 
classified information to the Soviets for 25 
years. It follows closely behind that of a Los 
Alamos nuclear facility scientist (Wen Ho Lee) 
charged with improperly handling classified 
nuclear secrets.

In these cases and almost all of the others 
preceding them, cleared people, the people we 
trusted to protect our national security simply 
“sold out” to the other side. Their reasons vary 
-- some did it for financial gain, some for 
ideological reasons, but all said that they never 
went into the business of protecting defense 
secrets with the intent to commit espionage.  

This once more reconfirms one of our 
biggest concerns: that cleared people, our most 
important asset, are still our most vulnerable 
asset. We can’t secure a person like we can 
secure a computer. There is no software 
lockout program, no hard drive disabling 
mechanism to keep an asset who wants to sell 
information, from selling it. Or is there? How 
about a personnel security reporting program 
that works? After all, wasn’t it William
Kampilesthat said,

“… if someone outside that office had sat me 
down and  just said, listen , this is a talk…. is 

there anything that we can do to help? “
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The Importance of a Good Reporting Program 

You and your co-workers are America’s 
biggest asset. We’re not the only ones who 
know this. Other governments, interest groups 
and businesses also understand the importance 
you hold to the United States. As such, they 
have a lot to gain by coercing you to provide 
information, to betray your country. In other 
words, you are a target. 

Several personnel security programs are in 
place throughout the government to counter the 
endless efforts made by these groups to gain 
access to you and your information. One 
program, the adjudication program, evaluates
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How many times have 
we heard that espionage is 
the worlds second oldest 
profession? We can trace it 
to the days of the Egyptians, 
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Education at the National Level

The Joint Security Training Consortium (JSTC) 
convened to brief the community of educators, 
formerly known as the Certification Working Group 
on the preliminary and future plans of the 
consortium. The AF SP education community was 
once again asked to participate in the consortium, 
joining forces with other national level organizations 
who are also motivated to improve the education 
process for their service or agency. Issues raised at 
the JSTC meetings will be platformed in our 
community as education initiatives. 

Highlights from the meeting are provided below. 
Two specific highlighted addressed as part of the 
JSTC vision statement were directed at the 
professionalism of our security work force.

1) Responsiveness to the requirements of the 21st 
century security environment (i.e, the JSTC would 
like to make sure security professionals are ready to 
meet the challenges presented by the technologically 
sophisticated 21st century office and its business 
strategies) and

2) With professional standing recognized by 
practitioners within the security community and 
those they serve (i.e., the JSTC would like to ensure   
security professionals are recognized as career 
professionals,backed by an education and training 
process supporting their decisions).

The JSTC also plans to survey all participants to 
enable them to better meet their mission statement :
- Develop common policies for training and 
professional development
- Establish certification programs
- Integrate training programs to achieve reciprocity 
and standardization
- Effect program evaluation, and
- Articulate requirement. 

The JSTC will be calling on the experts from all 
security disciplines: Personnel, Physical, AIS, 
Information, OPSEC, and Education, to assist in the 
development of training programs, plans for 
implementation of those programs or when 
developing awareness products (This concept was 
addressed during our recent education meeting. 
Please make sure you know who the experts are at 
your location).
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3rd Quarter Personnel Security

Description: This lesson plan is designed to acquaint 
program briefed personnel with Personnel Security.

Training Objective: Identify clearance vs. access. 
Define individual reporting responsibilities to 
include adverse reporting and reporting change in 
personal status. 

Learning Objective: At the conclusion of this lesson, 
personnel should have an understanding of the 
clearance vs. access process and know what their 
personal reporting responsibilities are, when to 
report the information and who to report it to. 

Note: This is a great time to evaluate the education 
status of personnel security representatives. If the 
representatives have not attended personnel security 
classes, contact DSS to enroll them in the next 
training session. 

presented by the JSTC and to participate when 
needed to improve the security education process, 
the professionalism of security professionals and to 
develop those products needed to be4tter protect our 
nations secrets. 


