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- Personnel Security -
Focusing on Our Most I mportant and Possibly Most Vulnerable Asset

“ People are the corner stone of an effective security program.”

This shouldn’t be the firs time you' re heard the
phrase mentioned above. If you have been around
our education community for any length of time,
you know management firmly believesin the
Importance of educating and motivating our biggest
asset - people. You aso know of their commitment
to communicate patriotism, the importance of a
sound security reporting program, and to ensuring
that security professionals receive the training and
support needed to effectively implement an effective
personnel security program.

Focus on these concepts as you teach personnel
security during the third quarter of the annual
education program. Focus on the continuing
evaluation process, telling your audience what it
means, how important it is, and how their
participation is “the” essential ingredient for
success.

As educators, you are encouraged to brief not
only requirements, but to add supplemental
information to briefings that will motivate your
audience to report activities they observe,
derogatory personal information, and adverse
information. Y ou are also encouraged to take afew
moments to review the training records of your
personnel security staff members and to schedule
them for needed professional training classes.

Out Logo Has a New Face

One of the biggest challenges faced by the
personnel security professionalsis having policy and
management support to respond to the dynamics of
human behavior. People are innately dynamic. As
we go through life, we are confronted with changes
that present new challenges. Some of theselife
changes and challenges can open a path that could
lead to adverse behavior. When these situations
present themselves, whether in the form of an
adverse financial situation or possibly a situation
requiring medical assistance, accessed personnel
must have the frame of mind to make a report of the
situation, and security personnel must be ready to
accept the report.

Your role as educators is to accept the fact that
people may have difficulty reporting, and to
communicate the necessity of reporting during your
briefings. The pamphlet, “No Good Reason Not To
Report” is an excellent guide to distribute to your
audience.

As educators, you will work to assist personnel in
meeting the goal of effective personnel security -- to
meet the need of the government to protect both its
national security,defense information as well asits
biggest asset, the people selected to develop, work
with and ultimately protect that information.

Not long ago our education community embraced a joint education forum
concept. We invited representatives from the Army, Navy and various
government agencies to participate in a security awareness program that would
benefit all. In recognition of our ever expanding role in education, we have
changed the logo. Look for our new logo on education products.



The dynamics of y our profession as an educator
will ask you to reach all audiences with your
personnel security message. This includes providing
the security professional with the information he/she
may need to take the adverse information report.
Several specia reports have been written outlining
the interview process. These reports include advice
on how to talk to the individua -- how to protect the
confidentiality of the individual and report and how
to handle the information once presented.

On site Cl representatives are of great help in this
process. Please seek their advice and assistance.

Education About Espionage

The bottom line, espionage happens. For whatever
reason,” something” happens to change the focus of a
trusted employee to that of espionage. In pat cases,
there were indicators. These indicators were either
not reported or acted on. Hindsight is 20/20. We
have to learn how to see these indicatorsin rea time
and teach others how to seein real time aswell. As
educators, we must take into consideration the need
to educate our managers on what to look for and
how to react to the information provided.

Project Slammer

30+ convicted spies were
interviewed as part of a10
year study to determine what
motivated them to commit
espionage and the means by
which they accomplished
their crime. This study was
known as “Project Slammer.” It was the first and
only study of itskind. It was hoped that the study
findings would reveal methods that could be used by
security personnel, managers and Cl professionals to
detect spies and prevent espionage.

In 1993 another study know as * Son of Slammer”
used the same methodol ogy to focus on computer
criminas. The goal of this study was to identify
traits and methods of people who committed
computer crimes. As with Project Slammer, it was
the first and only study of its kind.

Although dated, we continue to use the findings of
these two studies to teach security professional what
to look for.

Project Slammer findings concluded:

1) No offender entered a position of trust with the
intent to betray.

2) There were 2 prevalent personality traits 1)
highly manipulative, dominant, self-serving and 2)
passive, easily influenced and lacking self esteem.

3) A large number were substance abusers. (Here's
where we return to the 13 criteria used to determine
trustworthiness, loyalty and reliability.)

4) Their decision to betray was based in part on their
belief that their coworkers would not turn them in.
(We get complacent when we should not. Indicators
areto bereported!)

5) They were male — (Thisis not to say that women
do not commit espionage. We have quite a few
women who have betrayed the trust of the country.
These stats reflect only those spies interviewed as
part of Project Sammer.)

6) Marital status was irrelevant.

7) Those interviewed were immature with an
inability to cope.

8) Interviewees had an anti-social personality.

9) There were significant personality changes that
started suddenly with behavior change throughout.

Teaching Management

Personnel won't necessarily come to you with a
pattern of deviant behavior to discuss. They may
have witnessed only one isolated indicator. So what
can managers do? Recommendations include:
changing management’ s attitudes (react!-

acknowledge that spies do
‘!.-v

exist); document and act
upon suitability issues
(problems tend to resurface);
heavy drinking, drug
dependence, signs of
depression, extramarital
affairs and divorce could be
warning signs of a security
problem; educate co-workers
and supervisors to intervene
early with atroubled
coworker; know your
people; and foster an open
relationship between
counterintelligence and
Security.
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Third Quarter — Personnel Security — Training Aids

> Special Reports
> 2"d Quarter Newsletter
» Module 4 CD — Individual Security
Responsibilities
> Video: The Susceptible Traveler
(and others)
» On-line Reporting Guide

> Personnel Security Reporting
Booklet

L ook for upcoming
Special Reports, Newsletters and
security awar eness publicationsin
thefollowing areas:

> Adjudication Criteria for Personal Behavior - 13
Criteria. Thisreport identifies and explains the standard
of behavior (criteriaasidentified by DCID 6/4) to
evaluate personnel for a personnel security clearance.

> Your Personal Reporting Responsibilities (in hardcopy
or on-line presentation). This report will define your
personal responsibilities to report personal and
derogatory information.

> The Interview Process - Developing Trust and
Confidentiality. We've targeted the Security Officer for
this report. It spells out their responsibility to establish an
atmosphere of trust and confidentially. This atmosphere
should make reporting of derogatory personal
information a little more palatable for those who find
themselves in areportable situation. (reprint)

> The Aldrich Ames Case, A Lesson in Adverse
Reporting. An update from the original article. This
report profiles the adverse behavior of AmesasaCIA
employee who compromised people and information for
monetary gain. We will also profile the adverse behavior
asidentified by the 13 personnel criteria. (reprint)

> Elicitation — A Primer. You'll want to read this before
you become engaged in conversations outline the various
methods currently used to collect United States. national
security information and dual use technologies. This
information should be added to threat briefings.

> The Case of George Trofimoff — Thisis a special
report, aretired Army employee who sold secrets to the
Sovietsfor 25 years. The report explores Trofimoff’s
indicators.
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Special Report
Standards of Personal Behavior
The 13 Criteria.
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> 34 Quarter Newsl etter — Comments on our
3'd quarter security awareness topic “ personnel
security”.

> 3rd Quarter Security Educator’s News -
What educators need to teach

> 3rd Quarter AF SP SEC Notes - Notes from
the security education meeting in Seattle July
11-12

» Wen Ho Lee — An update of the previously
published specia report on the man scientist
from Los Alamos lab accused of mishandling
classified nuclear data stored on magnetic
media

> Counter-Elicitation — This report examines
methods to counter attempts by people to
gather information from you during informal
conversations.



Education at the National Level

The Joint Security Training Consortium (JSTC)
convened to brief the community of educators,
formerly known as the Certification Working Group
on the preliminary and future plans of the
consortium. The AF SP education community was
once again asked to participate in the consortium,
joining forces with other national level organizations
who are also motivated to improve the education
process for their service or agency. Issues raised at
the JSTC meetings will be platformed in our
community as education initiatives.

Highlights from the meeting are provided below.
Two specific highlighted addressed as part of the
JSTC vision statement were directed at the
professionalism of our security work force.

1) Responsiveness to the requirements of the 21st
century security environment (i.e, the JSTC would
like to make sure security professionals are ready to
meet the challenges presented by the technologically
sophisticated 21st century office and its business
strategies) and

2) With professional standing recognized by
practitioners within the security community and
those they serve (i.e., the JSTC would like to ensure
security professionals are recognized as career
professional s,backed by an education and training
process supporting their decisions).

The JSTC aso plansto survey al participants to
enable them to better meet their mission statement :

- Develop common policies for training and
professional development

- Establish certification programs

- Integrate training programs to achieve reciprocity
and standardization

- Effect program evaluation, and
- Articul ate requirement.

The JSTC will be calling on the experts from all
security disciplines. Personnel, Physical, AIS,
Information, OPSEC, and Education, to assist in the
development of training programs, plans for
implementation of those programs or when
developing awareness products (This concept was
addressed during our recent education meeting.
Please make sure you know who the experts are at
your location).

presented by the JSTC and to participate when
needed to improve the security education process,
the professionalism of security professionals and to
develop those products needed to bedtter protect our
nations secrets.
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3rd Quarter Personnel Security

Description: This lesson plan is designed to acquaint
program briefed personnel with Personnel Security.

Training Objective: Identify clearance vs. access.
Define individual reporting responsibilities to
include adverse reporting and reporting change in
personal status.

Learning Objective: At the conclusion of this lesson,
personnel should have an understanding of the
clearance vs. access process and know what their
personal reporting responsibilities are, when to
report the information and who to report it to.

Note: Thisis agreat time to evaluate the education
status of personnel security representatives. If the
representatives have not attended personnel security
classes, contact DSS to enroll them in the next
training session.
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