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Student Guide 

Short: Special Access Program (SAP) Security Incidents  
 

Objectives  Given information about a possible security incident 
determine the type of incident 

 Given a specific security incident select appropriate next 
steps 

POC SAPSecurity.Training@dss.mil  

Estimated completion time 10 minutes 

Introduction 

You are a government employee working in a Special Access Program Facility (SAPF), 
which encompasses the entire second floor of your building. Your work requires you to 
have a Secret clearance and access to Secret SAP Red Train material. Visitors to the 
building are greeted at the receptionist’s desk on the first floor; this area is unclassified. 

The Government SAP Security Officer (GSSO) is conducting refresher security briefings 
this week. When you attend your assigned briefing, the GSSO says: 
  

Welcome to the security brief. 

I want to remind you of the importance of being able to recognize a SAP security 
incident and to take appropriate action. As you know, only the second floor of this 
building is a designated SAPF. 

Refer to the JAFAN 6/0 for definitions of the three types of security incidents and 
related reporting requirements. They are security violations, security infractions, 
and inadvertent disclosures. They are all serious, and we want to minimize them 
as much as possible. Always safeguard SAP information involved in a possible 
security incident and report as required by JAFAN 6/0. Have a great day, and 
remember, be secure out there. 

 



 Student Guide 

SAP Security Incidents Short Page 2 

 

JAFAN 6/0 – Special Access Program Security Manual – Revision 1 
(29 May 2008) 
 
1-301. Violations and Infractions. All security violations will be reported within 24 hours of 
discovery to the Contractor Program Security Office (CPSO), Government SAP Security Officer 
(GSSO), or Program Security Officer (PSO), as appropriate. Violations involving contractor 
personnel will be reported by the PSO using the appropriate Defense Security Service (DSS) 
Special Access Program (SAP) channels. The PSO, through the chain of command, must 
promptly advise the service component Special Access Program Central Office (SAPCO) 
in all instances where national security concerns would impact on collateral security programs 
or clearances of program-accessed individuals. The PSO shall notify and report security 
violations to the Government Program Manager (GPM) with copy to the appropriate service 
component SAPCO. The security official of the affected facility will determine the scope of the 
corrective action taken in response to this section and report it to the PSO. 
 

a. Security Violations and Infractions: 
 

(1) Security Violation. Any incident that involves the loss, compromise or suspected 
compromise of classified information. Additionally, (1) Any knowing, willful, or negligent 
action that could reasonably be expected to result in an unauthorized disclosure of 
classified information; (2) any knowing, willful, or negligent action to classify or 
continue the classification of information contrary to the requirements of E.O. 13526 or 
its implementing directives; or (3) any knowing, willful, or negligent action to create to 
continue a SAP contrary to the requirements of E.O. 13526. 

 
(2) Security Infraction. A security infraction is any other incident that is not in the best 
interest of security that does not involve the loss, compromise, or suspected 
compromise of classified information. Security infractions will be documented and 
made available for review by the PSO during visits. 

 
b. Inadvertent Disclosure. An inadvertent disclosure is the involuntary unauthorized 
access to classified SAP or unclassified Handle Via Special Access Channels Only 
(HVSACO) information by an individual without SAP access authorization. Personnel 
determined to have had unauthorized or inadvertent access to classified SAP information 
(1) should be interviewed to determine the extent of the exposure, and (2) may be 
requested to complete an Inadvertent Disclosure Form (see SAP Format 5). Inadvertent 
disclosures will be investigated to determine exposure and compromise. 

 
(1) If during emergency response situations, guard personnel or local emergency 
authorities (e.g., police, medical, fire, etc.) are inadvertently exposed to program 
material, they will be interviewed to determine the extent of the exposure. If 
circumstance warrant, a preliminary inquiry will be conducted. Discuss these actions 
with the PSO who will make the determination if an inquiry is required.  

 

Refusal to sign an inadvertent disclosure oath will be reported by the GSSO/CPSO to the PSO 
by the next duty day. 
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For each scenario, select the best answer. Check your answers in the Answer Key that 
follows the activity. 

Scenario 1: Phone Call 

Your phone rings. When you answer it, you hear: “This is Ms. Brown at the reception 
desk. A package was just dropped off for you. Oh, by the way, it’s marked Secret.” 
 
You retrieve the package and inspect the wrapper. The wrapper is marked Secret Red 
Train. There is no evidence of tampering with the wrapping. Upon opening the wrapper 
you notice that the package was wrapped only once.  
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Report a security infraction to the CPSO/GSSO/PSO as appropriate within 24 
hours 

 Open the package and determine that it does in fact contain classified SAP 
materials 

 Document the infraction and make available to PSO during next visit 

 Don’t contact the PSO, just secure the materials 

 Send the package back to the sender as is 
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Scenario 2: Email Notification 

You have a new email. When you open the e-mail attachment, you see that it is marked 
Secret Blue Wagon. 
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Forward the message to the PSO 

 Obtain cleanup action instructions from the PSO before taking any other action 
on the information system  

 Hit Reply and let the sender know the message was sent over the wrong system 

 Delete the message 

 Report a security violation to the CPSO/GSSO/PSO as appropriate within 24 
hours 
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Scenario 3: Access Badge 

During a trip to the second floor break room, you discovered a security access badge 
lying on the counter. Upon inspection, you see it belongs to your coworker Raul 
Gonzalez. 
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Call the PSO and report a found badge 

 Turn the badge into lost and found on the first floor  

 Find the badge owner’s phone extension in the company directory and let him 
know you found his badge 

 Contact facility security 
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Scenario 4: Forgotten Folder 

You find a file folder on your chair when you return to your desk. It has a post-it note 
attached to the front reading:  
 

First floor receptionist said you left this on her desk and asked me to give it to you.  
-John 

 
You open the folder and recognize the material. It’s stamped Unclassified HVSACO. You 
must have left it at the receptionist’s desk when you picked up that package earlier. 
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Secure the information as appropriate 

 Do nothing. Since the information is Unclassified, the incident is not reportable 

 Contact GSSO/PSO by the next duty day to report inadvertent disclosure and 
obtain guidance on whether or not a preliminary inquiry is warranted 

 Keep quiet and maybe no one else will find out about this 
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Scenario 5: FAX 

You pick up a document from the unclassified FAX machine. The FAX is marked 
Confidential Red Train. 
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Report a security violation to the CPSO/GSSO/PSO as appropriate within 24 
hours 

 Properly secure the SAP information 

 Shred the FAX 

 Write “This is not a secure FAX” on the FAX cover sheet and send the FAX back 
to the sender 
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Answer Key 

Scenario 1: Phone Call 

Your phone rings. When you answer it, you hear: “This is Ms. Brown at the reception 
desk. A package was just dropped off for you. Oh, by the way, it’s marked Secret.” 
 
You retrieve the package and inspect the wrapper. The wrapper is marked Secret Red 
Train. There is no evidence of tampering with the wrapping. Upon opening the wrapper 
you notice that the package was wrapped only once.  
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Rationale: This is a security infraction. Because the package is securely wrapped there 
is no reason to suspect possible compromise (a security violation) or inadvertent 
disclosure. However, since the outer wrapper is stamped Secret Red Train, this is a 
security infraction. 
 
 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Report a security infraction to the CPSO/GSSO/PSO as appropriate within 24 
hours 

 Open the package and determine that it does in fact contain classified SAP 
materials 

 Document the infraction and make available to PSO during next visit 

 Don’t contact the PSO, just secure the materials 

 Send the package back to the sender as is 

 
Rationale: Security infractions must be documented and made available for review by 
the PSO during visits. Opening the package and properly securing any SAP materials is 
also a sound security practice. 
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Scenario 2: Email Notification 

You have a new email. When you open the e-mail attachment, you see that it is marked 
Secret Blue Wagon. 
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Rationale: This is a security violation. While the information system is cleared for Secret 
information, the recipient is not cleared for Secret Blue Wagon. 
 
 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Forward the message to the PSO 

 Obtain cleanup action instructions from the PSO before taking any other action 
on the information system  

 Hit Reply and let the sender know the message was sent over the wrong system 

 Delete the message 

 Report a security violation to the CPSO/GSSO/PSO as appropriate within 24 
hours 

 
Rationale: Do not Reply or Forward the message. This would only compound the 
violation. Do not delete the message. A record of the transmission may be needed for 
any investigation that may be conducted. You should contact the CPSO/GSSO/PSO as 
appropriate, report the security violation and await guidance on the appropriate cleanup 
procedures before taking any action on your information system. 
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Scenario 3: Access Badge 

During a trip to the second floor break room, you discovered a security access badge 
lying on the counter. Upon inspection, you see it belongs to your coworker Raul 
Gonzalez. 
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Rationale: Since the badge was found in the second floor break room, within the SAP 
facility, this is not a security incident. 
 
 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Call the PSO and report a found badge 

 Turn the badge into lost and found on the first floor  

 Find the badge owner’s phone extension in the company directory and let him 
know you found his badge 

 Contact facility security 

 
Rationale: Since this is not a security incident, contacting the badge owner and 
returning the badge is sufficient. 
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Scenario 4: Forgotten Folder 

You find a file folder on your chair when you return to your desk. It has a post-it attached 
to the front reading:  
 

First floor receptionist said you left this on her desk and asked me to give it to you.  
-John 

 
You open the folder and recognize the material. It’s stamped Unclassified HVSACO. You 
must have left it at the receptionist’s desk when you picked up that package earlier. 
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Rationale: Unclassified HVSACO material was subject to involuntary unauthorized 
access by individuals without SAP access authorization. This is an inadvertent 
disclosure. 
 
 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Secure the information as appropriate 

 Do nothing. Since the information is Unclassified, the incident is not reportable 

 Contact GSSO/PSO by the next duty day to report inadvertent disclosure and 
obtain guidance on whether or not a preliminary inquiry is warranted 

 Keep quiet and maybe no one else will find out about this 

 
Rationale: While it may be difficult to report yourself, this is an inadvertent disclosure 
that must be reported to the GSSO within 24 hours. Also be sure to protect the 
information as appropriate. 
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Scenario 5: FAX 

You pick up a document from the unclassified FAX machine. The FAX is marked 
Confidential Red Train. 
 
What type of security incident, if any, does this situation present? 
 

 A security violation 

 A security infraction 

 An inadvertent disclosure 

 Not a security incident 

 
Rationale: Because the FAX machine is only approved for Unclassified information and 
the FAX contains information that is Confidential Red Train, this is a security violation. 
 
 
Now that you know what kind of security incident, if any, you are dealing with, what is 
your next course of action? Select all that apply. 
 

 Report a security violation to the CPSO/GSSO/PSO as appropriate within 24 
hours 

 Properly secure the SAP information 

 Shred the FAX 

 Write “This is not a secure FAX” on the FAX cover sheet and send the FAX back 
to the sender 

 
Rationale: Do not return the FAX. This could compound the violation. Do not destroy the 
FAX. A record of the transmission may be needed in the event of an investigation. You 
should report a security violation and properly secure the information. 
 

Conclusion 

Good job identifying possible SAP security incidents. Remember to be vigilant and refer 
to JAFAN 6/0 to help you identify SAP security incidents and reporting requirements. 
 

  


