


11-300. General. This Section provides special procedures and requirements necessary for safeguarding classified information when it is incorporated in contractors independent research and development (IR&D) efforts.





11-301. Limitations. Contractors frequently must use classified information in their IR&D efforts to effectively explore technological advancements and state-of-the-art improvements.





	a. Contractors are generally precluded from disclosing classified information to other cleared contractors in connection with an IR&D effort without the prior written approval of the agency that has jurisdiction over the information or the agency that provided the information to the contractor.





	b. DoD contractors shall not release or disclose classified information, under the jurisdiction of a non-DoD Agency to other cleared contractors in connection with an IR&D effort without the written approval of the non-DoD Agency.





	c. DoD cleared contractors may disclose SECRET and CONFIDENTIAL information, under the jurisdiction of a DoD contracting activity, to other DoD cleared contractors in connection with an IR&D effort unless specifically prohibited by the DoD in a Contract Security Classification Specification or other written notification.





11-302. Information Generated Under an IR&D Effort that Incorporates Classified Information. Under E.O. 12958, information that is in substance the same as information currently classified, requires a derivative classification. Therefore, information in a contractor's IR&D effort will require a derivative classification.





11-303. Classification Guidance. The releasing contractor may extract guidance appropriate for the IR&D effort from: 





	a. An existing Contract Security Classification Specification that was previously 


























furnished by a GCA in connection with performance of a classified contract:





	b. A final Contract Security Classification Specification that was issued in connection with retention of classified documents under a completed contract; 





	c. A security classification guide obtained from DTIC;





	d. A classified source document. 





NOTE: The Department of Defense "Index of Security Classification Guides," and many of the listed security classification guides, are available to contractors who are registered with the DTIC. Contractors are encouraged to use the Index and the listed guides to obtain up-to-date security guidance for the classified information involved when developing guidance appropriate for their IR&D efforts.





11-304. Preparation of Security Guidance. Contractors shall use the Contract Security Classification Specification to provide security guidance for the classified information released in their IR&D efforts.





11-305. Retention of Classified Documents Generated Under IR&D Efforts. Contractors may retain the classified documents that were generated in connection with their classified IR&D efforts for the duration of their facility clearance provided they have proper storage capability. Documents shall be clearly identified as "IR&D DOCUMENTS." A contractor's facility clearance will not be continued solely for the purpose of retention of classified IR&D documents without specific retention authorization from the GCA that has jurisdiction over the classified information contained in such documents. Contractors shall establish procedures for review of their IR&D DOCUMENTS on a recurring basis to reduce their classified inventory to the minimum necessary.
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