10-300. General. Foreign government information shall retain its original classification markings or shall be assigned a U.S. classification that provides a degree of protection at least equivalent to that required by the entity that furnished the information. This Section provides additional requirements for protecting and controlling access to foreign government information provided to U.S. contractors.





10-301. Policy. The contractor shall notify the CSA when awarded contracts by a foreign interest that will involve access to classified information. The CSA shall administer oversight and ensure implementation of the security requirements of the contract on behalf of the foreign government, including the establishment of channels for the transfer of classified material.





10-302. Marking Foreign Government Classified Material. Foreign government designations for classified information generally parallel U. S. security classification designations. However, some foreign governments have a fourth level of classification, RESTRICTED, for which there is no equivalent U.S. classification. The information is to be protected and marked as CONFIDENTIAL information. When other foreign government material is received, the equivalent U.S. classification and the country of origin shall be marked on the front and back in English. Foreign government classification designations and the U.S. equivalents are shown in Appendix B.





10-303. Marking U.S. Documents That Contain Foreign Government Information.





	a. U.S. documents that contain foreign government information shall be marked on the front, “THIS DOCUMENT CONTAINS (indicate country of origin) INFORMATION.”  In addition, the portions shall be marked to identify both the country and classification level, e.g., (UK-C); (GE-C).  The “Derived From” line shall identify U.S. as well as foreign classification sources.





	b. If the identity of the foreign government must be concealed, the front of the document shall be marked “THIS DOCUMENT CONTAINS FOREIGN GOVERNMENT INFORMATION,” paragraphs shall be marked FGI, together with the classification level, e.g., (FGI-C), and the “Derived From” line shall indicate FGI in addition to any U.S. source.  The identity of the foreign government shall be maintained with the record copy of the document.





	c. A U.S. document, marked as described herein, shall not be downgraded below the highest level of foreign government information contained in the document or be declassified without the written approval of the foreign government that originated the information.  Recommendations concerning downgrading or declassification shall be submitted to the GCA or foreign government contracting authority, as applicable.





10-304. Marking Documents Prepared For Foreign Governments. Documents prepared for foreign governments that contain U.S. and foreign government information shall be marked as prescribed by the foreign government. In addition, they shall be marked on the front, "THIS DOCUMENT CONTAINS UNITED STATES CLASSIFIED INFORMATION." Portions shall be marked to identify the U.S. classified information. The record specified in paragraph 10-204b shall be maintained.





10-305. PCL, FCL, and Briefing Requirements. PCLs and FCLs issued by the U.S. Government are valid for access to classified foreign government information of a corresponding level. Contractor employees will be briefed and acknowledge in writing their responsibilities for handling foreign government information prior to being granted access.





10-306. Storage, Control, and Accountability. Foreign government material shall be stored and access controlled generally in the same manner as U.S. classified material of an equivalent classification. The procedures shall ensure that the material can be located at all times and access is limited to only those persons who require access for the specific purpose for which the information was provided by the originating government. Foreign government material shall be stored in a manner that will avoid commingling with other material which may be accomplished by establishing separate files in a storage container. Annual inventories are required for TOP SECRET and SECRET material.





10-307. Disclosure and Use Limitations. Foreign government information shall not be disclosed to nationals of a third country, including intending citizens, or to any other third party, or be used for other than the purpose for which it was provided, without the prior written consent of the originating foreign government. Requests for other uses or further disclosure shall be submitted to the GCA for U.S. contracts, and through the CSA for direct commercial contracts. Approval of the request does not alleviate the requirement for the contractor to obtain an export authorization.





10-308. Exports of Foreign Government Information. An export authorization is required for the export or re-export of export-controlled foreign government information except for technical data being returned to the original source of import. All requests for export authorization for foreign government information shall clearly identify and distinguish between the foreign government information and any U.S. information involved in the same request. Foreign government information shall not be exported to a third party without the prior consent of the originating government. A copy of such consent shall be provided in writing to the Office of Defense Trade Controls, Department of State, with an information copy to the CSA.





10-309. Transfer. Foreign government information shall be transferred within the U.S., its possessions, or territories, using the same channels as specified by this Manual for U.S. classified information of an equivalent classification except that uncleared commercial delivery services shall not be used. The transfer of foreign government information to areas outside the U.S. shall be through government-to-government channels





10-310. Contract Security Requirements. The foreign entity that awards a classified contract is responsible for providing appropriate security classification guidance and any security requirements clauses. The failure of a foreign entity to provide classification guidance shall be reported to the CSA.





10-311. Public Disclosure. The public disclosure of foreign government information requires the prior written approval of the contracting foreign government.





10-312. Subcontracting.





	a. A U.S. contractor may award a subcontract that involves access to foreign government information to another contractor within the U.S., its possessions or territories, except as described in subparagraph b, below, upon verifying with the CSA that the prospective subcontractor has 


the appropriate FCL and storage capability. The contractor awarding a subcontract shall provide appropriate security classification guidance and incorporate the pertinent security requirements clauses in the subcontract.





	b. Subcontracts involving foreign government information shall not be awarded to a contractor in a third country or to a U.S. company with a limited FCL based on third-country ownership, control, or influence without the express written consent of the originating foreign government. The CSA will coordinate with the appropriate foreign government authorities to resolve the matter.





10-313. Reproduction. The reproduction of foreign government TOP SECRET information requires the written approval of the originating government. Reproduced copies of all foreign government information shall be controlled, protected, and accounted for in the same manner as the original version.





10-314. Disposition. Foreign government information shall be returned to the GCA or foreign government that provided the information, upon completion of the contract, unless the contract specifically authorizes destruction or retention of the information. TOP SECRET and SECRET destruction must be witnessed; destruction certificates are required for foreign government material and shall be retained for 3 years. 





10-315. Loss, Compromise, or Suspected Compromise. The loss, compromise, or suspected compromise of foreign government material shall be reported promptly to the CSA.





10-316. Reporting of Improper Receipt of Foreign Government Material. The contractor shall report to the CSA the receipt of classified material from foreign interests that is not received through government channels.





10-317. Processing Foreign Government Classified Information on AISs. Foreign government information shall be processed on an AIS accredited to the appropriate classification level.
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