- OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE m 0 ‘ m
_ 6000 DEFENSE PENTAGON
WASHINGTON, DC 20301-8000

December 26, 2000

MEMORANDUM FOR DISTRIBUTION

SUBJECT: DoD Security Clearance/Access Investigative Priorities

, On Apnl 5, 2000, the DoDIG Report D-2000-111, “Security Clearance Investigative
- Priorities,” recommended that DoD create a list of the most critical, mission essential
" investigative priorities in order to ensure timely completion of investigations for these categories.
The FY01 Defense Authorization Bill, under 10 U.S.C. 1564, also directed DoD to establish a

process for expediting the completion of background investigations for DoD personnel engaged
in sensitive duties that are critical to the national secunty

~ The Defense Security Service (DSS) Invesngauons Manual 20-1 currently contains a list
of some 78 priority investigative categories, which has evolved over the years. In response to the
above requirements, two meetings were convened with the DoD Components to develop a more -
current and realistic listing of DoD mission critical priorities. The result of those meetings is the’
tiered list of investigative priorities at Attachment 2. This list supercedes the one containied in
DSS Manual 20-1 and will serve as the official DoD investigative priority policy. Attachment 1
prescribes the general rules associated with this prioritization policy.

All DoD security managers will use this enclosed list when submitting priority
investigations to DSS. For investigations going to OPM, the priority option would be captured
. inthe Agency Use block for a 35, 75, or 120-day case completion. If OPM initiates a 35-day -
investigation, there will be an increased cost to the requester.

Additionally, the success of this effort will be dependent on the deployment of the new

DSS Electronic Personnel Security Questionnaire (EPSQ) Version 2.2, There will be a two-
position data field in the Certification screen of the EPSQ (Version 2.2) which will accommodate
the numerical priority designators. However, since the required EPSQ and Case Control

_. Management System software will not be available until April 2001, the new prioritization
coding scheme will not go into effect using the EPSQ until that time. Prior to April 2001,
requesters may request prioritization of the following case categories going to DSS by selecting
the appropriate Reason for Request in EPSQ, module 4 (DD 1879) or module 6 (NAC Security
Infonnatnon Sheet): SCI, PRP, PRESIDENTIAL SUPPORT, and NATO.

DSS will separately notify the non-DoD agencies served by the previous security
categories of this new policy and will issue appropriate instruction to cleared contractors
concerning these priorities.
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All future changes to the attached llst of DoD priority mvesuguive categorics will be
_Astermined by this office in coordination with the DoD Components. Please duect any quemous,
s may have on this matter to Mr. Peter Nelson. 703-697-3969 '




DoD Security Clearance/Access Investigative Priorities

- General Rules

Attachment 2 reflects a new four tier prioritization system with tiers 1-3 contammg the most
- sensitive 15 DoD programs;

Tier 4 was created to include any case not falling under the criteria for Tiers 1-3;

It is anticipated that the first three pnority tiers will incur a significant increase in the number
of priority cases identified when compared to the existing priorities in the DSS Mannal 20-1;

The numbers in each tier reﬂect goals, which DSS is working to achieve. However, it is
unlxkely that such goals will be achicved in the near term. Cases identified in the tiers will

receive expeditious treatment by DSS and will be completed sooner than would otherwise be
the case without a priority category being identified;

» Cases involving overseas leads are exempt from the priority goals due to the lengthy

completion times being experienced by the Service investigative providers. Every effort will

be made to expedite appmpmte DSS investigative leads and encourage the Semce provnders
to do the same;

Achievement of priority timelines may also be affected by DSS’s ability to obtain
investigative records from other DoD and non-DoD agencies;

Requesters are enjoined to be judicious in assigning priorities to cases, ensuring use only for
those individuals who.truly require such access in the course of their assigned duties and
meet the definitions for each priority. If excessive numbers of priority cases are received

- then tire investigative lapse times will be degraded;

In order to accurately reflect the categories within the tiers, a two position code has been

assigned which can be entered in the Certification screen on Version 2.2 of the DSS EPSQ
when it is fielded in Apnl 2001;

Pending receipt of EPSQ Version 2.2 include the pl‘lOl’lty code number and identifier in the
remarks block of the DD Form 1879;

DSS will be responsible for:

> Making the necessary changes to establish the priority system in the CCMS;

» Ensuring the ability to track priority requests by Component requester;

> Reporting to the OASD(C3I) on a quarterly basis the number of priority cases processed
during the previous quarter to include the submitting Component;

> Developing procedures to efficiently process the priority cases once they are identified.
DoD Components will:
> Bnsure compliance by requesters with all appropriate prioritization requirements.

> Ensure priority tneatment of cases by the central adjudication facilities.
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I. Tier | (highest priority):

11

12

13

14
15
16

Presidential Support (Yankee White) —includes al positions where a candidate for
Presidential Support duties cannot be put in the position without a completed SSBI;

Sensitive Compartmented | nformation (SCI) —where access cannot be granted without a
completed SSBI; and,

e All casesinvolving personnel who have been granted interim SCI access.
e All candidates (civilian, contractor, military) being assigned to NSA or NSA field
locations, including Service Cryptologic Element candidates.

Special Access Programs (SAP) — only those programs where SAP (“Waived”) access cannot
be granted without a completed SSBI;

Presidential Transition — personnel involved in the presidential transition (NACLCs/SSBIs);
Nuclear Personnel Reliability Program (PRP) (SSBI only)

Key Management Personnel (KM P)- of business entities in process for an initial facility
security clearance

Il. Tier ll:

21

22

23

24
25

26
27

.
31

32

33

V.

41
42

Sensitive Compartmented | nfor mation Access —personnel requiring SCI access not covered
under Tier I;

Special Access Programs (SAP) —where acompleted SSBI is NOT required as a condition for
initial access,

State Department investigationsfor contractor personnel employed in the construction of
U.S. embassies (includes both NACLCs and SSBIs);

Nuclear Personne Reliability Program (PRP) (NACLC only);

Contract Linguists— personnel who possess a critical language skill in support of aDoD
contingency mission (during a military exigency investigations may be submitted under Tier I);
Single I ntegrated Operational Plan-Extremely Sensitive Infor mation (SIOP-ESI);

North Atlantic Treaty Organization (NATO) - personnel assigned to NATO/SHAPE billet
(SSBI only)

Tier I11:

North Atlantic Treaty Organization (NATO) — personnel assigned to a NATO/SHAPE hillet
(NACLC only);

Communications Security (COM SEC) — personnel with routine access to cryptographic
materialsin the normal course of their duties (includes NACLCs and SSBIs);

Restricted Data —includes TOP SECRET, SECRET and CONFIDENTIAL RD access. Does
not include access to Formerly Restricted Data (FRD);

Tier IV: (appliesto both NACLCs and SSBIs non included in the above tiers)

Routine
Accelerated



DISTRIBUTION LIST

Office of the Deputy Chief of Staff for Intelligence

Department of the Army -

ATTN: DAMI-CHS

© .11 Jefferson Davis Highway, Suite #9300
Arlington, VA 22202-3910

Department of the Navy

Offico of the Chief of Naval Operations
NO9N2 (NCIS-21)

Washington Navy Yard

: 901 M Street, SE, Bldg. 111
Washington, DC 20388-5381

Director, Information Security

- HQUSAR/SFI

1340 Air Force Pentagon
Washington, DC - 20330-1340

Washington Headquarters Services
Chief, Security Policy Division

- 1155 Defense Pentagon
Wasliington, DC 20301-1155

DoD Inspector General/A&IM
Security Branch (Room 439)
400 Army Navy Drive
Arlmgton VA 22202-2884

Joint Staff Security Office
Room 1B738

9300 Joint Staff Pentagon
Washington, DC 20318-9300

Director, Defense Advanced Rescarch Projects

Agency
3701 N. Fairfax Drive
Arlington, VA 22203-1714

DoD Ballistic Missile Defense Organization
ATTN: Security Office
- Room 1E1062
7100 Defense Pentagon
Washington, DC 20301-7100

Defense Commissary Ageacy (DeCA)
ATTN: SAS
R Lee, VA 23801-6300

Defense Contract Audit Agency '
ATIN: Agency Security Officer (CPS)

8725 John J. Kingman Road, #2135 '
Ft Belvoir, VA 22060-6219

Defense Finance & Accounting Semce
ATTN: Code HQ-HCD '
1931 Jefferson Davis Highway
Ardington, VA 22240-5291,
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Defense lnfommion Systems Agency
ATTN: Code D16

701 South Courthouse Road
Arlington, VA 22204-2199

Comnntelligem (DAC-3)
3100 Clarendon Bivd. .
Arllllﬂon. VA 22201-5320

Defomluiuiuw

Command Security Office

ATTN: CASSI (Personnel Security)
8725 Joha J. Kingmen Road, Suite 2533
R Belvoir, VA 22060-6221

National Imagery & Mapping Ageacy
ATTN: MSSP

4600 Sangamore Road
Bethesda, MD 20816

" Defense Threat Reduction Agenc.' cy

Security Support Branch
6801 Telegraph Road
Alexandria, VA 22310-3398

Defense Security Cooperation Agency
1111 Jefferson Davis Highway

Crystal Gateway Nosth, Suite 303
Arlington, VA 22202-4306

Director of Security ‘
National Security Agency/CSS
ATTN: M-55

Ft. Meade, MD 20755-6000

National Guard Bureau
ARNGRC :
ATTN: NGB-ARO-OMS (Secwity Manager)

111 S. George Mason Drive
Arlington, VA 22204-1382

‘Deputy Director for Security Programs
Defense Security Service

P. O. Box 46060

Baltimore, MD 21240-6060 -

HQ, USAF/XOIIS

‘1480 Air Force

ATTN: Ms. Liz Hall
Pentagon

Wulung(on. b.C. 20330

Office of the Director of Naval Intelligence
N20oP ,

2000 Navy, Pentagon Rm SD675
Washington, D.C. 20350-2000
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- Health Sciences

ATTN: Secwrity Office
430110m8ﬁd;e8d-

. Bethesda, MD. 20814

Defense Contract Managemeat Agency
8725 Joha J. Kingman Road
R. Belvoir, VA. 22060-6221

. UNIFIED & SPECIFIED COMMANDS
Commander-in-Chief

United States European Command (uscmcnun) R

ATTN: Security Manager
APO AE 09128-0001

Commander-in-Chief
United States Southern Command (USCINCSO)

ATTN: a.ucmﬂSeemtyDivmon
APOAAW—OODI .

Commnder-in-Chwf

United States Central Command (USCINCCBNT)

ATTN: CCI12-CSB
7115 South Boundary Boulevard
™ ‘MacDill AFB, FL 33621-5101

Commander-in-Chief L
United States Pacific Command (USCINCPAC)
ATTN: Deputy Chief of Staff

Camp H.M. Smith, HI 96861-4028

Commander-in-Chief '
United States Special Operations Command

(USCINCSOC)
ATTN: SOCS-SC
MacDill AFB, FLL 33621-5323

DISTRIBUTION LIST

DoD Bducation Activity
ATTN: MER -

4040 North Fairfax Drive
Atlington, VA, 22203-1634

HQ USEUCOM
ATTN: BCSM-SP

- Unit 30400

APO AE 09128-0001

Commander-in-Chief

United States Joint Rorces Command (JPCOM)
1562 Mitscher Avenue, Suite 200/J01HQIS
Nocfolk, VA 23551-2488

Commandet-in-Chief

United States Space Command (USSPACBCOM) -

ATTN: HQ NORAD/USSPACECOM/I2
250 S. Peterson Blvd, Ste 116
Peterson AFB, CO 80914-3030

Commudu-in—Chief _
901 SAC Blvd, Suite 1H15
Offut AFB, NE 68113-6005

Commander-in-Chief

United States Transportation Command
(USCINCTRANS)

ATTN: TSFP-O

Scott, AFB, IL 62225-5357
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