
DISCIPLINE COURSE LESSON TOPIC

General 
Security

Developing a Security Education and 
Training Program Course (GS104.16)

2 - Introduction to Security Education
     & Training Requirements
3 - Basic Security Briefing Reqs.

Security Education Training and Awareness

Integrating CI and Threat Awareness 
into Your Security Program Course 
(CI010.16)

All lessons Counterintelligence Concepts

OPSEC Fundamentals Course 
(IO-OP101.16) Lesson 1 & 2 OPSEC Concepts

Risk Management for DOD Security 
Programs Course (GS102.16) All lessons Risk Assessment and Management

Security Policies, Principles and 
Programs Course (GS140.16) All lessons Security Policy Landscape

Special Access Program (SAP) 
Overview Course (SA001.16) All lessons SAP Basics

Technology Transfer & Export 
Control Fundamentals (CLM036) All lessons Research and Technology Protection 

Concepts

Industrial 
Security

Guide for the Preparation of DD 
Form 254 Handbook Contracting Process

Facility Clearances in the NISP 
Course (IS140.16) All lessons Facility Security Clearance

Introduction to Industrial Security 
Course (IS011.16)

1 - Introduction and Purpose
2 - Industrial Roles & Responsibilities
3 - Implementation of the NISP
4 - Contract Administration
5 - Clearances

Contracting Process
Industrial Security Basics
Facility Security Clearance
Information Protection Concepts
Visits and Meetings

Understanding Foreign Ownership, 
Control, or Influence (FOCI) Basics 
(under development)

All lessons FOCI

Visits and Meetings in the National 
Industrial Security Program (NISP) 
Course (IS105.16)

All lessons Visits and Meetings

Information 
Security

Fundamentals of System Acquisition 
Management (ACQ101)

 2 - Systems Acquisition Management:     
      An Introduction
11- Contract Management: Planning
      for Solicitation

Classification Considerations for CPI
Contracting Process

Information Assurance 
(DS-IA101.06) All lessons Information Assurance Concepts

Introduction to Information Security 
Course (IF011.16)

1 - Information Security Overview
2 - Classification
3 - Declassification
4 - Safeguarding
5 - Briefings

Classification Levels and Types
Disposition and Destruction Procedures 
Duration
Handling Incidents of Potential and Actual 
Compromise
Information Protection Concepts
Procedures for Handling Special Types of 
Information
Procedures in a Classified Workplace 
Safeguarding
Safeguarding Personnel Records
Security Briefings 
Security Policy Landscape



DISCIPLINE COURSE LESSON TOPIC

Information 
Security

Marking Classified Information 
Course (IF105.16)

1 - General Marking Requirements
2 - Originally Classified Documents
4 - Mark Special Types of Documents 
     & Materials

Classification Markings
Procedures in a Classified 
Workplace

Original Classification Course 
(IF102.16) 3 - Original Classification Authority

Duration
Security Briefings

Security Classification Guidance 
Course (IF101.16)

5 - Developing Declassification 
     Guidance Duration

Transmission and Transportation for 
DoD Course (IF107.16) All lessons Transmission and Transportation 

Procedures

Personnel 
Security

Introduction to DoD Personnel 
Security Adjudication Course 
(PS001.18)

4 - Personnel Security Investigations
5 - The Adjudicative Process

Military Appointment, Enlistment, and 
Induction Investigative Requirements
Standards - Access to Classified 
Information / Sensitive Duty Assignment

Introduction to Personnel Security 
Course (PS113.16)

1 - Personnel Security Policy
2 - DoD Personnel Security Policy
3 - Security Clearance Process

Adjudicative Guidelines
Civilian Employment Investigative Reqs.
Designation of Position Sensitivity Types
Personnel Security Investigation Requests
Personnel Security Investigations 
Limitations and Restrictions
Safeguarding Personnel Records
Standards - Access to Classified 
Information / Sensitive Duty Assignment
Types of Personnel Security Investigations
Waivers of Investigative Requirements

Personnel Security Management 
Course (PS103.16)

  2 - DoD Personnel Security Program
  3 - Personnel Security Investigations  
  6 - DoD PSP Adjudicative Guidelines
  7 - Granting of Security Clearances
  8 - Due Process 
10 - Continuous Evaluation Program

Adjudicative Guidelines
Civilian Employment Investigative Reqs. 
Personnel Security Clearance
Special Personnel Security Clearance 
Requirements
Standards - Access to Classified 
Information / Sensitive Duty Assignment
Types of Personnel Security Investigations
Unfavorable Administrative Actions

Physical 
Security

Introduction to Physical  Security 
Course (PY011.16) All lessons

Facility Access Control Procedures
Lock and Key Systems
Physical Security Concepts
Protective Barriers
Secure Rooms, Containers and Vaults
Security Systems Devices
Site Lighting

Lock and Key Systems Course 
(PY104.16) All lessons Lock and Key Systems


