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SWFT Updates & Reminders

W
Updates
(

Upcoming Webinar )
Next SWFT Webinar — November 5, 2014 at
1pm ET/10am PT

‘\ Reminders

(" Sign up for a SWFT Account )
SWEFT is still accepting new enrollments for
scanners and requests for SWFT accounts

For more questions regarding SWFT, email the SWFT Coordinator



mailto:dmdc.swft@mail.mil

JPAS Updates & Reminders

W
Updates
-

Upcoming Outage N
Saturday, 8 November, starting 6 AM ET and
ending Saturday 8 November, 6 PM ET

' Users with Nicknames in JPAS ‘

Audit being performed to ensure LEGAL
name is in the first, middle, and last name
fields in JPAS

f Updating Citizenship Info \ |
Utilize the JPAS Data Correction Checklist as

a tool to assist you in updating Citizenship
information

‘\ Reminders

(" CYBERCOM TASKORD 13-0641 )
Login to JPAS every 30 days to prevent any
interruption in access

f’ DO NOT share accounts '

It is against DOD Regulations to share PKI
certificates or allow an individual to access
another's JPAS account in any manner

( DO NOT look yourself up ‘

JPAS Users are prohibited from looking up
subjects of whom they have no need-to-know
or authority

For more information regarding JPAS, visit the JPAS PSA Webdocs Page



https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=JPAS
https://www.dmdc.osd.mil/psawebdocs/docRequest/filePathNm=PSA/appId=560/app_key_id=1559jsow24d/siteId=7/ediPnId=0/userId=public/fileNm=JPAS+Data+Correction+Checklist.pdf

OPM Updates & Reminders

Updates ‘\ Reminders
[

USIS \ / Federal Investigative Standards \
» Effective 6 Aug OPM is currently working on changes to
o Investigative cases work the Federal Investigative Standards
suspended on all USIS o In the meantime, Google
contracts “Revised Investigative
» Effective 9 Sep Standards” for more
o OPM decided not to renew information

USIS contract

» Effective 1 Oct

o NT Concepts will man Rapid

Response Team for e-QIP, call
center, and other front-end
applications

» Suspended Field Investigations

reassigned within OPM




PSMO-I Updates

‘ Updates

e-QIP Processing is Back to Normal )
Currently, all e-QIPs received are being
worked within 1 business day

f Procedures for Consultants ‘

DMDC and DSS are working to establish
JPAS procedures to ensure consultant
companies are set up parent/child not

child/parent

‘\ Reminders

( Overdue PR \
Please submit ALL Overdue PRs
IMMEDIATELY

/ eFP ‘

DSS is no longer mailing FD-258 cards to
Industry. Check out the eFP Implementation
Guide for more info

For more information regarding the information contained in this slide, email AskPSMO-1@dss.mil



https://www.dmdc.osd.mil/psawebdocs/docPage.jsp?p=JPAS
http://www.dss.mil/documents/psmo-i/eFP_Guide.pdf
http://www.dss.mil/documents/psmo-i/eFP_Guide.pdf
http://www.dss.mil/documents/psmo-i/eFP_Guide.pdf
http://www.dss.mil/documents/psmo-i/eFP_Guide.pdf
mailto:AskPSMO-I@dss.mil
mailto:AskPSMO-I@dss.mil
mailto:AskPSMO-I@dss.mil

Electronic Fingerprints

Service Coverage Locations

Map Key

Electronic Fingerprint Capture Sites
(1076)

DSS Field Office Locations (21)

Note: The Field locations are not electronic
fingerprint capture sites.

Electronic Fingerprint Submissions
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Dec 2011 — Industry electronic submission rate 14%




Data Quality Initiatives

68,982

Servicing and Owning
Relationship

Identifies individuals with no
owning/servicing relationship
or separation date in JPAS.

Action Taken:

Post a separation date based on
last action and potentially archive
record if over 2 years old.

Records Affected: 174,049

Note: Key Management Personnel are not included in DQI scripts

597

Eligibility determination
does not support Access (i.e.
Sec eligibility w/ TS access)
Identifies individuals with access
at a higher level than what the
eligibility supports.

Action Taken:

Removes access and notification
sent to SMO/FSO (or
administratively debrief).

Records Affected: 4,911

DSS Overdue PR Messaging to
SMO

After validating overdue PR’s, DSS
initiated a “Message from CAF”
notifying SMO'’s they had an applicant
overdue for their PR’s and giving
them 30 days to initiate a PR through
e-QIP for that individual.

Action Taken:

Send message to SMQ’s, and if actions
are not completed within 30 days of
receipt of message, DSS administratively
withdraw eligibility in JPAS.

Records Affected: 47,559




e-QIP Rejection Reasons

FY 14 PSMO and OPM Reject Reasons

Initial and Periodic Reinvestigation Clearance Requests

PSMO OPM




SF-312

e To access the new form click here dated 7/2013. The form should be
faxed or mailed:

SE-312 Cover Letter Contents
Fax 443-661-1140 . FSO Name

ATTN: SE-312 ] = FESO Phone Number
Attach cover letter .w1t = FSO Fax Number
following information » FSO Email Address
= Subject Name

= Subject SSN

Mail Defense Security Service
ATTN: PSMO-I
7556 Teague Road, Suite 500
Hanover, MD 21076

NOTE: PSMO-I has started rejecting the old form effective January 2014



http://www.gsa.gov/portal/forms/download/116218
http://www.archives.gov/isoo/security-forms/sf312.pdf
http://www.archives.gov/isoo/security-forms/sf312.pdf
http://www.archives.gov/isoo/security-forms/sf312.pdf

Customer Service Requests

I2XL

RRU

PSMO-I reviews,
responds and routes
Research, Recertify
and Upgrade requests

Elevated
Requests

Elevated Requests are
submitted by the call
centers to the PSMO-|
for action

.

OPM

Pre-unacceptable
issues sent to the
PSMO-I and submitting
official

Email/Online
Emails received via the
AskPSMO-I@dss.mil
mailbox

Customer Service Request are answered by the PSMO-I within 2 business days.

The PSMO-I responded to nearly 5,000 RRUs in the month of September.



mailto:AskPSMO@dss.mil

Functions of the PSMO-I

Oversight

Customer Support e-QIP submissions

Non-disclosure

e-Fingerprints
Agreement (SF-312)

centralized
communication
4 )f Personnel
1 |
increased visibility ' efficiency Clearance
i .

v B Processing

Clearance System Records timeliness Interim
Data Management Clearances
Overdue PRs collaborative effort streamlined processes PCL Eligibility’Access

Industry Interim

Liaison )\ Suspension

Incident Report
Oversight
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Is It a Vulnerability or JPAS Violation?

* Vulnerabilities as defined by the NISPOM:

— 2-200Db and ISL 2006-01 #3

 Incorrect access levels, missing NDA dates,
overdue PR’s, inactive eligibility w/access granted
are citable vulnerabilities

 JPAS Account Policy Violations:
— Sharing PKI
— Checking the users own record
— Printing out JPAS Person Summary Pages
— Annual training for obtaining JPAS account



http://www.dss.mil/documents/odaa/nispom2006-5220.pdf
http://www.dss.mil/documents/pressroom/ISL_2006-01_14April2006.pdf

What 1s Adverse Information?

e Adverse Information is “information that negatively
reflects on the integrity or character of a cleared
employee, that suggests his or her ability to safeguard
classified information may be impaired, or that his or
her access to classified information clearly may not be in

the interest of national security.”
Source: Industrial Security Letter (ISL) 2011-04

Adverse Information
Sources

Another Continuous
&lgﬁeb;’:g by FSO Governement Anonymously Evaluation

Agency (@B



http://fas.org/sgp/library/nispom/isl2011-04.pdf

Continuous Evaluation Program

 Mandated by SECDEF in March 2014
* Reviews multiple databases for adverse information

e Forwarded to PSMO-I and DoD CAF for review and
action




Incident Reports

Low Incident Report

!

For example:
Wage garnishment: no
arrearages

2 Medium Incide

For example:
Foreign travel of a
suspicious or unreported
nature

High Incident Report

For example:
Meets DSS Interim
Suspension Criteria

Will be closed out in JPAS and CATS
by PSMO-I.

Will remain open in JPAS and CATS
for adjudicative action by the DoD
CAF.

Will remain open in JPAS and CATS
for immediate action by PSMO-I and
the DoD CAF.




Culpability vs. Incident

Culpability

A culpability report is to be submitted
when the responsible party committed a
violation that involved a deliberate
disregard of security requirements, a
violation that involved gross negligence
in the handling of classified information,
or the violation was not deliberate in
nature but involves a pattern of
negligence or carelessness.

An incident report is submitted when
the person is responsible for a security
violation or incident, but does not meet
the criteria for culpability

If you are in doubt of whether to submit either report, consult your DSS representative and/or contact
PSMO-I for assistance.



http://www.dss.mil/isp/dss_oper_loc.html
mailto:askpsmo-i@dss.mil

Before Submitting an Incident Report

Questions to Consider when submitting an Incident Report:

[M Who are the parties involved? ~ [#] What are the details of the
Incident?

@/When did the Incident occur? @/Where did the Incident occur?

How will the Incident be Why did the Incident occur?
prevented from occurring in the
future (corrective action)?




Contact Information

7556 Teague Road, Suite 500
Hanover, MD 21076

Fax: 443-661-1140 \
Email:  AskPSMO-I@dss.mil . P
Policy HQ@dss.mil

DoD Security Services Call Center

1- OBMS/e-QIP/STEPP/ 4 -e-QIP
ISFD/NCAISS Account 5 - STEPP
Lockout or Password Reset 6 —ISFD

2 — Personnel or Facility 7 — NCAISS
Security Clearance Inquiries 8 — General

3-0BMS Inquiry

A\

{\S“DE“%‘

\

DMDC Contact Center

dmdc.swft@mail.mil

Menu Options:

1-JPAS 6 — General Inquiry / Contact
3 - SWFT Center Information

4 - DdI

5 — Personnel Security Inquiry

DoD CAF Call Center

Menu Options:
5 — Industry



mailto:AskPSMO-I@dss.mil
mailto:AskPSMO-I@dss.mil
mailto:AskPSMO-I@dss.mil
mailto:Policy_HW@dss.mil
mailto:dmdc.contactcenter@mail.mil
mailto:dmdc.swft@mail.mil

AskPSMO-1 Webinars:

Thank you for
attending!
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