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FOCI Organization 

FOCI Analytic Division 
 

Positions:  Program Analysis 

Backgrounds:  Analysts, Security, 

CI 

Mission: FOCI Identification, 

Analysis & Assessment, 

and Oversight 

FOCI Operations Division 
 

Positions:  Security Specialist, 

Program Analysis  

Backgrounds:  Legal, Finance, 

Security 

Mission: Mitigation, and  

Oversight 

Assessment & Evaluations 
 

Positions:  Program Analysis 

Backgrounds:  Analysts, Security, 

Finance, Accounting 

Mission: FOCI Identification, Analysis & 

Assessment, and Oversight 

Industrial Operations 
 

Positions:  Security Specialists 

Backgrounds:  Security 

Mission:  Oversight 

FOCI 
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Mitigation 
Oversight 



FOCI Process 

1. FOCI Identified 2. FOCI Factors 

Assessed 

3. Mitigation Action 

Plan Initiated 

4. Mitigation Actions 

Approved 

5. FOCI Mitigated 

Identifying FOCI Mitigating FOCI 

Industrial Operations 
 

Assessment & 
Evaluations 

 
FOCI Analytic 

Division 
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Industrial Operations 

 
FOCI Analytic 
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FOCI Operations 
Division 

 
Industrial Operations 

 

 
 

FOCI Operations 
Division 

 
 
 

e-FCL Package 
Completed 

QA Performed 

FOCI Assessment 
Completed 

Mitigation & 
Adjudication 

Recommendations 

Review / Negotiate 
Draft Agreement 

Request Outside 
Directors / Proxy 

Holders 

Obtain Approvals for 
Mitigation, ECP, TCP, 

AOP, FLP and 
Outside Directors & 

Proxy Holders 

Schedule and Hold 
Initial Meeting 

Conduct Annual 
Vulnerability 
Assessments 

Continuous 
Monitoring & 

Oversight 



FOCI Numbers 
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Mitigation Agreements 

Proxy
SSA
SCA
BR

• 340 mitigation 
agreements at 863 
facilities 

 

• Negotiating 50-60 
agreements at one 
time 

 

• Consistent increase in 
the number of 
executed agreements 



FOCI Numbers 

• FY 2012, DSS has conducted  8,575 security vulnerability assessments. 

 

 

 

 

• Non-FOCI Compliance Breakdown: 

– 6.5% rated Superior 

– 14.9% rated Commendable 

– 78.2% rated Satisfactory 

– 0.4% rated Marginal or 

Unsatisfactory 

 

 

 

 

• FOCI Signatory Compliance 
Breakdown: 

– 16.1% rated Superior 

– 19.1% rated Commendable 

– 63.9% rated Satisfactory 

– 1.0% rated Marginal or 
Unsatisfactory 

 

• FOCI Non-Signatory Compliance 
Breakdown: 

– 28.9% rated Superior 

– 32.4% rated Commendable 

– 37.7% rated Satisfactory 

– 1.0% rated Marginal or 
Unsatisfactory 

 

 

 

 

 



Website 

• Transparency in 
FOCI processes 

 

• Informative to 
foreign investors 

 

• Relevant to FSOs 
and GSCs 



FOCI - Affiliated Operations Plan (AOP) 

• Standardized template and consistent process 

 

• Defines all services DSS expects to review: 

− Traditional shared services 

− Reverse shared services 

− Shared third party services 

− Shared employees 

− Teaming arrangements 

 

• Risk-based - ensures all FOCI and security risks have been 

evaluated and addressed 

 

• DSS is seeking disclosure and understanding 



FOCI – Facility Location Plan (FLP) 

• Standardized template and consistent process 

 

• FOCI Collocation:  when a FOCI-mitigated company is 
located within the proximity of an affiliate, which would 
reasonably inhibit the company’s ability to comply with the 
FOCI agreement  

 

• Collocation is not authorized 

 

• If FLP is approved and adhered to along with FOCI 
mitigation agreement, collocation is not present 

 

• Again disclosure and risk-based decision making 

 



Best Practices 

• Capturing 100% of electronic communication 
 

• Self-assessment of facilities 

 

• GSC engagement during SVAs 
 

• Training, education, and involvement in Security community 

 

• GSC’s requests from DSS 
– Identify potential risks and means of mitigation 

– Engage GCAs 

– Ensure compliance with export control regulations 

– Contact DSS early and often – Partnership! 
 

 



Examples of Undue Influence 

• What is undue influence? 

 

• Hiring and firing employees 

 

• Attempts to shift delivery timelines 

 

• Withholding compensation 

 

• Perception is reality 
 

 



Post Conference Survey 

• Don’t forget to complete your conference 

feedback! 

 

• We added questions on means of improving the 

FOCI Program 

 

• All feedback is encouraged 
 

 

 



What’s Next 

• FOCI Templates 

 

• More consistency in ECP process 

 

• Continued work on the NID process 

 

• More corporate wide assessments 

 

• Expand support/training for FSOs and GSCs 

 

• Simplification of ECP/TCP/VCP/FLP/AOP 
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