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1 Introduction

The Defense Security Service (DSS) National Industrial Security Program (NISP) Central Access Information Security
System (NCAISS) Solution is an externally-facing system where users can access their DSS NCAISS account via a
single sign-on (SSO) capability. NCAISS Users login using Public Key Infrastructure (PKI) certificates (either a
Common Access Card (CAC) or DoD-approved External Certification Authority (ECA) certificate). The system
provides a centralized account management interface to create and manage user data across several integrated
DSS applications. Through the self-enrollment and self-administration features, user access requests are reviewed
and approved by several NCAISS role holders, based on the nature of the request. Once access requests are
approved, users are able to access the different applications and resources that have been integrated with the
NCAISS Solution using their PKI credentials.

1.1 Purpose

The purpose of this document is to provide step-by-step instructions to enable DSS NCAISS Users to use the
system. This guide covers the following capabilities:

= Enrolling (self-registering) for a new NCAISS User account

= Registering a PKI certificate with a user’s account

= Accessing the NCAISS using a PKI credential

= Navigating NCAISS

= Requesting additional NCAISS roles and Application Access

= Securing logging out of NCAISS

= Approving and rejecting work items (account/access requests)
= Delegating work items to another user

1.2 Getting Started

The DSS NCAISS is web-based and requires no application to be installed. However, before you begin using
NCAISS, verify that Microsoft Internet Explorer (v7.0 or greater) is installed on your computer.

Once the user account is created and the user logs into NCAISS, the user will be able to request access to any
integrated applications/resources and access those applications/resources to which they are authorized.
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2 The DSS NCAISS

2.1 Accessing DSS NCAISS

Access the DSS NCAISS by copying and pasting this link (https://sso.dss.mil) into a web browser. The DSS NCAISS
Disclaimer page is displayed, as shown in Figure 1. The user must accept the DSS Portal Disclaimer in order to
access the login page.

Defense Security Service Portal

l' fational industrial Security Program (NISF) Central Access Information Security System (NG

Figure 1: NCAISS Disclaimer

2.2 NCAISS Login Page
As depicted in Figure 2, the DSS NCAISS Login page contains the following components:

= Login to DSS Portal

= Register CAC/ECA

= Self-Enrollment

=  Threat Advisory

= Links - DSS Applications

= FAQs

= Page footer - Contact DSS link and other DoD links

HS0021-13-F-0035 Page 5
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Defense Security Service Portal U

tu’cnai industrial Security Program (NISP) Central Access Information Security System (NCS

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN andior Certificate.

g - How o Setup Frelo to use AckClent?
— 4[5 Porta ot kg in Frekor?

Read more

* STEPP

+ 0BMS

)

+ Generate Passaord

Contact DS5 | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 2: NCAISS Login Page

Use of the Login to DSS Portal, Register CAC/ECA, and Self Enrollment features are addressed in detail in Sections
5, 4, and 3, respectively. The following subsections address the Frequently Asked Questions (FAQs), contacting the
Call Center, public information on the applications integrated into the DSS NCAISS Solution, and common errors
when logging into the system.

2.2.1 Frequently Asked Questions
To view the Frequently Asked Questions (FAQs) page, click on the “FAQs” link at the bottom of the page (part of

the page footer) or click on one of the questions in the FAQ box in the right column. Figure 3 illustrates where the
FAQ links, on the DSS NCAISS Login Page, are located.

Defense-Security Service Portal

kﬁmil. Industrial Security Program [NISP) Central Access Information Security System (NG ¢

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN andior Certificate.

Satup Frelox o use ActCion?
vzl not Inading in Fredon?

Read more

& How'ia resal jour passwo
& Howda | associste O

4 From whern do | get an ECA certfi

& CAC eeror message "Page carnol be desplayed™?
+ See ALLFAD:

Contact DS! |FAQs | \ccess! cy Notice | No Fear Act| FOLA | Terms of Use

Figure 3: Location of FAQs
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If the user clicks on one of the questions on the login page, the user will be redirected to the answer on the FAQ
page. On the FAQ page, the user may scroll up and down the page to read the different questions and their
corresponding answers, as shown in Figure 4.

& Homa » Fraquently Asked Questions (FACs)

Figure 4: FAQ Responses

2.2.2 Contact DSS

To obtain contact information for the DSS Call Center, click the “Contact DSS” link at the bottom of the page.
Figure 5 shows where this link is located.
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Defense Security Service Portal

jational Industrial Security Program (NISP) Central Access Information Security System (NCAE

Q Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN andior Certifi

 How 1o Setup Firelfox ko use ActvCSant?
D55 Portal not boading in Firedon?
+ What is the DSS Portal?

CACECA Login

R e A AR
i

< How o resel your password? I

ACECA weth my account?
4 From where ol gel an ECA certficale?
+ How do | log ko DSS Portal using my CACECA?

e "Page cannol be deplayed™

Reqeder for an sccoont

& Ganerst Password

Contact DSS || AQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOLA | Terms of Use

Figure 5: Contact DSS Location

The information required to Contact DSS is displayed, as shown in Figure 6.

Defense Security Service Portal

MMational industrial Security Program (NISP) Central Access Information Security System _' CAl

Contact D55 | FAQs | Accessibility | USA.gov ivacy Notice | No Fear Act| FOIA | Terms of Use
F

Figure 6: DSS Call Center Contact Information

2.2.3 Links - DSS Applications

The Links section is located in the lower center column of the login page, as depicted in Figure 7. This section lists
the DSS applications that are integrated into the DSS NCAISS and provides links to relevant sources of information
about those applications. When clicking on an application link, a page will be displayed showing public information

on the selected application. Note: to gain access to an integrated application you must submit an access request,
as described in Section 8.
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Defense Security Service Portal @

K tional industrial S&curity Program (NISP) Central Access Information Security System V

Q Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN andlor Certificate.

4 How o Setup Firedo 1o use ActhClent?
+ D55 Portal not loading in Firedo?

CAC/ECA Logm

I AR
JIAMHEAA
f (1L CACIE Read more L = g% o i it
R ' AR R A L
A A

il CACECA with my account?
+ From where do | get an ECA cortifcate?
+ How do | log inlo D55 Partal using my CACECA?
+ Howcan | find b
* CAC emor mess age cannal be deglayed™?
+ See ALL FAOs

& Genarats Password

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

E

Figure 7: Links Location

2.2.4 Common Log-In Errors

When logging into NCAISS, there are a number of common errors that a user may encounter. This section
addresses the following errors that may occur during NCAISS login:

= No Certificate Registered

= Clicking “Cancel” when selecting your certificate
= No account use after 90 days

= Session is idle for 30 minutes

2.2.4.1 No Certificate Registered

The user will see the error shown at the top of the login page (depicted in Figure 8) when he/she tries to login to
their NCAISS account before registering their certificate (i.e., CAC or ECA).

o Your CAC/ECA certificate has not been registered.

< Howto Setup Firefox to use ActivClient?

CACIEC i
CACIECA Login ortal not loading in Firefox?

= Whatis the Yortal?

Figure 8: Certificate Not Registered .E-r;rc_)r .M-éssﬁ-ge-
To resolve this problem:
= |f you have not registered your CAC or ECA, then follow the instructions to do so in Section 4
= |f you have registered your CAC or ECA, then:
O Ensure that you selected the correct certificate during the certificate selection process; and/or

O Re-register your certificate.
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2.2.4.2 Clicking “Cancel” When Selecting Your Certificate

Clicking “Cancel” when the certificate selection window is displayed will result in an authentication failed error
message, as shown in Figure 9.

0 User authentication failed.

There was a problem with this browser accessing your CAC/ECA certificate for authentication.
You may have pressed the "Cancel" button in your browser's certificate selection prompt.

If you're trying to authenticate with your CAC/ECA cerlificate, please clear your S5L sessions. In Internet Explorer, go to the Tools -» Internet Options. Select
il the Content tab and press the Clear SSL State bution.

If this doesn't work or you're unable to complete this, close all open browser windows and try again.

Figure 9: Authentication Failure Error Message
To resolve this problem:

= Select a certificate from the selection window.

2.2.4.3 No Account Use After 90 days

When the user does not access NCAISS within 90 days of their last login, an email is sent to the user notifying
him/her that their account will be disabled in 5 days and will have to be reactivated by the Call Center. If the user’s
account becomes disabled, the “User is not active” message will be displayed, as shown in Figure 10.

o Your account has been disabled. Ifthis message is in error, please contactthe Call Center for assistance.

How to Setup Firefox to use AdivClient?
D55 Portal not loading in Firefox?
What is the OS5 Portal?

Read more What is the Single Sign-on?

10

55 account?

d7
How do | associate CA A with my account?
From where do | get an E oertificate™
How do | log into D'SS Portal using my CAC/ECA?
STEFF How can | find help?
OBMS

Register for an account ISFD

emor message "Page cannot be displayed™?

Figure 10: Inactive User Account Error Message

If the user account is disabled due to inactivity, then the user must contact the DSS Call Center by clicking the
“Contact DSS” link at the bottom of the NCAISS Login Page.

2.2.4.4 Login Page is Idle for 30 Minutes

When logged into NCAISS, your account will be automatically logged out after 30 minutes of inactivity due to
security requirements. When this occurs NCAISS will display a log out message, as shown in Figure 11.
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Thank you for using the DSS Portal. You have been logged out of the system. It is recommended that you close all open browser windows to
terminate your session. Your CAC/ECA information remains in the browser until it has been closed.

How to Setup Firsfox to use AclivClient?
- DSS Portal not loading in Firsfox?

What is the DSS Portal?

What is the Single Sign-on?
“ Haw do | register for 2 DSS account?

How to reset your password?

How do | assaciate h my account?

From where do | get an ECA certificate?

“ How do | log into DSS Portal using my CAG/ECA?

can | find help?
emor message "Page cannct be displayed™?

Register for an account = ISFD | + Se=ALL FAQs

Figure 11: NCAISS Log Out Message
To resolve this problem:
= Reconnect to the DSS NCAISS homepage
= Click “I Accept” on the “DSS Portal Disclaimer”

= (Click “CAC/ECA Login” and login using your PKI credential
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3 Self-Enrollment

To gain access to the DSS NCAISS, a user must first register for an NCAISS User account (i.e., self-enroll). The self-
enrollment module enables the user to complete a registration request and create a new user account. Note: If
you are acting on behalf of an organization when utilizing NCAISS, you must use your organization assigned email
address (e.g. dss.mil) when registering for an NCAISS account.

3.1 Request a DSS NCAISS User Account

The following steps outline the process for self-enrolling for a DSS NCAISS User account:

1. Access the DSS NCAISS by copying and pasting this link (https://sso.dss.mil) into your web browser.

2. Click “l Accept” on the DSS Portal Disclaimer, as shown in Figure 1.

3. On the DSS NCAISS Login page, click “Register for an account” under the “Self Enrollment” section of the
bottom left corner, as shown in Figure 12.

Defense Security Service Portal

ational industrial Security Program (NISP) Central Access Information Security Sm. NCA

o MNote: If you have recently used your CAC/ECA to login, you may not be for your PIN andlor Cartifi

* How o Selup Frefox Io e AckvClent?
4 DSS Portal not loading in Firedox?
4 YWhat is the DSS Porial?
 What s the Single Sign-on?
Read more 4 Howdol rogsier or a 0SS account?
= = + How o resel your passwond?
Reqrster Costifonte < How do| assocate CACECA with my account?
- 4 From whese do | get an ECA cerbicale?
+ How da | log into DSS Portal using my CACECA?
+ How can | find help?
+ CAC emor message "Page cannol be deplayed™?
+ See AL FADs

CACIECA Logn

+ STEPP
+ DBMS
+ IS0
+ Genetita Password

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act | FOIA | Terms of Use

Figure 12: Register for an Account Link

uxn

4. Complete the required fields (noted with an “*”), as shown in Figure 13.
5. Answer a minimum of three (3) security questions. Note: When contacting the Call Center for support, the
Call Center Agent may ask you these questions to verify your identity.
6. Perform one of the following actions:
a. Click “Cancel” button to cancel the enrollment request. Note: Any information that you provided will
be deleted.
b. Click “Next” button to proceed with the self-enroliment process. Note: If any required information is
not complete, NCAISS will not allow the user to continue with self-enroliment.
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Defense Security Service Portal

“Rational Industrial Securfty Program NISP) Central Access Information Security System [NCAISS)

Request a DSS Account
—
Firsthiame | "4 Wads Name LastName
Use your address (e dss 20 NCAISS account  you are acling on behalf of an organizalion when ulliing NCAISS
Your Emall Addrnss * Confirm Emad Address.
VI Paspweed * [l contem Pasywond

Plaase answer 2 least 3 of e hollowing quessons.

Quaszen Answer
Whatis rour Momers Maken Name?

Whatis your Favore Coler?

What weis poust First Car Madel?
Whalis pour Place of Bem?

Whal is your Favortia Mows?

Whatis yeur Firs! Childs Nama?
Vitial was your High Schocl Mascot?

What is your Favontz Vacaton Locaton?

Figure 13: NCAISS Account Request Form

7. Review the information and perform one of the following actions, as shown in Figure 14:
a. Click “Edit” to modify your information.
b. Click “Cancel” to cancel the enrollment request. Note: Any information that you provided will be
deleted.
c. Iftheinformation is complete and accurate, then select the checkbox confirming you have read and
agree to the Privacy Act Statement and click “Register” to submit the form.

Defense Security Service Portal

“ational Tndustrial Sacurity Program [NISP) Cantral Accass Information Sacurity Systam |

Request a DSS Account

Fill put e following foem 1o complete your request

User Information
Account Type  User
Firstname  lesi2
Migaie name
Lastname fest
E-madl aodress  les@iesicom
Privacy Act Statement
AUTHORITY:

Executive Order 10450, 93%7; and Public Law 98-474, the Computer
Fraod and Abuse Act.

FURFOSE b
To record nases, and Social Security Nusbers for the puzpose of =
validating the h of ls access to

au:‘;ﬁ::"“mx Departnent of Defense (DoD) systems and information. NOTE: Records

P be maintained in both electronic and/or paper form.,

ROUTINE USES:

In sddition to those disclosures generally permitted under 3 U.5.C.
552a(k)} of the Privacy Act, these records or information contained
therein may specifically be disclosed ou

de DoD as a routine use
t to 5 U.5.C. 552a(b) (3) as follows: Zo a Fedesal. State, or
gency becomes aware of a
iam av massihla wialarian of sieil ar ceimine] Taus Fa tha

| heave read and undersiand the ferms of the privacy polcy,

| Register | [Edi] [ Cancel |

Figure 14: NCAISS Account Request Review
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8. Upon clicking “Register” the request will be submitted and NCAISS will display a confirmation page, as shown
in Figure 15.

9. Click “OK” to return to the DSS login page. Note: Your form is now submitted. Shortly, you will receive an
email indicating that your account has been successfully created.

Defehse-Sectifity Service Portal

lational Tndustrial Security Program (NISP) Central Access Information Seeurity System

Request a DSS Account

Your account request has been recemed. You will receve a notcaion email when your account has been created

Figure 15: NCAISS Account Request Confirmation

3.2 New Accounts — Email Notifications

After a user submits NCAISS account request form and NCAISS creates the new user account, an email notification
is sent to the user indicating successful account creation, as shown in Figure 16. Note: Your new account name
(Account ID) is provided in this email. You created your password during the self-enrollment process.

& & @ @ x 0 0 Y
| Rty RebAl Fowad | Pl Dedle | Peans Bl | Addese
Froer:  DootHighvigdss

Doke:  Wednesday, October 23, 2013 2:50 1M

Te: dsssponsoni00@dss

Subgeet: MRS Arcnont Kegefrahon Cimpiee

Dear dss sponsors,

Flaase be advisad that your requast for an NCAISS account has bean processed and your account has basn craated. Your NCAISS usemame is dss sponsor008 and your password is the ane set byyou

during seff-registration. Your user information is privileged and should not be shared. You may now access NCAISS to register your CAC or other Dol-approved PRI Certificate. In order to enrcllyour PKI
Certificate, select the "Register Certificate” ink available on the NCAISS Login page.

If you require assictance accessing o using NCAISS please refer to the FAQS (located at
or email to Call Center@dsshalp org.

5.ifs50.des milfo)

enscaldss cerfaqjsp) or contact the DD Security Sendces (Call) Center at 1.888.282-7682

Regards,
DSSNCAISS Team

Figure 16: NCAISS Account Created Email
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4 Register Certificate

The DSS NCAISS is a CAC/PKI-enforced system. To log into the system, users must use their CAC/ECA certificate
and enter their Personal Identification Number (PIN). Prior to accessing the DSS NCAISS, all new users must
register their certificate (i.e., associate their certificate to their NCAISS Account ID). This process takes place after a
user’s request for an account is approved and a user Account ID is created.

Note: Your new Account ID is provided in the “account created” notification email, shown in Figure 16.

Note: You already created your password when completing the “self-enrollment” form.

1. Access the DSS NCAISS by copy and pasting this link (https://sso.dss.mil) into your web browser.
2. Accept the DSS Portal Disclaimer, as shown in Figure 1.
3. Onthe DSS NCAISS Login page, click “Register Certificate” under the Register CAC/ECA section located in the

middle of the left column. Refer to Figure 17.

Defense Security Service Portal

l.' tional industrial Sécurity Program (NISP) Central Access Information Security System :

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN andior Certificate.

“ How o Selup Firelon to use AckhvChent?
DS Portal not loading n Firefo?
+ Whatis the DSS Fortal?
+ What is the Single Sagn-on”
* How do | regester for 2 DSS account?
* How o resel your password?
# How do | associate CACECA with my account?
4 Fromwhere do | getan ECA centficate?
4 How do log into DS Portal ising my CACECA?
* How can | find help?
2 Page cannot be dsplayed

CACECA Login

Read more

Register for en sccount

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act | FOIA | Terms of Use

Figure 17: Register Certificate Location

4. Enter your Account ID (provided in your account creation notification email).
5. Enter the password that you set during the self-enrollment process.

6. Click “Submit,”

&
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' Home » CAC/ECA Register

CAC/ECATogin Enter your Account 1D and Password and click Submit fo associate your CAC/ECA ceriificate with your
account. You must have an account in order to register your CAC/ECA certificate.

Submit

Howdo |
= Fromwhere do | getan

Figure 18: Register Certificate Screen

7. Upon clicking submit, a pop-up box containing a list of digital certificates will appear. Select your certificate, as
shown in Figure 19. Note: If the window displays more than one certificate, scroll through the list and select
the appropriate one.

Select a Certificate

SAMPLEUSER
Issuer; DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

SAMPLEUSER

Issuer DOD CA-30
Valid From: 9/11/2013 to 8/11/2014

o ][ oma ]

Figure 19: Certificate Selection

8. Enter your PIN, as shown in Figure 20.
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Microsoft Smart Card Provider
Please enter your PIN,

Figure 20: Certificate PIN Entry

9. If successful, a confirmation message will be displayed informing you that your certificate was registered
successfully, as shown in Figure 21. You may now login to NCAISS.

‘Your CAC/ECA certificate has been registered successfully. You may now Login with your newly registered
CAC/ECA certificate. Note: You will not be prompted for PIN and/or Certificate.

4 Home = CAC/ECA Register

CAC/ECA Login

Reqgssterfor an account

n | find help?
ge "Page cannont be displaysd™?

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 21: Successful Certificate Registration

4.1 Common Certificate Registration Errors

This section addresses the following errors that may occur during the PKI certificate registration process:

= Wrong Account ID or password

= Submitting without entering an Account ID or password

= Clicking “Cancel” button or no certificate is inserted (if using a CAC)
= (Certificate already in use

4.1.1 Wrong Account ID or Password

An error message, as shown in Figure 22, is displayed when the user enters the wrong Account ID or Password
when attempting to register a certificate.
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@ Home » CACIECA Register

CAC/ECA Login | Invalid Account ID and/or Password. If you have forgotten your password, please reset it via Forgot Your
Password feature.

Register for an account

Figure 22: Invalid Account ID or Password During Certificate Registration

To resolve this problem:
= Make sure your Account ID and Password are correct:
0 To reset your password, contact the DSS Call Center

0 Click on the “Contact DSS” link at the bottom of the page

4.1.2 Missing Account ID or Password

One of the following two messages, as shown in Figure 23 and Figure 24, will be displayed when a user clicks
“Submit” without entering an Account ID or password.

Windows Internet Explorer x| |

: ' ': Fleaze enter pour Account 1D,

Figure 23: Missing Account ID

Windows Internet Explorer x| |

: ' ': Please enter your Pazsword.

Figure 24: Missing Password
To resolve this problem:

Enter the Account ID that was provided in the account creation notification email and the password that you
created during self-enrollment.
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4.1.3 Click “Cancel” or No Certificate Inserted (if Using a CAC)

An error message is displayed when the user selects “Cancel” or when no CAC is inserted into the computer, as
shown in Figure 25.

W v o CACHECH Rpiater

CACTCA Lomin -
s d o Mo cenficale seiscted ¥ you e using CAC, please ngert I and Select a vabil cerbfic ale when

prTbed

Ruogisier fod am oot

o Fargol your passwera?

Figure 25: No Certificate Selected Error
To resolve this problem:
= Please select the appropriate certificate; or

= |Insert your certificate (CAC) into your computer or smartcard reader

4.1.4 Certificate Already in Use

A certificate may only be registered to a single NCAISS User account. If you have already registered your certificate
to your account, then the system will display the following error message:

CACIECA 8 ogm o Faaed b regster CACECA THOAUSe your CACECA CErcain s ainady fegiiensd wih ancther account

Hegnbo T mn mCconet

o Forgot your passward?

Figure 26: Certificate Already In-Use Error

To resolve this problem:

= Select CAC/ECA Login and log into the system using your certificate and PIN. Refer to Section 5, for more
details on how to login.

HS0021-13-F-0035 Page 19



Defense Security Service NCAISS User Guide

5 Login to DSS NCAISS

Once a user’s NCAISS User account has been created and a certificate is registered to the account, the user may log
into the DSS NCAISS.

1. Access DSS NCAISS by copy and pasting this link (https://sso.dss.mil) into your web browser.

2. Accept the DSS Portal Disclaimer, as shown in Figure 1.

3. On the DSS NCAISS Login page, click “CAC/ECA Login” under the “Login to DSS Portal” section in the top left
column. Refer to Figure 27.

Defense Security Service Portal U

Plational Industrial Security Program (NISP) Central Access Information Security System _

o Note: If you have recently used your CACIECA to login, you may not be prompted for your PIN and/or Certificate.

CACIECA Lngin

I TR
Rigester Cerlificole

Reqedor for an account

+ Genesale Password

Contact D55 | FAQs | Accessibility | USA gov | Security and Privacy Notice | No Fear Act | FOIA | Terms of Use
1AL |

Figure 27: CAC/ECA Login Location

4. A window will pop up displaying one or more certificates on your system. Select your certificate. Note: Make
sure you select the certificate that you registered to your Account ID.

Select a Certificate

SAMPLEUSER

Issuer. DOD EMAIL CA-30

Valid From: 9/11/2013 to 8/11/2014
SAMPLEUSER

Issuer DOD CA-30
Valid From: 9/11/2013 to 8/11/2014

o ][ oma ]

Figure 28: Login to NCAISS - Certificate Selection
5. Enter your PIN.
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Microsoft Smart Card Provider
Please enter your PIN,

Figure 29: Login to NCAISS - Certificate PIN Entry

6. You have successfully logged in and will be directed to the DSS Portal Home Page, as shown in Figure 30.

[TRemuRnTopssporTAL [ LosouT [ HeLe

Defense Security Service Portal

_National Industrial Security Program NISP) Central Access Information Security System (NCMSS]

L
| tane

Weicome, test1 test

Last Successful Login: Fri, 11 0ct 2013 095752 COT

NCAISS Quick Links
Request an NCAISS Role

Requast a Privleged NCAISS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links
Create a new STEPP Acoount

Register an Existing STEPP Account

Approvals 0

Figure 30: DSS Portal Home Page
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6 Navigating the DSS NCAISS Home Page

The DSS NCAISS Home Page enables users to access the systems/applications/resources for which they have been
authorized. As depicted in Figure 31, the home page tabs (at the top of the page) provide access to various
capabilities within NCAISS. All DSS NCAISS users have access to a standard set of tabs that allow them to perform
basic functions within the NCAISS Solution, including:

= Home — active by default upon login, clicking this tab returns users to the NCAISS Home Page

=  Work Items — allows users to view/manage any access requests for which they serve as a Sponsor or Approver
(see Section 9)

= Delegations —enables a user to temporarily delegate work items to another DSS NCAISS user (see Section 10)

= Profile — allows a user to view/manage their user information (see Section 7)

Depending on the user’s privileges, additional tabs are displayed at the top of the home page representing
additional NCAISS components that the user can access, including:

= |A User — allows a DSS information security official access to various reports and auditing capabilities (see the
IA Account User Guide for additional information)

= (Call Center — enables a DSS Call Center agent to perform administrative/support services within the NCAISS
(see Account Administrator User Guide for additional information)

Every page within the NCAISS Solution has the “Return to DSS Portal” button in the top right corner of the screen.
Clicking this button will return the user to his/her NCAISS Home Page. Note: Clicking the “Return to DSS Portal”
button while on the NCAISS Home Page will refresh the screen.

Lx as: tesf1 test

Defense Secitity Service Portal

RETURNTODSS PORTAL | LOGOUT | HELP
£

Fiational Industrial Security Program (NISP) Central Access Information Security System

[ oe vorktns _ pseaicns  poe |

Welcome, testi test
Last Successful Login: Fri, 11 0ct 2013 0957.52 COT

NCAISS Quick Links
Request an NCAISS Role

Requesta Pridlaged NCASS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links

Create a new STEPP Acoount

Register an Existing STEPP Account

Approvals 0

Contact DSS | FAQs | Accessibility | USA Gov | Secunty and Privacy Nofice | No Fear Act| FOIA| Terms of Use

FOR OFFICIAL USE ONLY

Figure 31: NCAISS Home Page Tabs

The remainder of this section provides overview information for locating and using the different
components/applications on the NCAISS Home Page.
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6.1 DSS Login Information

The DSS Login Information lists the last time the user was successfully logged into NCAISS. This function is located
at the top left corner of the DSS NCAISS Home Page. Figure 32 highlights the “DSS Login Information” on the home
page.

inas: teskl 1. test

Defense Security Service Portal

ational Industrial Security Program (NISP) Central Access Information Security System| t" 88

RETURNTODSS PORTAL | LOGOUT | HELP ]
A~

IHﬂme Workltems  Delegations Fmﬂu=

\Weicome, test!] test

Last Successful Login: Fri, 11 0ct2013 095752 COT

NCAISS Quick Links
Request an NCAISS Role

Request a Privileged NCAISS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links
Create a new STEPP Acoount

Register an Existing STEPP Account

Approvals 0

Contact DSS | FAQs | Accessibility | USA Gov | Secunty and Privacy Nofice | No Fear Act| FOIA | Terms of Use

FOR OFFICIAL USE ONLY

Figure 32: NCAISS Home Page Login Information

6.2 Quick Links

The main component of the DSS NCAISS Home Page is the “Quick Links” section, which provides users with
hyperlinks to request additional NCAISS roles, request access to integrated applications, and access application-
specific functionality, where it exists. The “Quick Links” section is located below the “DSS Login Information,” as

depicted in Figure 33. In order to support ease of navigation, the “Quick Links” are broken down into topic-specific
sub-groups, as follows:

= NCAISS Quick Links
= Application-specific (e.g., OBMS) Quick Links

Note: Quick links are dynamic and displayed to users based on their particular permissions for the system (e.g.,
NCAISS Quick Links are only available for DSS users); additional application-specific sub-groups of “Quick Links” will
appear on the DSS NCAISS Home Page as new applications are integrated with the NCAISS Solution. Step-by-step
instructions for using the “Quick Links” are provided in subsequent sections of this document.

HS0021-13-F-0035 Page 23



NCAISS User Guide

RETURNTODSS PORTAL | LOGOUT | HELP -

Defensg Secﬁrity Service Portal

ational Industrial Security Program (NISP) Central Access Information Security System|

| Home  Workliems | Delegations | Profle |

Welcome, testi test

Last Successful Login; Fri, 11 0ct 2013 09:57:52 COT

NCAISS Quick Links
Request an NCAISS Role

Request a Privileged NCAISS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links

Create a new STEPP Acoount

Register an Existing STEPP Account

Approvals 0

Contact DSS | FAQS | Accessibility | U | Secunty and Privacy Notice | No Fear Act | FOIA | Terms of Use

FOR OFFICIAL USE ONLY

Figure 33: NCAISS Home Page Resource Links

6.3 Session Expiration

A user’s NCAISS session will timeout when it sits idle for more than 30 minutes. If you wish to terminate your
session, you may do so by:

= (Clicking on the “Logout” button in the top right corner of the NCAISS Home Page;
= Allowing the session timeout to expire; or

= Exiting (closing) the web browser.
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7 Update Profile Data

The “Profile” tab on the NCAISS Home Page allows users to view and update their profile information. The user
profile information is accessed via the “Profile” tab at the top of the NCAISS Home Page, as depicted in Figure 34.

as. tegh 1 fest ”

Defense Security Service Portal A4

Hiational dustrial Security Program (NISP) Central Access Information Security System

Verome Mmi.rmsrl. Profile :|

\Weicome, testt] test
Last Successful Login; Fri, 11 0ct 2013 09:57:52 COT

NCAISS Quick Links
Requast an NCAISS Role

Request a Privileged NCAISS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links
Creats anew STEPP Account

Register an Existing STEPP Account

Approvals 0

Mo Fear Acl| FOIA| Terms

FOR OFFICIAL USE ONLY
Figure 34: NCAISS Home Page My Profile Data Tab
The “Profile” tab includes two tabs, as shown in Figure 35.
= Account Attributes
= Authentication Questions
Each of these tabs is covered in greater detail in the sub-sections that follow.

1. Click the “Return to DSS Portal” button (at the top right side of the page) or the “Home” tab to leave the
“Profile” page and return to the DSS NCAISS Home Page.

2. Click “Logout” (at the top right side of the page) to log out of the DSS NCAISS.

Note: Refer to Section 11, “Logging Out,” of this document, for more information on the different ways to log out

of the DSS NCAISS.
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Defense-Sectirity Service Portal

a3l Industrial Security Program [NISP) Central Access Information Security System

Worknems | Delegauoms | Profse
Account Aiules | Aamanueaton cusssens | |

Change User Account Attributes

I B ki e e ¢ —

ACCoUnt 1D Best11 sest
Frofile Content

TiTme Fistbiame test11 = [H] Midee Mame
LastHame  feat = I Suthe

sppecvss Cace | CAGE Code | CAGE Code KMP Email
Ceaes | hone

Program  Chosse a Program

UnitFsis Omos

Contact Information
Erail Adaress  teat] WML cOm
Phones Hismser
Maming Addrens
Slale  Chosse a State - owCode

U Coumry  Crosss & Gounry

Save] [ Cancel

7.1 Account Attributes

Within the “Account Attributes” tab, user data is organized in five (5) sub-tabs as follows:
= |dentity
=  Sponsor
= QOrganization
=  Roles/Access Level
= Account Status

To update profile data, enter the necessary changes in the appropriate fields on the specified tab, as described
below:

1. Click the appropriate “Account Attributes” sub-tab to view/update data; click “Save” to store any changes or
“Cancel” to discard any changes.
Note: Users cannot change their email address. If you need to change your email address, contact the DSS Call
Center.

Note: Required fields are marked with a “*” to the right of the field.
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Change User Account Attributes
Use tis page 10 change multipie user 000U 28riues.

To 83 jour changes. chk Save

cetr; | Sponsors

Acoourt 1D
Profile Content

{lTme

Program

S

Miitary'GS Grade

Clearance Lewe!

8irm Date ~ ormat
ey

james iee

FirstName James * [ aaicoie Name
* [Msum Cage Search oor Cage Cooes
Choose 3 Program v

Cnoose 2 Stats e

Croose 3 Graoe

Special Needs UnEFieid OMioe

Place of Birm

Contact Information

Emall Address
Pnone Number
Maling Address
cry

S

1] Country

[EDIE)

jamee leeRoss mil ™

Cronse 3 S v Zip Coce

Croose 3 Coury -

Contact DSS | FAQS | Acosssioiity | USA Gov | Securfly and Priacy Notice | No Fear A2t | FOIA | Temms of Use

FOR OFFICIAL USE ONLY
it © 2011 - Defense Security Service | All Rights Reserved

Figure 36: My Profile - Identity Tab

Note: Users cannot change their Sponsor name and email address on the Sponsor tab, however; Sponsors may be

changed when requesting a new DSS NCAISS role or access to an integrated application.
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imlmmimﬂij

| Account Aftributes . Authentication Questions
Change User Account Attributes
Use this page 1o change multiple user account attributes

To save your changes, click Save.

Roles !
Identity Sponsors Organization ACCESS

Supervisor Content

Jkuonesty)

Account
Status

FirstName |

Last Name |

Phene Number |

Middie Name |

Email Agdress |
Nominating Official Content~ S

p

il Ocial 1

Nominating Official Title

Official
Emall

Official [
Phone Number

Validating Official Content ~ Security

frestusers7@oss mil

(il vaiigating omcial |

Validating Official Title

ing Official |
Email

Validating Official I—
Phone Number
Approving Official Content ~ Call Center

Approving Omicial [

Approving Official Title

Approving Official I
Email

Approving Official l—
Phone Number

_Save | _cancel |

Figure 37: My Profile - Sponsor Tab

As depicted in Figure 38 the Organization Name field is free-form and allows the user to enter the appropriate

information. Company contact information is for commercial and private organizations.
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Change User Account Attributes

Use Tis page 10 change ruilipie usar sccount afribuies.

Tio sae oA CRATQES. COCE BaVE.

ey = [=r Tk - g J‘?% g‘
Organization Content
OrpariEaTion Maeme
Crganization Address.
L=
Sesfe  Chooss m Siafe w Fip Code
Prore Murmer

Company/Unit'Field Office Content

Smee  Chooss niStaoe w Ip Code:

Figure 38: My Profile - Organization Tab

The Roles/Access Request tab shows users what role they currently have. As depicted in Figure 39, users can view
their current access level for NCAISS Roles and Privileged NCAISS Roles. They can request additional access by
clicking on the “Home” tab then on the appropriate quick link(s).

Note: Reference subsequent sections of this document for step-by-step instructions for requesting roles and
access.

Home | WorkMems = Delegaions  Profie | Call Center

Change User Account Attributes
U6 Mt pags 80 change Mullipls user ceount aMBaes
Te 3ave your changes. dick Save.

Reten )
Menbty | Sponsors | Organizabion | Access | codt

Ll et
DSS Roles

CUMMENCASS . i, GBS BRI, Vi i

Current Priviieged - .
HCASS Retes  CEMSUSERAZMIN

Save | | Gancel

Figure 39: My Profile - Roles/Access Level Tab

The “Account Status” tab provides the user’s relevant account status information, as shown in Figure 40.

HS0021-13-F-0035 Page 29



Defense Security Service NCAISS User Guide

| Home | Work Items | Delegations | Profile ‘

| Account Atributes | Authentication Questions

Change User Account Attributes

Use this page to change multiple user account attributes.

To save your changes, click Save.

Roles /
Identity Sponsors QOrganization Access
Request

Account
Status

Account Status
Account Created By Configurator on  03M7/1111:46:46 EDT
Password Expiration  03/16/11 18:15:39 EDT

Password Warning
Will Be Issued On 05/01/11 23:58:59 EDT
This Date

Account Last Modified

Date 03M7M1 19:22:41EDT by login

Save | Cancel I

Figure 40: My Profile - Account Status Tab

2.  When clicking “Save,” the “Operation Successful” message is displayed, as shown in Figure 41.

|H.0me | Work ltems | Delegations | Proiile|

(€ operation successful
The requested operation completed successfully.

sibility | USA Gov | Security and Privacy Mofice | Mo Fear Act | FOIA | Terms of Use

FOR OFFICIAL USE ONLY
Copyright © 2011 - Defense Security Service | All Rights Reserved.

Figure 41: My Profile - Save Changes Successful

3. Select “Ok” to return to the NCAISS Home Page.
4. Click “Logout” (at the top right side of the page) to log out of the DSS NCAISS.

Note: Refer to Section 11 for more information on the different ways to log out of the DSS NCAISS.

7.2 Authentication Questions

Use the following steps to update the answers to the authentication security questions that were set during the
self-enrollment process. The Call Center uses these answers to identify the user, when needed.

1. Click on “Authentication Questions” sub-tab on the Profile tab, as shown in Figure 42. Note: Users must
answer at least three (3) authentication questions.
2. Update the answers, as necessary.
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‘ Home ‘ Work ltems ‘ Delegations ‘ Profile ‘
Account Aftributes | Authentication Questions ‘

Change Answers to Authentication Questions

If you forget your password, the system will prompt you for the answers to all authentication questions associated with your account
Enter new answers to one or mare of the following gquestions, and then click Save.

Authentication Questions

[il For Login Interface Default -

Please answer at least 3 of the following gquestions.

Question Answer
‘What is your Favorite Color? IRED
‘What was your First Car Model? IMATCHEIOX

‘What was your High School Mascot? IFERRET

‘What is your Mother's Maiden Name?

‘What is your Place of Birth?

‘What is your First Child's Name?

[
[
‘What is your Favorite Movie? I
[
[

‘What is your Favorite Vacation Location?

Policy Constraints

Answer Policy None
Applies to all answers within a login interface

8ave | Cancel

Figure 42: My Profile - Authentication Questions

3.  When clicking “Save,” the “Operation Successful” message will be displayed, as shown in Figure 41.
4. Click “OK” to return to the NCAISS Home Page.

5. Click “Logout” (at the top right side of the page) to log out of the DSS NCAISS.

Note: Refer to Section 11 for more information on the different ways to log out of the DSS NCAISS.
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8 Request Roles and Access

DSS NCAISS users may request additional roles and access to applications/resources that have been integrated
with the DSS NCAISS Solution from the various “Quick Links” sections of the NCAISS Home Page, as shown in Figure
43. Additional NCAISS roles may be requested by selecting the appropriate link under the “NCAISS Quick Links.”
Sections 8.1 and 8.2 provide step-by-step instructions for requesting NCAISS roles. Note: Available quick links are
dynamic and displayed to users based on their particular permissions for the system.

Each application that is integrated with the NCAISS Solution (e.g., OBMS) will have a group of related “Quick Links,”
as depicted in Figure 43. To request access to an integrated application, users begin by clicking on the
“Request/Manage <Application> Access” link from within the desired application’s “Quick Links.” Application-
specific user instructions are provided in later sections of this document. Note: Additional “Quick Links” will appear
on the NCAISS Home Page as new applications/resources are integrated with the NCAISS Solution.

inas: leskl1 fest

Defensg Security Service Portal

RETURNTODSS PORTAL | LOGOUT | HELP ] €0y
A~

ational Industrial Security Program (NISP) Central Access Information Security System| t‘l 88

| Home Workltems  Delegations FrmileE

VWeicome, testt] test

Last Successful Login: Fri, 11 Oct 2013 09557:52 COT

NCAISS Quick Links
Request an NCAISS Role

Request a Privileged NCAISS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links

Create a new STEPP Acoount

Register an Existing STEPP Account

Approvals 0

Contact DSS | FAQs | Accessibility | USA Gov | Secunty and Privacy Nofice | No Fear Act| FOIA | Terms of Use

FOR OFFICIAL USE ONLY

Figure 43: Requesting Roles/Access from the NCAISS Home Page

8.1 Request an NCAISS Role
A user may request an additional DSS Portal Role from the NCAISS Home Page by taking the following steps:

Note: NCAISS roles are only available to DSS users.

1. Click “Request an NCAISS Role” link under the “NCAISS Quick Links.”
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Figure 44: Request an NCAISS Role

2. The Request NCAISS Role form is displayed, as shown in Figure 45. Note: Your current NCAISS roles (if any) are
displayed in the “Current Roles” field.

3. Select the appropriate role by checking the Account Administrator or Validating Official radio button,
depending on the needed access.

4. Complete the NCAISS Role request form by providing your Sponsor’s email address and entering your Social
Security Number (SSN). Note: When requesting an NCAISS Role, your Sponsor must have a dss.mil email
address.
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Figure 45: NCAISS Role Request Form

5. Click “Cancel” to cancel the request. Note: Any data entered will be cleared once you hit “Cancel.”

6. Click “Request Role” to submit your request.

Request an NCAISS Role
Caick "Request Role 1o SubMIt your role request of "Cancel” 1o retum ta Me Home tab
FirsiName:  tast11
LastName  test
Email Address.  testi1@testcom
Sponsor Emad
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i!Choose aRole () Account Administrator & Validating Official
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Request a D55 Account
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velun! however, failure to prov. the zequested inf
impeds, lay or prevent further processing of this requ

mation will
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Your SSH

Why do we need your Social Security Musmber?
We zequest your Social Security Number (SSN) duzing the zegistration
process only to authenticate who vou are. The 55N is used check
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=

Figure 46: NCAISS Role Request Form Submission

7. A confirmation page will be displayed, as shown in Figure 47. Review the accuracy of the information
presented, and click the check box to indicate that you have read and agree to the terms of the privacy policy.
8. Click “Cancel” to cancel the request. Note: Any data entered will be cleared once you hit “Cancel.”

9. Click “Submit” to submit your role request for review.
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Figure 47: NCAISS Role Request Confirmation

10. Upon form submission, you are returned to the NCAISS Home Page.
11. Click “Logout” (at the top right side of the page) to log out of the DSS NCAISS.

Note: Your submitted request will be sent to your Sponsor’s inbox for approval and they will be notified via email.

8.2 Request a Privileged NCAISS Role
A user may request a Privileged NCAISS Role from the NCAISS Home Page by completing the steps below.

Note: Privileged NCAISS roles are only available to DSS users.

1. Click “Request a Privileged NCAISS Role” link.
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Figure 48: Request Privileged NCAISS Role

2. Complete the Privileged NCAISS Role Request Form by specifying your Sponsor’s email address and entering
your SSN. Note: When requesting a Privileged NCAISS Role, your Sponsor must have a dss.mil email address.
Request a Privileged NCAISS Role

Click "Request Role” to submit your role request or "Cancel” to return to the Home tab

First Mame: test11
LastName: test
Email Address”  test1i@test com

Sponsor Email:

Please enter your
SSN (format: 00:-106-  000-X00-30000
2000)

Current Roles:

[ilChoose aRole @ 14 User

Why Do We Need Your SSN?

Reguest a DSS Account

m

Disclosure of this information (to include Social Security Number) is
voluntary; however, failure to provide the requested information will
Why We Request impede, delay or prevent further processing of this reguest.

Your SSN
wWhy do we need your Social Security Number?
We regquest your Social Security Number (S5S5N) during the registration
process only to authenticate who you are. The 55N is used to check
vour clearance atatus. and the information is used soclelv to verifv %
RequestRole | [ Cancel |

Figure 49: Privileged NCAISS Role Request Form
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3. Click “Cancel” to cancel the request. Note: Any data entered will be cleared once you hit “Cancel.”
4. Click “Request Role” to submit your request.
Request a Privileged NCAISS Role

Click "Request Role” to submit your role request or "Cancel” to return to the Home tab

First Name: test11
LastMame: test
Email Address:  testi1@test.com
Sponsor Email:
Please enter your
SSHN (format: j00-0- 300030610000 *
000¢):
Current Roles:

[ilChoose a Role @ 14 User

Why Do We Need Your SSN?

Reguest a DSS Account

Disclosure of this information (to include Social Security Number) is
voluntary; however, failure to provide the regquested information will

Why We Request impede, delay or prevent further processing of this reguest.

Your S8N
Why do we need your Social Security Number?
We regquest your Social Security Number (SSN) during the registration
process only to authenticate who you are. The 55N is used to check
wvour clearance status. and the information is used sclelv to verifv

|[ Request Role ! Cancel |

Figure 50: Privileged NCAISS Role Request Form Submission

5. A confirmation page will be displayed, as shown in Figure 51. Review the accuracy of the information
presented and click the check box to indicate that you have read and agree to the terms of the privacy policy.

6. Click “Cancel” to cancel the request. Note: Any data entered will be cleared once you hit “Cancel.”

7. Click “Submit” to submit your request.

Home Workitems = Delegations  Profle

Appeovals

NCAISS Privileged Role Request Confirmation

Please confm your information of "Cancel™ to retum to the Home tab.
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LastName:  (sfdd
Email Address:  testisfos@testoom
Sponsor Email  teshistd2@lest com

s 11111111
Privacy Act Statement
AUTHCRITY: %

Executive Order 10450, 9397; and Public Law 99-474, the Computer Fraud
and Rbuse Act. E
FURBCSE:
Pleasereadand To zecord names, and Sccial Securit: ers for the purpose of
acceptthis following  validating the trustworthiness of i duals requesting access to
%d  pepartmant of Defense (DoD) systems and information. WNOTE: Records may

be maintained in both electzenic and/or paper fomm.
ROUTINE USES:

In addil
S52a(b) o

| & 1have read thi terms ofthe privacy policy. |

Figure 51: Privileged NCAISS Role Request Confirmation

8. Upon form submission, you are returned to the NCAISS Home Page.
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9.

Note: Your submitted request will be sent to your Sponsor’s inbox for approval and they will be notified via email.

Click “Logout” (at the top right side of the page) to log out of the DSS NCAISS.
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9 Approving/Rejecting Account Requests

When DSS NCAISS users submit requests for additional roles and/or access to integrated applications, these
requests are posted in the Sponsors’/Approvers’ inboxes. As depicted in Figure 52, new requests that require
review and approval can be viewed by clicking either the “Approvals” bar at the bottom of the NCAISS Home Page
or the “Work Items” tab at the top of the page.

Note: the number of approval steps and the approvers involved are determined based on the type of role or
application access that is requested; however, the basic approval process remains unchanged from the process
documented below.

Logged inas: tesf1 fest

Defense-Sectiity Service Portal

RETURNTODSS PORTAL | LOGOUT | HELP -

National Industrial Security Program (NISP) Central Access Information Security System|

. o [ ot

Welcome, test11 test.
Last Successful Login: Fri, 11 0ct 2013 09:57:52 COT

NCAISS Quick Links
Request an NCAISS Role

Request a Privileged NCAISS Role

OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links
Creats anew STEPP Account

Register an Existing STEPP Account

Approvals 0

Contact DSS | FAQS | Accessibility | US Secunty and Privacy Notice | No Fear Act | FOIA | Terms of Use

FOR OFFICIAL USE ONLY

Figure 52: NCAISS Home Page — Accessing Approval Iltems

Clicking either the “Approvals” bar or the “Work Items” tab allows a user to see a list of requests awaiting their
review and approval, as depicted in Figure 53.
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Figure 53: Work Items Tab

9.1 Approving NCAISS Role Requests

Once a user’s DSS NCAISS account is established, he/she may request additional roles on the DSS NCAISS, to
include Account Administrator and Validating Official. The submitted requests are posted in the appropriate
Sponsor’s Work Items list. If the a User requests the role of Validating Official, then a “Validating Official” must
review the request once it has been approved by the user’s Sponsor. Once the Validating Official verifies the
security level for the requester, they may approve or reject the request. If the requestor has selected an “Account
Administrator” account type, the workflow includes an Account Administrator review of the request, following
approval by both the Sponsor and Validating Official. Note: Request rejections are addressed in Section 9.3.

1. Loginto the DSS NCAISS.

2. The DSS NCAISS Home Page is displayed, as shown in Figure 30.

3. Click on the “Approvals” bar or “Work Items” tab.

4. The “Work Items” tab is displayed with a list of requests awaiting approval, as shown in Figure 54.

[Femrocssrona [Losarr [Far

Defehse Sectirity Service Portal

*Fational Industrial Security Program (NISP) Central Access Information Security System

Approvals

Awaiting Approval
Check 3 bexnad lo sebecd it Click A B approve e request o Reject lo deny & To so the request kst dick 3 column e
Dwom Request / Requester Date of Roquest Descripton
Dini‘.n! lew Role Request lestt1 test Friday, Oclober 11, 2073 173132 PuL COT Acoun lest11 test

a2 ettt st Frigay, Doteter 11, 2013 1:31:06 PU COT Accound test] test
| ()

Rkurn b Main Meru

Figure 54: NCAISS Role Requests Awaiting Approval

5. There are two ways to approve a request:
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a. You can check the checkbox next to the request and click “Approve.” Note: To approve multiple
requests, check the top checkbox to select all requests in the list and click “Approve.”
b. Click on “New Account Request” link in the Request box.

6. The Account Request Approval detail view is displayed, as shown in Figure 55. Here you can view the account
details and the account type the user is requesting.

7. Review the request, enter a comment (optional), and click “Approve.” Note: After the Sponsor approves the
request, the request is forwarded to other NCAISS role holders for subsequent approvals (i.e., Validating
Official for Validating Official access requests and Validating Official and Account Administrator for Account
Administrator access requests).

s leghl 2

[CHEToRiToes roRTAL  [LovouT_ [

‘Defehse Sectrity Service Portal

Mational Thdustrial Sacurity Program (NISP) Central Accass Information Security 5)

| Home  Work nems i Defogatiosrs  Profile
Appronas

Role Request Approval
Requestor Information

Firsthame:  test11

Lasthame  best

Email  Msti1@msteom

Edsting Roles
Requesied Role

Vakdaing OGN

Communts

Agpiove | | Rejea || Cancel

wcurity and Privacy bt

Figure 55: NCAISS Role Request Review

8. After approving, the system redirects you to the “Home” tab to display the remaining number of approvals on
the list.

9.2 Approving a Privileged NCAISS Role Request

Established NCAISS users may request privileged roles on the DSS NCAISS such as, an IA User. The submitted
requests are posted in the Sponsor’s Work Items list. If the Sponsor approves a request, the approval workflow
moves the request to the “Validating Official” (Security representative) Work Items list. Once the Validating
Official verifies the security level for the requester, they may approve or reject the request appropriately. Note:
Request rejections are addressed in Section 9.3.

Note: Currently the only Privileged NCAISS Role is “IA User.”

1. Loginto the DSS NCAISS.

2. The DSS NCAISS Home Page is displayed, as shown in Figure 30.

3. Click on either the “Approvals” bar or “Work Items” tab.

4. The “Work Items” tab is displayed with a list of requests awaiting approval, as shown in Figure 56.
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Figure 56: Privileged NCAISS Role Requests Awaiting Approval

5. There are two ways to approve a request:
a. You can check the checkbox next to the request and click “Approve.” Note: To approve multiple
requests, check the top checkbox to select all requests in the list and click “Approve.”
b. Click on “New Account Request” link in the Request box.
6. The Account Request Approval detail view is displayed, as shown in Figure 57. Here you can view the account
details and the account type the user is requesting.
7. Review the request, enter a comment (optional), and click “Approve.” Note: After the Sponsor approves the
request, the request is forwarded to the Validating Official for a subsequent approval.

[CRETURN TS ces roRTAL . | LoaouT | e 4

Defensg-Security Service Portal

Fational Industrial Security Program [NISP] Cantral Access Information Security Systam

Approvals
Role Request Approval
Requestor Information
FirstHame:  teatit

LastName.  best

Emall  tes111@test com

I Existing Roles .
Requestos Ra:pl 1A Usar I
Commants

Approve || Rejedt | | Canowl

©2011-0

Figure 57: Privileged NCAISS Role Request Detail View

8. After approving, the system redirects you to the “Home” tab to display the remaining number of approvals on
the list.

9.3 Rejecting a Request

Any NCAISS User that receives an access request Work Item has capability to review the request and either
approve or reject it. All NCAISS users follow the same process to reject a request. Note: Any Work Item that is
rejected requires the user to enter a custom comment to indicate the justification for rejection.

1. Click on alinkin the “Request” column, as shown in Figure 58.
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Figure 58: Work Item Request Section

The Account Request detail view is displayed, as shown in Figure 59. Here you can view the account details
and the account type the user is requesting.

Review the request, enter a reason for rejection in the comments box, and click “Reject.” Note: Comments are

required in order to reject a request using this process; if no comments are entered, then an error message
will be displayed.

lest

RETURN TO DSS FORTAL | LOGOUT | HELP

Defense-Security Service Portal

"National Industrial Seciirity Program [NISP) Central Access Information Security System

- Home  Workltems  Delegations  Profile

Approvals

&3 error

Comments are requited when rejecfing a request

Role Request Approval

Requestor Information
FirstMame:  test11
LastMame: test

Email: test1@testcom
Existing Roles’

RequestedRole:  Validating Official

Comments

[2onrove | | Reject || Cancal |

Figure 59: Access Request Detailed Rejection

4. Therequest is rejected and an email is sent to the user with the reason it was rejected.
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10 Delegating Work Items

Any NCAISS user that receives Work Items (e.g., access approval requests) may delegate his/her Work Items to
another user for a specified period of time. Work Item delegation can help ensure that access requests are
processed quickly and efficiently during prolonged absences. When delegating Work Items, it is the responsibility
of the Delegator to ensure that the Delegate is fully capable of completing the assigned work tasks. The process for
delegating Work Items is the same for all NCAISS users and follows the process outlined below. Note: Only one
delegation may be active at any given time, including delegations set for a future time period; creating a second
delegation will supersede any previously created delegation.

1.

From the CAISS Home Page, click the “Delegations” tab, as shown in Figure 60.
; RETURNT0 0S5 PORTAL | LOGOUT | FELP _

| i [ e

\Weicome, testt] test
Last Successful Login; Fri, 11 Oct 2013 09557:52 COT

NCAISS Quick Links
Requast an NCAISS Role

Request a Privileged NCAISS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links
Creats a new STEPP Acoount

Register an Existing STEPP Account

Approvals 0

Contact DSS | FAQs | Accessibility | USA Gov | Secunity and Privacy Nofice | No Fear Act| FOIA | Terms of Use
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Figure 60: Delegating Work Items from the NCAISS Home Page

2. The Delegations tab displays any active or ended delegations and allows the user to begin a new Delegation.
3. Click “New” to initiate a new Delegation.

| Mome  Viorkiiems | osiegatons | rofie |

Delegations

Work items you have delegated to other people are described below.

Filter: All tems bt

Type To Start Date End Date Status
No delegations were found. Some rows in this lable might be hidden because a filter is applied. To create a delegation, click New...

[New....

Contact DSS | FAQs | Accessibility | USA Gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

FOR OFFICIAL USE ONLY
Copyright © 2011 - Defense Security Service | All Rights Reserved

Figure 61: Begin New Delegation
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4. Enter a Start Date and End Date for the period in which you would like to delegate your Work Items.
5. Locate the desired user by selecting and entering search criteria.
| Moms | Worktiams | Ocegatons | Profle

New Delegation

Enter the mforrmation far the wosk #em you are delegating bo another user or users

* 0 Type of Work tem Al Work em Typas -

ilstanDate  DWOBR012 w

[EndDate 04022012 |G|

* [{lDelegate To Users From Search

LastMame = stadswih - 'Sulul_ I

Users Found User Selected

* [MUsers Seisctea >

{oK! | Cancel |

T indicates 3 raquired Rald
Figure 62: Set Delegation Parameters

6. Once you’ve found the appropriate user, select his/her name in the Users Found box and click the right single
arrow button. This will move the user’s name into the User Selected box.
7. Click “OK.”
New Delegation

Enter the information for the work item you are delegating to another user or users,
* [iType ofworkitem  All Work tem Types -

* [lStariDate 04/02/2012

* [lEndDate 041022012
* [ilDelegate To Users From Search
LastName - staiswith ~ haid [ search |

Users Found (1) User Selected

* [ilusers Selected

_Cancel

Figure 63: Select User for Delegation

8. The delegation task will be created and you will be returned to the Delegations tab. Here you will see the new
delegation task in the delegation summary box.
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. Home = Workltems  Delegations i Profile
Delegations

Waork items you have delegated to other people are described Delow.

[ew.. ] [End] Fiter -
| ¥ Type To Start Date End Date Status
All Work Item Types Jeffrey Haid (jeffrey scott haid) Monday, April 2, 2012 12:01:00 AM EDT Monday, April 2, 2012 11:59:00 PM EDT Current
[Mew...| [Ena]

Contact DSS | FAQs | Accessibility | USA Gov | Security and Privacy Notice | No Fear Act | FOIA | Terms
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2011 - Defense Security Service | All Rights Reserved.

Figure 64: Completed Delegation Summary
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11 Logging Out

Users may log out of the DSS NCAISS using the “Logout” button or by closing their web browser. The process and
screen shots below demonstrate logging out of NCAISS using the “Logout” button.

1. From any screen within NCAISS, click on the “Logout” button in the top right corner, as shown in Figure 65.
2. Once logged out, NCAISS Login Page is displayed. Note: You must close your web browser to fully terminate
the session.

s teskl 1 test

‘Defense-Security Service Portal

reTUa ToDss PorTL | | Losour | fele _

iational Industrial Security Program (NISP) Central Access Information Security Syth‘mr‘

Home  Worklems | Delgatons  Profle

Welcome, testi test
Last Successful Login: Fri, 11 Oct 2013 0957:52 COT

NCAISS Quick Links
Request an NCAISS Role

Requesta Pridisgec NCAISS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links

Create a new STEPP Acoount

Register an Existing STEPP Account

Approvals 0

Contact DSS | FAQs | Accessibility | USA Gov| Securty and Privacy Notice | No Fear Act| FOIA| Terms of Use

FOR OFFICIAL USE ONLY

Figure 65: NCAISS Home Page Log Out
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Defense Security Service Portal

PNational industrial Security Program (NISP) Central Access Information Security System
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Figure 66: Successful Logout
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12 OBMS Application NCAISS User Guide

This section describes the step-by-step processes for requesting access to, accessing, and managing users for the
OBMS application using the NCAISS Solution. Note: this portion of the User Guide focuses exclusively on use of the
NCAISS Solution as it relates to the OBMS application. Actions that a user may take within the OBMS application,
following successful authentication, are out of scope for this User Guide. This section assumes that an OBMS
access requestor already has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to
Section 3 for step-by-step instructions for NCAISS self-enrollment.

12.1 Accessing OBMS

CAC/PKI authentication is the process through which all OBMS users, regardless of role, will access the OBMS
application using the CAC or a DoD-approved ECA certificate. For convenience, there are two ways in which a user
may authenticate to OBMS, including:

= Navigate to the public-facing OBMS home page and click “Login” (CAC/PKI Authentication from OBMS)
= Access OBMS from the NCAISS (CAC/PKI Authentication from NCAISS)

The following sections provide step-by-step instructions for accessing OBMS using the two methods described
above. Note: This section assumes that the User already possesses valid NCAISS and OBMS application accounts.

12.1.1 CAC/PKI Authentication from OBMS

The steps below describe the process for accessing OBMS via NCAISS from the OBMS homepage through the use of
a CAC or DoD-approved ECA certificate.

1. Navigate to the OBMS unauthenticated homepage (www.obms.dss.mil).
2. Check the box to indicate that you consent to the terms of the User agreement and select “Login.”

You are accessing a L5, Government {USE) Information System (IS) that is provided for USG-authorized use only. By
using this IS {which includes any device attached to this IS), you consent to the Following conditions:

The USG roukinely intercepts and monitors communications on this IS For purposes including, buk not limited ko,
penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (CI) investigations.

AL any time, the USGE may inspect and seize data stored on this IS,

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and
search, and may be disclosed or used For any USG-authorized purpase.

This IS includes security measures {e.g., authentication and access controls) ko proteck LSS interests--nok for your
personal benefit or privacy.

Mobwithstanding the above, using this IS does not constitute consent ko PM, LE or CI investigative searching or
monitoring of the content of privileged communications, or work product, relsted to personal representation or services
by attorneys, psychotherapists, or clergy, and their assistants, Such communications and work product are private and
confidential. See User Agreement for details, :

Click here

Figure 67: Unauthenticated OBMS Home Page

3. You are redirected to the NCAISS Disclaimer page, as shown in Figure 68. Select “I Accept” to proceed.
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Defense Security Service Portal

Lional industrial Security Program (NISP) Central Access Information Security System i{"

Figure 68: NCAISS Disclaimer

4. The unauthenticated NCAISS page is displayed, as shown in Figure 69. Select “CAC/ECA Login” to proceed.

Defense Security Service Portal @

Kational Industrial 3ecurity Program (NISF) Central Access Information Security System -'

o Note: If you have recently used your CACIECA to login, you may not be prompted for your PIN andlor Certificate.

How ko Setun Firelo 1o ise ActClent?
D55 Portal not loading in Firefox?
Whatis the D55 Portal?

CACIECA Login

CA with my account?
How da | kg inko DS Portal using my CALIECA?
How can | find help?
CAL emor message Page cannot be deplayed™?

Reqester for an scoount See ALL FAGS

Contact D55 | FAQs | Accessibility | USA gov | Security and Privacy Notice | No Fear Act | FOIA | Terms of Use

Figure 69: Unauthenticated NCAISS Home Page

5. Select the certificate that you would like to use. Note: You must use the certificate that has been associated to
your NCAISS account.
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Select a Certificate

SAMPLEUSER
Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

SAMPLEUSER

Issuer DOD CA-30
Valid From: 9/11/2013 to 8/11/2014

o ][ om ]

Figure 70: Certificate Selection

6. Enter your PIN.

Microsoft Smart Card Provider
Please enter your PIN,

D[

Figure 71: PIN Entry

7. The NCAISS Solution authenticates you and, if successful, directs you to OBMS. The OBMS user’s homepage is
displayed, as shown in Figure 72.
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5 subuitter

OBMS

DEFENSE SECURITY SERVICE

Home Cedification and Accreditation = Interconnected Security Adreement (MOLEA) Cedification and Accreditation - Logout

Welcome
Accreditations ISA f (MOUA) Self Certifications IS Profiles
1]

Date o Subject Ee Sender o
2012-03-09 Your accreditation package, CAD001-20120309-00001-00001 Revision 1.0 has been sent back. Reviewer, Sally
2012-03-06 Your ISA (MO package 2011-0069 has been approved Reviewer, Sally
2012-03-02 Your accreditation package, CAD001-20120221-00003-00000 Revision 1.0 has been sent hack. Reviewer, Sally
2012-03-01 The accreditation package, CAD01-20120301-00002-00001 Revision 1.0 has been approved. Approver, Sally
2012-02-20 Your accreditation package, CADDM-20120220-00002-00001 Revision 1.0 has been sent back. Reviewer, Sally
2012-02-15 Your accreditation package, CAD001-20120215-00002-00001 Revision 1.0 has been sent back Reviewer, Sally
2012-02-15 Your 1SA (MOUA) package 2012-0002 has bheen approved. Reviewer, Sally
2012-02-15 The accreditation package, CAD01-20120215-00001-00001 Revision 1.0 has been approved. Approver, Sally
2012-02-15 The accreditation package, CAD01-20111221-00001-00001 Revision 1.0 has been denied. Approver, Sally

2012-01-16 Your 1SA (MOURY package 2011-0078 has been approved Reviewer, Sally

Felease Version: OBIVIS 5.0-beta (2 Feb 20123

Figure 72: OBMS User Home Page

Note: OBMS users with multiple OBMS roles will be prompted by OBMS to select the role that they would like to
use during a given session, as shown in Figure 73. If applicable, select the desired role from the drop down menu
and click “Submit.”

Submit

For Official Use Ouly

OBMS

Figure 73: Multiple OBMS Role Selection

12.1.2 CAC/PKI Authentication (to OBMS) from NCAISS

The steps below describe the process for accessing OBMS via NCAISS from NCAISS through the use of a CAC or
DoD-approved ECA certificate.

1. Navigate to the NCAISS (https://sso.dss.mil) in your web browser.

2. Authenticate to NCAISS, as described in Section 5.

3. Upon successful authentication, the NCAISS Home Page is displayed.

4. Click the “Access OBMS” link within the “OBMS Quick Links,” as shown in Figure 74.
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Logged in'as: teshl 1 [E‘Sl.

DefetiSe Seéurity Service Portal

T P
RETURNTODSSPORTAL | LOGOUT | HELP £
3

A

1)

ational Industrial Security Program (NISP) Central Access Information Security Systs

| Home | Worklems | Delgatons | Profle

\Welcome, test11 test
Last Successful Login: Fri, 110ct2013 09:57.52 COT

NCAISS Quick Links
Request an NCAIS3 Role

Request a Privileged NCAISS Role

OBMS Quick Links

RequestManage QBMS Access

Click Here

STEPP Quick Links
Create a new STEPP Account

Regisler an Existing STEPP Account

Approvals 0

Contact 0SS | FAQs | Accassibility | USA Gov| Security and Privacy Notica | No Fear Act| FOIA| Terms of Use

FOR OFFICIAL USE ONLY

Figure 74: Accessing OBMS from the NCAISS Home Page

5. NCAISS will direct you to OBMS and the OBMS user home page is displayed, as shown in Figure 72.

Note: OBMS users with multiple OBMS roles will be prompted by OBMS to select the role that they would like to
use during a given session, as shown in Figure 73. If applicable, select the desired role from the drop down menu
and click “Submit.”

12.2 Requesting Access to OBMS

In order to gain access to OBMS, an NCAISS user must request access using the OBMS access request form from
within the NCAISS. Based upon the user’s affiliation with DSS (using their email address on record), NCAISS will
display the appropriate OBMS access request form. OBMS Internal Users, either DSS employees or contractors
with a dss.mil email address will complete the Internal OBMS access request form, as described in Section 12.2.1.
OBMS External Government Users, individuals from the industrial security community, representing a Federal
Government organization, that have a .mil or .gov (non-DSS) email address will complete the External Government
Submitter OBMS access request form, as described in Section 12.2.2. OBMS External Contractor Submitter Users,
industry users with an email address other than .gov or .mil (e.g., .com, .org, etc.); will complete the External
OBMS Contractor Submitter access request form, as described in Section 12.2.3. The following sections provide
step-by-step instructions for requesting access to OBMS, based upon your affiliation with DSS.

12.2.1 OBMS Internal User (DSS.mil) Account Request

This process allows an Internal OBMS Access Requestor with a dss.mil email address to request access to the
OBMS application. Note: This process assumes that the Access Requestor has a valid NCAISS account and has
already logged into NCAISS, as described in Section 5.

1. Once logged into NCAISS, click the “Request/Manage OBMS Access” link in the “OBMS Quick Links,” as shown
in Figure 75.
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gged in as: tesf1 test

Defense Security Service Portal | ks

Hational Tndustrial Security Program (NISP) Central Access Information Security System C

| Home Worktems  Delegations Prm:

Welcome, testi test
Last Successful Login: Fri, 11 0ct 2013 09:57:52 COT

NCAISS Quick Links
Requast an NCAISS Role

Request a Privileged NCAISS Role
OBMS Quick Links

RequestManage OBMS Access Click Here

STEPP Quick Links
Creats anew STEPP Account

Register an Existng STEPP Account

Approvals 0

Contact DSS | FAQS | Accessibility | USA Gov | Secunty and Privacy Nofice | No Fear Act| FOIA | Terms of Use

FOR OFFICIAL USE ONLY
Figure 75: Requesting Access to OBMS from the NCAISS Home Page

2. NCAISS will determine that you are an Internal Requestor because a dss.mil email address is affiliated with
your NCAISS account, and will display the Internal OBMS Access Request Form.

3. Complete the form, selecting “User OBMS Title” and “User OBMS Region” from the drop-down lists, adding
“Role” assignment(s), and providing your Sponsor’s (current DSS Supervisor) email address, as shown in Figure
76. Note: As an Internal OBMS User, your Sponsor must have a dss.mil email address.
Note: If you have previously completed the User Information data fields (e.g., Name, Address, Organization,
Phone Number, etc.) the data will be pre-populated and locked for editing; should you need to revise your
previously entered information you may do so on the Profile tab (see Section 7 for additional guidance on
editing the user profile).

4. Click “Submit.”
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OBMS User:

CBMs © s mies
FrstName:  les

* ZpCoge S

Change Access:

UserOBMS TS 4o Ommicer

User OBMS REDIN ooy e -

Seacieg DSS Agoizazon OBMS

€———— Select Title and Region

/ Provide information

Auatiazie OBMS Roles.

Seiecea OBMS Roie's)

Azpizaten AgminsTene
Aporowes
DSS Nor-OOAA
aa:ma-a;‘o‘é!:s’eﬂ.:i M2 Comen: Aaminisyar

s | | Ragiona! Commen: AgminisTae
Reviewer
S:a®ing Cooranaer
U387 Managemen CotrT mani - NaTona
User Managemen: Coongingtor - Regiona’

Piease Provice Sponsor SMall S00rESS (SOOTSON MUST D2 & vsio

[ senmcr eme - |€— Provide your Supervisor's email address

Click Submit

5.
6.
7.

T

Select Role(s)

/

S| USaY)

Figure 76: Internal OBMS Access Request Form

A confirmation screen will be displayed, as shown in Figure 77. Confirm the accuracy of the information.
Click “Cancel” to cancel the request if changes are needed.
Click “Confirm” to submit the request for review.
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OBMS User:
OBMS ID:
First Name:
Last Name:
Suffix
Email Name:

Rank/Grade: (e.g..
GS-13, O-1)

Organization Name:

les miles
les

miles

les mies@dss mil

Office Code
Street Address 10430 Fumance Road
City: Lorton State: VA Zip Code: 22079

Phone: (Xo0-100¢-1000)

Phone Ext

8.

Sponsor marques.oolston
Sponsor Email:  marques.colston@dss. mil
Title:  Action Officer
Region:  Capital Region
Current Access:

User Type System Role(s)

New Access:
User Type System Role(s)
OBMS Application Administrator

Please confirm the new access

=

Figure 77: OBMS Internal Access Request Confirmation

Upon clicking “Confirm” your access request is submitted and you are returned to the NCAISS Home Page.

12.2.2 OBMS External Government (non-DSS) Submitter User Access Request

This process allows an External OBMS Government Submitter Access Requestor with a non-dss.mil email address
to request access to the OBMS application. Note: This process assumes that the Access Requestor has a valid
NCAISS account and has already logged into NCAISS, as described in Section 5.

1.
2.

Once logged into NCAISS, click the “Request/Manage OBMS Access” link, as shown in Figure 75.

NCAISS will determine that you are an External Government Submitter Requestor because a .gov or .mil (non-
dss.mil) email address is affiliated with your NCAISS account, and will display the External OBMS Access
Request Form for Government Submitter users.

Complete the form, selecting “OBMS User Title” from the drop-down list, adding the “Role” assignment,
providing your Sponsor’s (your current supervisor within your government organization) email address, as
shown in Figure 78.

Note: Your Sponsor must have an NCAISS account in order to approve your access to OBMS — you will not be
able to submit your OBMS access request until your Sponsor creates an NCAISS account.

Note: If you have previously completed the User Information data fields (e.g., Name, Address, Organization,
Phone Number, etc.) the data will be pre-populated and locked for editing; should you need to revise your
previously entered information you may do so on the Profile tab (see Section 7 for additional guidance on
editing the user profile).

Click “Submit.”
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Manage OBMS User Access

Please comglete all information requested below and click "Submit” when complete, or click "Cancel” to return to Home tab.

OBMS User:

OBMS ID: gov.user2

First Name: gov

Last Name: userd

Suffix:
Email Name: govuser3@test.gov PrDVidE‘ infDrm ation
Organization Name: . ?_——_
Street Address: -
City: v
State Choose a State v *  Zip Code: -

Phone:(300t-100t-x000¢) -

Phone Ext Select Title

Change Access:
User OBMS Title: | Government Contracting Authority (GCA) - Select Role

Selected DSS Application: OBMS

Avagilable OBMS Roles Selected OBMS Role(s)

Government Submitter

Please select
appropriate OBMS
Role(s):
[supenvisor Emai *|€—— Provide your Sponsor’s email address
If you have any questi or if the inf ion presented above is inaccurate, please contact the DSS Call Center at (888) 282-78-82@

(Submit ) feamens Click Submit

Figure 78: OBMS Government Submitter Access Request Form

5. A confirmation screen will be displayed, as shown in Figure 79. Confirm the accuracy of the information.
6. Click “Cancel” to cancel the request if changes are needed.
7. Click “Confirm” to submit the request for review.
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Please confirm the new access

OBMS User:
OBMS ID
First Name:
Last Name:
Suffix:
Email Name:
Organization Name:
Street Address:
City:
Phone: [xoo-x00t-30000)
Sponsor:
Sponsor Email

Title:

Current Access:

gov.user3
gov

user3

govuser3@test.gov

GSA

123F St NW ©

Washington ® State: District of Columbia *  Zip Code:
20255555550 * Phone Ext

gov.userl
govuseri@test.gov

Government Contracting Authority (GCA)

User Type | System Role(s)

New Access:
User Type System Role(s)
OBMS Government Submitter

Please dick "Confirm” button to request the new access or "Cancel” to cancel the request

[coriim |1

Click Submit

1111 *

Figure 79: OBMS Government Submitter Access Request Confirmation

8. Upon clicking “Confirm” your access request is submitted and you are returned to the NCAISS Home Page.

12.2.3 OBMS External Contractor (Industry) Submitter User Access Request

This process allows an External OBMS Contractor Submitter Access Requestor with a (non-.gov or .mil) email
address to request access to the OBMS application. Note: This process assumes that the Access Requestor has a
valid NCAISS account and has already logged into the NCAISS, as described in Section 5.

1. Once logged into the NCAISS, click the “Request/Manage OBMS Access” link, as shown in Figure 75.

2. NCAISS will determine that you are an External Requestor because a non-dss.mil email address is affiliated
with your NCAISS account, and will display the External OBMS Access Request Form.

3. Complete the form, selecting “OBMS User Title” from the drop-down list, adding the “Role” assignment, and
providing CAGE Code and KMP email address, as shown in Figure 80.
Note: You may add additional CAGE Codes by clicking the “Add Another CAGE Code” button. You must provide
a KMP email address for each CAGE Code that you’re requesting. Each KMP must have a valid NCAISS account
in order to approve access to the respective CAGE Code.
Note: If you are requesting CAGE Code changes to your existing OBMS account, then you must use the “Add
Another CAGE Code” button, input the necessary information, and then remove the un-needed CAGE Code(s).
Note: A KMP requesting OBMS access for a CAGE Code that he/she manages or maintains may self-sponsor
their request by using the email address associated with their NCAISS account for the corresponding CAGE
Codes; the KMP will be required to approve each CAGE Code request that he/she self-sponsors upon

submitting the request form.

Note: You may search for the appropriate CAGE Code using the link provided; once found copy and paste the
appropriate code into the “Cage Code” box.
Note: If you have previously completed the User Information data fields (e.g., Name, Address, Organization,
Phone Number, etc.) the data will be pre-populated and locked for editing; should you need to revise your
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previously entered information you may do so on the Profile tab (see Section 7 for additional guidance on
editing the user profile).
4. Click “Submit.”

Manage OBMS User Access

Please complete all information requested below and click “Submit® when complete, or click “Cancel” to return to Home tab.

OBMS User:
OBMSID:  industry.user27

FirstName: industry

LastName: user27
Suffix:

Email Name: industryuser27@testcom Provide inform ation

Organization Name: * &
Street Address: *
City: *
State Choose a State ~ *  Zip Code: *
Phone: (00t-00-1000) *  Phone Ext Select Title

Change Access:

User OBMS Title: I Information System Security Manager (ISSM) v Se| ect R0| e
Selected DSS Application: OBMS
Available OBMS Roles Selected OBMS Role(s)
Contractor Submitter

Please select
appropriate OBMS
Role(s):

Current Approved | CAGE Code | CAGE Code KMP Email Enter CAGE Code and

CAGE Code(s). |none

KMP Email Address

New set of CAGE CAGE Code CAGE Code KMP Email
Code(s): || I

( Remove Selected CAGE Code )| Add Another CAGE Code

Need To Lookup a CAGE code? Click here!

If you have any questions or if the information presented above is inaccurate, please contact the DSS Call Center at (8 82v7632@

Click to add additional
| ubmit ESense i i
oenes Click Submit e e g

Figure 80: External OBMS Access Request Form

5. A confirmation screen will be displayed, as shown in Figure 81. Confirm the accuracy of the information.
6. Click “Cancel” to cancel the request if changes are needed.
7. Click “Confirm” to submit the request for review.
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Please confirm the new access

OBMS User:
OBMS ID:  industry.user27
First Name:  industry
Last Name: user2?
Suffix:
Email Neme:  industryuser27@test.com
Organization Name:  Industry Test

Street Address: 123 Quantico St

City: Quantico State: Virginia " Zip Code: 22222
Phone:(oocoooo) 70255555550 ¥ Phone Ext
Title:  Facility Security Officer (FSO)
Current Approved CAGE Codes:
CAGE Code = CAGE Code KMP Email
None

Requested CAGE Codes:

CAGE Code | CAGE Code KMP Email
G1000 industryuser1@test.com
G1002 industryuser2@test.com

Please dick "Confirm” button to request the new acoess or "Cancel” to cancel the request

|\ — Click Submit

Figure 81: External OBMS Account Request Confirmation

8. Upon clicking “Confirm” your access request is submitted and you are returned to the NCAISS Home Page.

12.3 Reviewing and Approving/Rejecting OBMS Access Requests

When an OBMS Access Requestor submits a request to access the OBMS application, a Work Item is added in the
appropriate Sponsor’s queue. Note: Internal OBMS Access Requestors specify their current DSS Supervisor as their
Sponsor, External Government Submitter Access Requestors specify their current government organization
supervisor as their Sponsor, and External Contractor (Industry) Submitter Access Requestors specify the KMP for
each requested CAGE Code as their Sponsor(s). Once approved by the Sponsor, accounts for Internal and External
Government Submitter OBMS Access Requests are created by NCAISS and the user is notified. External Contractor
Submitter OBMS Account Requests must be reviewed approved by the DSS Call Center, in addition to the
Requestor’s Sponsor(s), prior to account creation. This subsections that follow outline the process for reviewing
and approving or rejecting OBMS access requests at the Sponsor-level. Note: Refer to the Account Administrator
User Guide for guidance on DSS Call Center processing of OBMS External Contractor Submitter Access Requests.

12.3.1 Sponsor Approval for OBMS Internal (DSS.mil) Access Requests

The following steps outline the process for reviewing and approving access to OBMS Internal users as the Sponsor
(DSS Supervisor).

1. Loginto NCAISS, as described in Section 5.
2. Click on either the “Approvals” bar or the “Work Items” tab.
3. The “Work Items” tab is displayed with a list of requests awaiting approval, as shown in Figure 82.
4. There are two ways to approve a request:
a. You can check the checkbox next to the request and click “Approve.” Note: To approve multiple
requests, check the top checkbox to select all requests in the list and click “Approve.”
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b. Click on “New Account Request” link in the Request box.

Mome | WorkNems | Hiquests  Delgalioss  Profle

Appeovals | ABestaions | Remedialitas | Omer

Awaiting Approval

Eheck & box neal bo & panding requestbo selact & Click Appeavn s appeovs Bae request o Rject b Sany L To e P raquest BsL. dick 8 colun

¥ Apprver Regeest

DSS Superviser

Appeove | | Foeject | | Refresn

Foatum 10 Uan Uses

ntte

Date of Haquest Destiiption

Sahurday, Warch 10, 2012 104827 P EST ORMS AccEss Approval Reques!

Click here to view the request
in detail

Figure 82: OBMS Access Request Work Item

5. The OBMS Access Request Approval detail view is displayed, as shown in Figure 83. Here you can view the
account details and the account type the user is requesting.

6. Review the request and click either “Approve” or “Reject” to grant or deny the request.
Note: The Sponsor may change a requestor’s role selection, if needed.
Note: If you are rejecting the OBMS access request, then you must enter a comment into the comment box.

Home  WorkMNers | Delegations  Profie  Call Cenler

Foproaats

OBMS Access Request Approval

OBMS User:
QBUSID. a3 obmd
Fisltame. &3

Lasl Hame:

shimsd
Sl
Email Mame  deseomedides mil
Ongangaton Name: g5 °

Sheel Adduss. das ©

Cif s * S pgana * IpCedr mn *

Pronefonaeoed 1111114111 * ProntEx
Ustr OBUS Region - Soulhem Region
L DBUES Tide

pnated Apoto) Auhonty [D0RA) MO Wasaer

Please saiet
0pepats OBUS | iy
REHS

Comments

Click here to approve
Agprove | |Reeed | Cancel

€

DSS Supervisor may edit role selection, if
necessary

Figure 83: OBMS Access Request Review - Detailed View

7. Upon clicking “Approve,” the system redirects you to the NCAISS Home Page. Note: If you have additional
items to approve, click on either the “Approvals” bar or the “Works Items” tab to continue.

12.3.2 Sponsor Approval for OBMS External Government Submitter Access Requests

The following steps outline the process for reviewing and approving access to OBMS External Government
Submitter users as the Sponsor (Government Organization Supervisor).

1. Loginto NCAISS, as described in Section 5.

2. Click on either the “Approvals” bar or the “Work Items” tab.
3. The “Work Items” tab is displayed with a list of requests awaiting approval, as shown in Figure 82.
4

There are two ways to approve a request:

a. You can check the checkbox next to the request and click “Approve.” Note: To approve multiple
requests, check the top checkbox to select all requests in the list and click “Approve.”
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b. Click on “New Account Request” link in the Request box.
5. The OBMS Access Request Approval detail view is displayed, as shown in Figure 84. Here you can view the
account details and the account type the user is requesting.
6. Review the request and click either “Approve” or “Reject” to grant or deny the request.
Note: If you are rejecting the OBMS access request, then you must enter a comment into the comment box.
Home  Workbms  Delagalions  Prolle

Aporoeals

OBMS Access Request Approval

OBMS User.

oiGoumaia * Dele vy

=] =l Click here to approve

Figure 84: OBMS Government Submitter Approval Form

7. Upon clicking “Approve,” the system redirects you to the NCAISS Home Page. Note: If you have additional
items to approve, click on either the “Approvals” bar or the “Works Items” tab to continue.

12.3.3 Sponsor Approval for OBMS External Contractor Submitter Access Requests

The following steps outline the process for reviewing and approving access to OBMS External Contractor Submitter
users as the Sponsor (KMP for specified CAGE Code). Note: OBMS Contractor Submitters may request access to
multiple CAGE Codes; a KMP must be specified for each CAGE Code requested. Accordingly, there may be multiple
Sponsor-level approves required for a single OBMS Contractor Submitter access request; access to each CAGE
Code must be approved or rejected by the specified KMP before the access request can be processed by the DSS
Call Center. Failure to approve or reject an OBMS Contractor Submitter access request as the Sponsor within seven
(7) days will result in automatic rejection of access to the specified CAGE Code(s).

1. Loginto NCAISS, as described in Section 5.
2. Click on either the “Approvals” bar or the “Work Items” tab.
3. The “Work Items” tab is displayed with a list of requests awaiting approval, as shown in Figure 82.
4. There are two ways to approve a request:
a. You can check the checkbox next to the request and click “Approve.” Note: To approve multiple
requests, check the top checkbox to select all requests in the list and click “Approve.”
b. Click on “New Account Request” link in the Request box.
5. The OBMS Access Request Approval detail view is displayed, as shown in Figure 85. Here you can view the
account details and the account type the user is requesting.
6. Review the request and click either “Approve” or “Reject” to grant or deny the request.
Note: If you are rejecting the OBMS access request, then you must enter a comment into the comment box.
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OBMS Access Request Approval

OBMS User:
OBMS ID:  industry.user27
First Name: industry
Last Name:  user27

Suffix
Email Name:  industryuser27@test.com Note the CAGE COde
Organization Name:  Industry Test * being requested

Street Address: 123 Quantico St

City: Quantico © State: Virginia * Zip Code: 22222 *
Phone:(ooioocoo)  703-555-55550 ©  Phone Ext:
——
Available OBMS Roles Selected OBMS Role(s)
app:oi:::e;ﬁg
Role(s):
Comments B

M Click here to Approve

Figure 85: OBMS Contractor Submitter Approval Form

7. Upon clicking “Approve,” the system redirects you to the NCAISS Home Page. Note: If you have additional
items to approve, click on either the “Approvals” bar or the “Works Items” tab to continue.

OBMS External Contractor Submitter account requests must be reviewed and approved by a DSS Call Center Agent,
in addition to the Access Requestor’s Sponsor(s) (Organization KMP) for the requested CAGE Code(s). Note: Refer
to the Account Administrator User Guide for guidance on DSS Call Center processing of OBMS External Contractor
Submitter Access Requests.

12.4 Managing OBMS User Accounts

This section provides step-by-step instructions related to the process that allows an OBMS User Management
Coordinator to modify an OBMS user’s assigned OBMS role(s) (i.e., add or remove roles) and modify a user’s OBMS
profile (i.e., change region code or CAGE code) within the NCAISS Solution.

12.4.1 Managing OBMS Internal and External Government Submitter User Accounts

1. Loginto OBMS, as described in Section 12.1.
2. Click the “Edit Role” or “Edit Title,” as appropriate, from the “User Management” tab within the OBMS User
Management Coordinator interface, as shown in Figure 86.
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) OBMS
JEFENSE SECURITY SERVICE
Home Urer Management =  Facllities Management =  Reports Logout
~ Edit Roke
~ Edit Thcke
Edlit Stanws

OBMS 2031

For Official Use Only
Cersion: OBMS 4.0 (3 Mgy 2012

Figure 86: OBMS User Management Coordinator Interface

3. OBMS re-directs you to NCAISS and the NCAISS Solution starts the User Management workflow. Search for the
desired OBMS user by inputting search parameters and clicking “Search.”

a. You may search for a user by entering any combination of: OBMS user ID, First Name, Last Name, or
Email Address

b. Entering no search criteria will display a list of all available OBMS users
Manage User Access

Please Search for a User

Please note that the susiam, faclsalslsingsiado it ontiondarile below criteria
System 1D |
First Name
LN — Input search parameters
Email Address

Click here to begin search

Figure 87: Search for an OBMS User

4. NCAISS will display the results of the OBMS user search. Click the “Manage Access” button, as shown in Figure
88.

Manage User Access

Please Search for a User

Please note that the system searches for users using ‘starts with’ option for the below criteria.

SystemID
First Name
Last Name

Email Address

Search Result

SystemID | FirstName | LastName | Email [ Access Role
Vsample.user i Sample User rsample,user@dss mil EVOBMS {Approver) ' .
extrauserctr | Extra | user extra user cir@dssmil | OBMS (Content Administrator) || Manage Access | Click here to select
‘"john.srnith i John :.Smlth :-]onn,smim@ngc,ccm ?DBMS (Submitter) the desl red user

sally jones Sally Jones sally jones@dss.mil  |OBMS (Staffing Coordinator)

Figure 88: OBMS User Search Results
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5. NCAISS displays the desired user’s record, as shown in Figure 89. Modify the user’s account, as necessary.
Note: To disable a user’s access to OBMS, remove all OBMS roles from the user’s account.
Note: To reinstate a disabled user’s access to OBMS, add a role to the user’s account.

6. Click “Save” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard any changes that have been made to the user’s account.

Manage OBMS User Access

Flesie all q below and dick "Submit” when complete. or did "Cancel” to return to Home tab

OBMS User:
OBMS D" bruce lee
First Name bruce

Last Name:  les
Sutfixc
Email Name:  bruce lee@dss. mil

Rank/Geade: (8.9..
G5-13, 0-1)

Organization Name:

Cifice Code

Street Address:

Chty *  State: *  Zip Code:
Phone:poctoc-cooe) Phone Ext

Change Access:

User SBMS Title: Action Officer -

User CEMS Region Nodhern Region ~ &

HQ Content Administrator

Please select

Selected 055 Application: CBMS MOdlfy accessl as needed
Avallable OBMS Rales Salected OBMS Role{s)
DSS Nen-0DAA (e see Manager Coordinator - National

sppropriate OBMSE Rl:ﬂlc.‘.ll Content Administrator [ Py J
Role(s)

Reviewer
Staffing Coordinator
Jsar M o - Regi

Click here to save changes

ingdicates a required fiela

Figure 89: Manage OBMS User Profile

12.4.2 Managing OBMS External Contractor Submitter User Accounts

1. Loginto OBMS, as described in Section 12.1.
2. Click the “Edit Role” or “Edit Title,” as appropriate, from the “User Management” tab within the OBMS User
Management Coordinator interface, as shown in Figure 86.
3. OBMS re-directs you to NCAISS and the NCAISS Solution starts the User Management workflow. Search for the
desired OBMS user by inputting search parameters and clicking “Search.”
a. You may search for a user by entering any combination of: OBMS user ID, First Name, Last Name, or
Email Address
b. Entering no search criteria will display a list of all available OBMS users
4. NCAISS will display the results of the OBMS user search. Click the “Manage Access” button, as shown in Figure
88.
5. NCAISS displays the desired user’s record, as shown in Figure 90. Modify the user’s account, as necessary.
Note: To disable a user’s access to OBMS, remove all OBMS roles from the user’s account.
Note: To reinstate a disabled user’s access to OBMS, add a role to the user’s account.
6. Click “Save” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard any changes that have been made to the user’s account.
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Manage OBMS

User Access

Please complete all information requested below and dlick "Submit™ when complete. or click "Cancel” to return to Home tab.

OBMS User:
OBMS ID:  industry.user
First Name: industry
Last Name:  usert
Suffix:
Email Name: industryuser1@test.com

Organization Name: Industry

Street Address: Industry

City: Industry
State 1111 .

Phone:(oox-oox-coc) 111111111111 *  Phone Ext:

Change Access:

User OBMS Title: Alternate Information System Security Manager (AISSM)

Selected DSS Application: OBMS

Selected OBMS Role(s)

Contractor Submitter

Modify access,
W as needed

Available OBMS Roles

Please select
appropriate OBMS
Role(s):

| CAGE Code | CAGE Code KMP Email

Current Approved | G1004 deloitteuser1 @delcitte.com

CAGE Code(s): | G1001

Add or remove CAGE
Codes, as needed

| deloitteuser1@deloitte.com

G1002 | deloitteuser1@deloitte.com |
| CAGE Code ' CAGE Code KMP Email
e I [ -61004 .deluiﬂeus«eﬂ@deloiue.mm (
Ceode(s)| | (] | G1001 deloitteuser1 @deloitte.com
(&) 51002 deloitteuser @deloitte. com
I Remove Selected CAGE Code ]|[ Add Another CAGE Code | Ih

Need To Lookup a C* code? Click here!
If you have any questions or if the information presented above is inaccurate, please contact the DSS Call Center at (888) 282—7682@

Figure 90: Manage OBMS Contractor Submitter User

12.5 Produce OBMS User Report

This section provides step-by-step instructions related to the process that allows an OBMS User Management
Coordinator to run and produce a report that lists all OBMS users and their assigned OBMS role(s) using the
NCAISS Solution.

1. Loginto OBMS, as described in Section 12.1.
2. Click the “Reports” tab from within the OBMS User Management Coordinator interface, as shown in Figure 91.
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) OBMS

LCURITY 5

For Official Use Oni

Peloase Version: OBMS 305

Figure 91: OBMS User Management Coordinator Interface

3.

OBMS re-directs you to the NCAISS Reports tab; select the desired report from the list of available options.
4.

Click “Run” to produce the desired report in a web browser window. Note: Reports can also be downloaded in
.csv (MS Excel) or .pdf formats.

Hun asert | View Recon

Run Reports

Salect 3 rapart typ (13entily Hanages or Adaar) fram M st of cpBans ta display availatle repors, To create of fun 3 P, £a18ct 3 raport lype ram M New.— ISt of cptions. To &0it 3 3ved repon. click 3 rpar AAMe. Chek Rua 10 un 3 saved
Tepaet To 30 e kst of repoets, chick 3 colume e

Download PUF Repor & Repon Name

Report Type Summary
D55 - CBUS User Report User Report
Select “Run” to
roduce report
P P Report can also be
exported as a CSV or PDF
Figure 92: OBMS Report Options

Report Results

User Summary Report

Monday, March 12, 2012 12:54:54 PM EDT

¥ Identity Manager Account Id Full Name Assigned Roles Disabled
Approver

Jeffrey.haid Jefirey Haid Reviewer false
0BM3
DSS Non ODAA

testido01 TestID OBMS false
Submitter

Jjeffrey haid.cir Jeffrey Haid g\?erﬁmer false
Content Administrator

jhaid001 Jeffrey_Test Haid 0OBMS false
Reviewer

Figure 93: Sample OBMS User Summary Report
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13 STEPP Application NCAISS User Guide

This section describes the step-by-step processes for requesting access to and accessing the STEPP application
using the NCAISS Solution. Note: this portion of the User Guide focuses exclusively on use of the NCAISS Solution
as it relates to the STEPP application. Actions that a user may take within the STEPP application, following
successful authentication, are out of scope for this User Guide. This section assumes that a STEPP access requestor
already has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to Section 3 for step-
by-step instructions for NCAISS self-enrollment.

13.1 Accessing STEPP

Following STEPP’s integration with NCAISS, STEPP users are able to use their existing CAC/PKI credentials to gain
access to STEPP application. Note: Use of CAC/PKI credentials for access to STEPP is optional; STEPP users may
continue to access the application using their existing username/password.

For convenience, there are three ways in which a user may authenticate to STEPP, including:

= Navigate to the public-facing STEPP home page and click “CAC/PKI Login” (CAC/PKI Authentication from the
STEPP Homepage)

= Access STEPP from NCAISS (CAC/PKI Authentication from NCAISS)

= Login to STEPP using existing username/password authentication process (STEPP Username/Password
Authentication)

The following sections provide step-by-step instructions for accessing STEPP using the three methods described
above. Note: This section assumes that the User already possesses valid NCAISS and STEPP application accounts.

13.1.1 CAC/PKI Authentication from the STEPP Homepage

The steps below describe the process for accessing STEPP via NCAISS from the STEPP homepage through the use of
a CAC or DoD-approved ECA certificate.

1. Navigate to the unauthenticated STEPP homepage (http://www.dss.mil/seta/enrol/stepp.html).
2. Select the “CAC/PKI Login” button, as shown in Figure 94.
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Frequently Asked Questions
&) CDSE on Twitter

CDSE on Facebook
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You are redirected to NCAISS Disclaimer page, as shown in Figure 68. Select “I Accept” to proceed.

CDSE + STEPP

STEPP Security Training, Education and
Professionalization Portal

Executive Order 12558, as amended, has been superseded by
Executive Order 13526 Classified National Security Information,
dated December 25, 2009, We are werking to update all
courseware, butplease be aware thatuntil such time as all updates
are completed, there will be references to EQ 12558, as amended.

‘We refer to our learning management system as the STEPP system. This
s where we maintain the list of courses that we provide and where your
student information and your course transcripts are maintained. The
online courses that we provide are also part of this system.

CDSE courses are intended for use by Department of Defense and
other U.5. Government personnel and contractors within the
Natienal Industrial Security Program.

STEPP News & Announcements

01/10/12 - Attention STEPP Users: Update on Virtual Course
Completions

If you have completed any of the below virtual courses and the STEFP
system is not recognizing the completion on your transcript, launch the
course again, verify the lessons have been marked complete and close

Configuration Check
JavaSoript & enabled on your browser,
Cookaes are enabled.

Pop-up blocker & dizabled.

Flash i version § or above.

Sarme oourse ontent requines oot feas

s,
CAC/PKI Login

UN/PW Login

Guide, wiew the Hslj

our....

A0s section, or see

New STEPP Video

Tutorial

N

——

=

the course appropriately. Thank you for your patience and we apologize for any inconvenience.

Figure 94: CAC/PKI Login from STEPP Homepage

Defense-Security Service Portal

tignal industrial Security Program (NISP) Central Access Information Security System (NG

il (T
(IR TR TR R

TAccept

L |

Figure 95: NCAISS Disclaimer

Click here

The unauthenticated NCAISS page is displayed, as shown in Figure 69. Select “CAC/ECA Login” to proceed.
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Defense Security Service Portal U

Piational industrial Security Program (NISP) Central Access Information Security System ":-_-'

Q Note: If you have recently used your CACIECA to login, you may not be prompted for your PIN and/or Certificate.

CACIECA Lngin

Regster Cerificale

BIIOF Mes: 3
Rogestor for an scoount See AL FAQs

+ Genesale Password

Contact D55 | FAQs | Accessibility | USA gov | Security and Privacy Notice | No Fear Act | FOIA | Terms of Use

Figure 96: Unauthenticated NCAISS Home Page

5. Select the certificate that you would like to use. Note: You must use the certificate that has been associated to
your NCAISS account.

Select a Certificate

SAMPLEUSER

Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

SAMPLEUSER
Issuer DOD CA-30
Valid From: 9/11/2013 to 8/11/2004

Figure 97: Certificate Selection

6. Enteryour PIN.
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Microsoft Smart Card Provider
Please enter your PIN,

Figure 98: PIN Entry

The NCAISS Solution authenticates you and determines if you have multiple STEPP accounts correlated with
NCAISS. Note: If you have only a single STEPP account correlated with NCAISS, then proceed to Step 9.

If multiple STEPP accounts have been correlated with NCAISS, then the NCAISS Solution will prompt you to
select which account you wish to use, as shown in Figure 99. Select the desired account and click “Continue.”

n Welcome STEPP user

Select the account that you wish to use

Contact D55 | FAGQs | Accessibility | U SA.goy

Notice | Ho Fear Act | FOIA | Terms of Use
E

Figure 99: Multiple STEPP Account Selection

9. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 100.
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Figure 100: STEPP User Homepage

Note: If you have a multiple STEPP accounts correlated with NCAISS and wish to log into STEPP via NCAISS with
another STEPP account, you must log out of STEPP and NCAISS and close your web browser. After you have closed
the browser session, open a new browser session and access NCAISS. After accessing NCAISS, follow steps 8 thru
10 above selecting the appropriate STEPP account to access STEPP.

13.1.2 CAC/PKI Authentication (to STEPP) from NCAISS

The steps below describe the process for accessing STEPP via NCAISS from NCAISS through the use of a CAC or
DoD-approved ECA certificate.

1. Navigate to NCAISS (https://sso.dss.mil) in your web browser.

2. Authenticate to NCAISS, as described in Section 5.

3. Upon successful authentication, the NCAISS Home Page is displayed.

4. Click the “Access STEPP” link within the “STEPP Quick Links,” as shown in Figure 101.

HS0021-13-F-0035 Page 72


https://sso.dss.mil/

Defense Security Service NCAISS User Guide

‘Defehse-Sectrity Service Portal

RETURNTODSSPORTAL | LOGOUT | HELP -1y
i ¢
i

ational Industrial Security Program (NISP) Central Access Information Security Syste

Jﬂmmmmm

\Weloome, test11 test
Last Successful Login: Fri, 11 0ct 2013 09:57:52 COT

NCAISS Quick Links
Request an NCAISS Role

Reques! a Privileged NCAISS Role

OBMS Quick Links

RequesthManage OBMS Access

STEPP Quick Links
Create a new STEPP Account

PP Account

Click Here

Approvals 0

Contact DSS | FAQs | Accessibility | USA Gov | Security and Privacy Nofice | No Fear Ad | FOIA | Terms of Use

FOR OFFICIAL USE ONLY
Figure 101: Access STEPP from the NCAISS Home Page

5. The NCAISS Solution authenticates you and determines if you have multiple STEPP accounts correlated with
NCAISS. Note: If you have only a single STEPP account correlated with NCAISS, then proceed to Step 7.

6. If multiple STEPP accounts have been correlated with NCAISS, then the NCAISS Solution will prompt you to
select which account you wish to use, as shown in Figure 99. Select the desired account and click “Continue.”

7. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 100.

Note: If you have a multiple STEPP accounts correlated with NCAISS and wish to log into STEPP via NCAISS with
another STEPP account, you must log out of STEPP and NCAISS and close your web browser. After you have closed
the browser session, open a new browser session and access NCAISS. After accessing NCAISS, follow Steps 6 thru 7
above selecting the appropriate STEPP account to access STEPP.

13.1.3 Username/Password Authentication (to STEPP)

STEPP users that wish to continue to use STEPP username and password credentials to access STEPP may do so
without the need to login to NCAISS. For step-by-step instructions for logging into STEPP with username and
password, refer to the STEPP FAQs (http://www.dss.mil/seta/enrol/enrol-log-in.html).

13.2 First Time Access to STEPP via NCAISS (Existing STEPP Users)

Existing STEPP users (i.e., users that have a STEPP account prior to September 2012) that wish to use their CAC/PKI
credentials to access STEPP will be required to go through a one-time process to link (correlate) their STEPP
account with their NCAISS account. The steps below describe the one-time process that an existing STEPP user will
undergo during their first attempt to access STEPP via NCAISS. Note: This section assumes that the user already
possesses valid STEPP and NCAISS accounts.

1. Attempt to login to STEPP by completing Steps 1-6 in Section 13.1.1.
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2. NCAISS will authenticate you and determine that a STEPP account has not yet been correlated with NCAISS.
NCAISS will display a query to determine whether an existing STEPP account exists, as shown in Figure 102.
Select “Yes” and click “Next.” Note: If you do not have an existing STEPP account click “No,” then refer to

Section 5.

Home Work Items Delegations Profile

DSS STEPP Account Workflow

When you have completed this process, click "Finish™ or "Cancel” to return to the Home tab

Do you already have an existing STEPP Account?

QVESONO  le——— Click “Yes”

If you need assistance or require additional information regarding STEPP accounts, please contactthe STEPP Call Center at (388) 282—?582@.

C||Ck “ NeXt" *indicates a required field
Cancel

Figure 102: Existing STEPP Account Query

3. Enter your STEPP Username and STEPP Password when prompted and select “Finish,” as shown in Figure 103.
Note: If you have forgotten your password you may use the STEPP password reset capability by clicking the

link.

Home Work ltems Delegations Profile

DSS STEPP Account Workflow

When you have completed this process, click "Finish” or "Cancel” to return to the Home tab

Provide STEPP Username and Password

Please enter your existing STEPP account Username and Password? /
#*

STEPP Username:

STEPP Password:

Forgot your STEPP password? Click here!

If you need assistance or require additional information regarding STEPP accounts, please contactthe STEPP Call Center at (388) 282—?582@.

Click “Finish” * indicates a required field
|Elack| Finish Cancel |

Figure 103: STEPP Username/Password Entry

4. NCAISS will validate your username and password with STEPP and, if successful, notify you that your account
has been correlated with NCAISS, as shown in Figure 104. Click the “Go to STEPP” button to proceed to STEPP.

Home Work ltems Delegations Profile

Approvals

STEPP User Registration Workflow

Your STEPP Correlation was successful. Please click the button below to be taken to be taken to the STEPP system.

GoToSTEPP ||€——— Click Here

IFyou need assistance or require additional information regarding STEPP accounts, please contact the STEPP Call Center at (888) 282-768268.

Figure 104: STEPP Account Correlation Successful
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5. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 100.

13.3 Requesting a STEPP User Account (via NCAISS)

NCAISS users may request access to STEPP through the Portal by completing the STEPP account request form.
When requesting a new STEPP account via NCAISS, users will not need to correlate their account, as described in
Section 13.2, this occurs automatically as part of the workflow. Note: Individuals may continue to request access to
STEPP from the STEPP Homepage; however, doing so requires that the user correlate his/her STEPP account in
NCAISS via the process described in Section 13.2.

The steps below describe the process for requesting a new STEPP account via the STEPP account request form in
NCAISS.

1. Loginto NCAISS, as described in Section 5. From the NCAISS Home Page, select the “Create a new STEPP
Account” link, as shown in Figure 105. Note: Selecting “No” to the Existing STEPP Account Query, shown in
Figure 102, will initiate the STEPP account creation workflow and direct the user to Step 2, below.

Lagge asi.[.ESIiHE-si ! 3 . LT TN
Defense-Security Service Portal &

"iational Tndustrial Securlty Program (NISP) Central Access Information Security System (NCAIS

IHame Worktems ~ Delegations  Profile

Welcome, testi test
Last Successful Login: Fri, 11 0ct 2013 09:57:52 COT

NCAISS Quick Links
Requast an NCAISS Role

Request a Privileged NCAISS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links

Create anaw STEPP Account Click Here

Register an Existng STEPP Account

Approvals 0

Contact S ecunty and Privacy Nafice | No Fear Act| FOIA | Terms of Use

FOR OFFICIAL USE ONLY
Figure 105: Create a New STEPP Account

2. NCAISS displays the STEPP account request form; review the form for accuracy and click “Finish,” as shown in
Figure 106. Note: The information on the STEPP account request form is locked and cannot be edited by the
user; if you find that the form contains incorrect information, please contact the DSS Call Center.
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Home Work ltems Delegations Profile
DSS STEPP Account Workflow

When you have completed this process, click "Finish™ or "Cancel” to return to the Home tab

Please verify the information shown below. This will be used to create your STEPP account.

STEPP Username: STEPP|john.doe Information W||| be pre_fi”ed
First Name: Jon and locked; review for
Last Mame: Doe aCCuraCy
Email: john.doe@dss.mil

If you need assistance or reguire additional information regarding STEPP accounts, please contact the STEPP Call Center at (888}282—?582@.

Click “Finish”
|

Figure 106: STEPP Account Request Form in NCAISS

3. NCAISS will create a basic STEPP user profile using the information contained in the STEPP account request
form and will redirect the user to STEPP to complete the remainder of the account creation process, as shown
in Figure 107. Click the “Go to STEPP” button to proceed.

Home Work Items Delegations. Profile

Approvals

STEPP User Registration Workflow

Your STEPP Account Information was passed to the STEPP system. Please click the button below to be taken to the STEPP system to complete the account registration process.

Go To STEPP

If you have any i orifthe i i above is inaccurate, plesse contact the DS5 Call Center at (888) 282-7882

Contact 0SS | FAQ ility | USA Gov | Security and Privacy Motice | No Fear Act | FOIA | Terms of Use

FOR OFFICIAL USE ONLY
Copyright & 2011 - Defense Security ice | All Rights Reserved.

Figure 107: STEPP Account Request - Basic STEPP Profile Created

4. STEPP displays a form requesting additional information from the user, as shown in Figure 108. Complete the
form and click “Submit.” Note: The image below is a sample, refer to STEPP for an up-to-date inventory of the
information that is collected from the user.
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p.dss.mil/SelfRegistration/ CreateUser.aspx

5 Favorites | & DSS Self Registration

Clearance Level: *

Student Address Information

Cempany/Unit/Field Office Name:
Mailing Address 2: *

Mailing Address 3:

City: *

-

Zipoode:

Student Contact Information

Phane Number (Commercial) (nnn-nnn-nnnnj: *

Phene Number (DSN) (nnn-nnnn):

Supervisor Contact Information

Supervisor Name: *

Supervisor Phone Number: *

Supervisor E-mail Address: *

Submit i ;;

Special Needs:

Complete
Information

e/Province: *

Country/Region: *

Fax Number (Commercial) (nnn-nnn-nnnn):

E-mail Address: *

Click Submit

m

Figure 108: STEPP Account Request - Additional STEPP Information

Upon submission of the form, the STEPP account creation process is complete and the user is granted full

ST@PP

access to the STEPP application, as shown in Figure 109.

= Center for Development of Security Excellence
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13.4 Correlating Additional STEPP Accounts
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Figure 109: STEPP User Page
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Diapley: i Trainieg -
Sistux
In Pregress
sargres
(12) f 2 racoee

Other tons =

Existing STEPP users (i.e., users that have a STEPP account prior to September 2012) that wish to use their CAC/PKI
credentials to access STEPP will be required to link (correlate) their STEPP account with their NCAISS account.
Users with multiple STEPP accounts (e.g., users that have both STEPP user and administrator accounts) will need to
correlate each account that they wish to use their CAC/PKI credentials to access. Once a user has correlated their
first STEPP account via the process described in Section 13.2, they will be required to log into the NCAISS Solution

directly to correlate additional STEPP accounts via the steps outlined below.

1. Loginto NCAISS, as described in Section 5. From the NCAISS Home Page, select the “Register an Existing STEPP
Account,” as shown in Figure 110.
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0gged inas: tesft1 fest ™

Defense Security Service Portal

"iational Tndustrial Securlty Program (NISP) Central Access Information Security System (NCAIS

RETURNTODSS PORTAL | LOGOUT | HELP 73

| Home Workltems ~ Delegations  Profile

Welcome, testi test
Last Successful Login: Fri, 11 0ct 2013 09:57:52 COT

NCAISS Quick Links
Requast an NCAISS Role

Request a Privileged NCAISS Role
OBMS Quick Links

RequestManage OBMS Access

STEPP Quick Links

Create a new STEPP Account

IRegws‘.eran Existing STEPP Account I‘— Click Here

Approvals 0

Contact DSS | FAQS | Accessibility | USA Gov | Secunty and Privacy Nofice | No Fear Act| FOIA | Terms of Use

FOR OFFICIAL USE ONLY
Figure 110: Correlate Additional STEPP Account

2. Enter your STEPP username and password for the account that you wish to correlate, when prompted. Click
“Finish” to proceed, as shown in Figure 103. Note: If you have forgotten your password you may use the
STEPP password reset capability by clicking the link.

3. NCAISS will validate your username and password with STEPP and, if successful, notify you that your account
has been correlated with NCAISS, as shown in Figure 111. Click the “Go to STEPP” button to proceed to STEPP.

Home Work ltems ‘ Delegations ‘ Profile ‘
Approvals

STEPP User Registration Workflow

Your STEPP Carrelation was successful. Please click the button below to be taken to be taken to the STEPP system.

<—— (Click Here

If you need assistance or require additional information regarding STEPP accounts, please contact the STEPP Call Center at (888}282-7582@.

Figure 111: STEPP Account Correlation Successful

4. Once you have correlated multiple STEPP accounts, NCAISS will prompt you to select the account that you
wish to use during a given session, prior to directing you to STEPP, as shown in Figure 99. Select the desired
account and click “Continue.”

5. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 100.
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14 Glossary

Term Definition

ADAA

Application Sponsor

Attribute

Audit Trail

Authentication

Authorization

Certificate

Certificate Revocation
List (CRL)

Certificate Status
Servers

Certification Authority

Common Access Card
(CAC)

Credential

DD/DAA

Defense Security
Service (DSS)

DSS Call Center

Department of Defense
(DoD)

DSS NCAISS

Assistant Designated Approval Authority

One or more individuals that have the necessary privileges to Sponsor or reject an
individual’s application access request. For OBMS, this is the Organization KMP and DSS
Call Center for External users and the DSS Supervisor for Internal users.

A claim of a named quality or characteristic inherent in or ascribed to someone or
something.

A chronological record that reconstructs and examines the sequence of activities
surrounding or leading to a specific operation, procedure or event in a security relevant
transaction from inception to final result.

The process of verifying that a claimed identity is genuine and based on valid
credentials.

The process of granting or denying specific requests for obtaining and using information
processing services or data and to enter specific physical facilities.

A data object containing a subject identified, a public key, and other information that is
digitally signed by a Certification authority. Certificates convey trust in the relationship
of the subject identifier to the public key.

A signed artifact composed of all revoked or otherwise suspended certificated issues
from a CA that can be used to verify the current status of a PKI certificate.

The counterpart to the Certification Authority that passes revocation and expiration
status to relying parties in real time.

An authority trusted by one or more users to use and manage X.50- public key
certificate and CRLs.

A physical artifact (e.g. identity card, “smart” card) issued to an individual that contains
stored identity credentials (e.g. photograph, cryptographic keys, digitized fingerprint
representation) so that the claimed identity of the cardholder can be verified against
the stored credentials by another person (human readable and verifiable) or an
automated process (computer readable and verifiable).

An object that authoritatively binds an identity (and optionally, additional attributes) to
an entity.

Deputy Director of Designated Approval Authorities

DSS is an agency within the Department of Defense. It provides the military services,
Defense Agencies, 23 federal agencies, and approximately 13,000 cleared contractor
facilities with security support services.

Responsible for sponsoring External OBMS access requests and verifying that the
External Requestor’s Organization’s KMP matches the KMP on record in JPAS for a

specified CAGE Code.
The U.S. Federal Government department charged with coordinating and supervising all

agencies and functions of the government relating directly to national security and the
United States armed forces.

A gateway that provides access to much of DSS’s information and applications in one
place.
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External Certification
Authority (ECA)

\

FOC

Identity

National Industrial
Security Program
(NISP) Central Access
Information Security
System (NCAISS)
Solution

Industrial Security
Facilities Database
(ISFD)

Information System

Information
Technology

ISR
ISP
ISSP

Java Database
Connectivity (JDBC)

Organization KMP

Lightweight Directory
Access Protocol (LDAP)

ODAA Business
Management System

(oBMS)

Office of Designated
Approving Authority
(ODAA)

0GC

Password

An organization that has been approved to issue DoD-approved PKI certificates to
industry partners and other external entities and organizations. ECA certificates provide
the mechanism for these entities to securely communicate with the DoD and
authenticate to DoD Information System:s.

Field Office Chief

The set of an attribute values (i.e. characteristics) by which entity is recognizable and
that, within the scope an identity manager’s responsibility, is sufficient to distinguish
that entity from any other entity.

A technology solution that has been developed to provide DSS applications with Public
Key Infrastructure (PKI)-based authentication services using DoD-issued CAC or DoD-
approved ECA certificates.

Provides users with a nationwide perspective on National Industrial Security Program
related facilities, as well as facilities under DSS oversight in the DoD conventional Arms,
Ammunition, and Explosives (AA&E) program. ISFD data will also provide source data
for the DoD Joint Personnel Adjudicative System (JPAS) and the Facility Verification
Request (FVR) application.

A discrete set of information resources organized for the collecting, processing,
maintenance, use, sharing, dissemination, or disposition of information.

Any equipment or interconnected system or subsystem of equipment that is used in the
automatic acquisition, storage, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data or information.

Industrial Security Representative
Information System Professional
Information System Security Professional

An application programming interface (API) for the Java programming language that
defines how a client may access a database. It provides methods for querying and
updating data in a database.

Key Management Personnel for an industry organization; responsible for managing one
or more CAGE Codes.

An application protocol for accessing and maintaining distributed directory information
services over network.

A DSS application that serves as a business operations support tool for the mission-
focused operations of the Office of the Designated Approval Authority (ODAA).

DSS organization that offers certification, accreditation, oversight, and management of
cleared contractor’s security systems.

Office of General Council

An attribute linked to a user identity that provides some level of confidence in the
identity of the user.
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Private Key

Provisioning

Public Key

Public Key
Infrastructure

(PK1)

RDAA

Representational State
Transfer (REST)

Security Training,
Education and
Professionalization
Portal (STEPP)

Session Management

Single Sign-On

Sun Identity Manager

Sun OpenSSO

System Access Request
(SAR)

User

User Management
Coordinator

Workflow

ff‘é?\ Defense Security Service

The secret part of an asymmetric key pair that is typically used to digitally sign or
decrypt data.

Creating user access accounts and assigning privileges or entitlements within the scope
of a defined process or interaction; provide users with access right to applications and
other resources that may be available in an environment, may include the creation,
modification, suspension, or restoration of a defined set of privileges.

The public part of an asymmetric key pair that is typically used to verify signatures or
encrypt data.

The framework and services that provide for generation, production, distribution,
control, accounting and destruction of public key certificates. Components include the
personnel, policies, processes, server platforms, software, and workstations used for
the purposed of administering certificates and public-private key pairs, including the
ability to issue, maintain, recover, and revoke public key certificates.

Regional Designated Approval Authority

A style of software architecture for distributed hypermedia systems. REST provides a
definition for services that are stateless and also follow the client-server model.

Serves as a DoD platform for delivering education, training, and professional
development to members of the Federal Government and industry as part of the
National Industrial Security Program.

Allows for the sharing of data among multiple relying parties as part of an
authenticated user session; includes protocol translation services for access to systems
needing different authentication protocols; manages automatic time-outs and requests
for re-authentication.

A mechanism by which a single act of user authentication and log on enables access to
multiple independent resources.

Manages user account and credential information and can provide workflow
management/automation support for user registration and account modification
processes.

Provides web-based DSS applications with CAC/PKI-based authentication and can
enable single sign-on (SSO) to integrated applications. User data is accessed through a
single load balancer deployed in front of two instances of Sun Java System Directory
Server.

A document that is used to request access to one or more DSS information systems and
becomes the focal point for a system’s processing of that action.

Any user of the NCAISS Solution, or its integrated applications (e.g., OBMS, STEPP, ISFD,
ODAA Content Manager, etc.), regardless of role.

A role within the OBMS application that is responsible for managing OBMS user
accounts across the user management lifecycle.

A sequence of connected steps aimed at achieving a stated objective. Within the
NCAISS Solution, workflow refers to those processes most commonly associated with
user account creation, modification, management, and suspension.
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