ISFD PKI Enablement

Background:
During the Fall of 2012 Defense Security Service will be integrating ISFD with the

Identity Management (IdM) Solution, in compliance with the Joint Task Force-Global Network
Operations requirement that "all components allow only certificate-based client authentication to

private Department of Defense (DoD) Web servers using certificates issued by

DoD Public Key Infrastructure (PKI) Certificate Authorities." Following the integration effort, ISFD
users will no longer be permitted to access ISFD directly from the web, but will be required to
authenticate through IdM prior to logging into ISFD.

Impact:

Users will be required to undergo a registration process* of up to three steps. Instructions
detailing the ISFD PKI related registration processes are contained within the following pages**.

1) 1dM Account Registration
2) Certificate (CAC/PKI) Registration
3) ISFD Account Request (new ISFD users only)

*This process serves as a precursor to Certificate-only access for ISFD, coming in 2013.
**Final screens and data fields are subject to change.
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IdM Account Registration




IdM Account Registration

Step 1: The User navigates to https://sso.dss.mil.
Step 2: The IdM Solution displays the IdM Portal Disclaimer.
Step 3: The User selects “I Accept” to proceed.

Defense-Security Service Portal

I'Accept l
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IdM Account Registration

Step 4: The User is shown the unauthenticated IdM Portal page and clicks “Register for an
account” to proceed.

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

How to Setup Firefox to use ActivClient?
= DSS Portal not loading in Firefox?

What is the DSS Portal?

What is the Single Sign-on?

CAC/ECALogin
NO ACTIVE ALERTS

Read more
How do | register for a2 DSS account?

: : How to reset your password?
T = How do | associate CAC/ECA with my account?
From where do | get an ECA certificate?
How do | log into DSS Fortal using my CAC/ECA?
How can | find help?
CAC error message "FPage cannot be displayed"?

Register for i
eqister for an accoun . See ALL FAGS
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IdM Account Registration

Step 5: The User is presented with the IdM Portal account request form, completes all required

form fields, and clicks "Next”.

Requesta DSS Account

CO m p I ete Complete the following form to creaste youwr DSS scoount

First Nams .John

form
e

Yowr Email Address johin. dosf@dss. mil

[ Password

" Middle Mams

+ Confirm Email Address

[i] Confirm Password

Flesse answer st least I of the following guesestions.

Gruestion
What is your Mothers Maiden Namse?
What is youwr Faworite Color?
What wss youwr First Car kModsl?
What is your Place of Birth?
What is your Fawaorite Mowvie?
What is youwr First Child's Mams7

What was your High School Masoot?

What is youwr Fawaorite Vacation Locstion?

\ Click Next

Answer
Smith
Blws=
Foind
-5-

Last Mamse Do
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IdM Account Registration

Step 6: The User is shown a confirmation screen with the IdM Privacy Act Statement, reviews the
user information, reads and accepts the terms of the privacy policy, and clicks "Register®.

Step 7: The IdM Solution automatically creates the User's account and notifies the User via email.

User Information
Account Typs Lissr

First n=m= Johin

Privacy Act Statement

ATOTHORITY -

Executive Order 10450, S9357; and Fubklic Law 55—474, the Computer
Fraud and &buse Acot.

FOUREOSE -

To record names, and Social Security Humbers for the purpose of

m

walidatin the trustworthiness of individuals e == AT acocess Lo
Flza== r==ad and = T il

acoept this following
et

Department of Defense [(Dolll systems and information o HOTE: BRecords
may be maintained in bkoth slectronic andfor paper form.

ROUOLINE TU3ES:

In addition %o those disclosures generally permitted under 5 T3 .00
S55Zalk}) of the Frivacy Act, theses records or information contained

therein may specifically be disclose=d cutside Dol as a routine use

Ppursuant to 5 T.I3.TC. 55Z2Zalkl) (2} a= Ffollows=s: To a Federal, Itate, or
local law saforcement agency when your agency bbecome= awares of a

=ramalatdirnm Aar mamsdihle csaalasstdrnmn AafF o ecd=31 s o ecerdmamnal Taow- e She

%& resd and understand the terms of the privacy policog.
[(megi=t=r ||[E2w) [c2ne= | > Click here to acknowledge the privacy policy

\ Then click here
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Certificate Registration

Step 1: The User navigates to https://sso.dss.mil.
Step 2: The IdM Solution displays the IdM Portal Disclaimer.
Step 3 The User selects “l Accept” to proceed.

Step 4: The User is shown the unauthenticated IdM Portal page and clicks “Register Certificate” to
proceed.

Defensg:Security Service Portal

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

N How to Setup Firefox to use ActivClient?
CRCIECTogNm DSS Portal not loading in Firefox?
Whatis the DSS Fortal?

What is the Sinagle Sign-on?

CIICk he ! j ' - > g Re;-:l-mc;re-::.:.-

T e

How do | register for 55 account?

How to reset your pa: ?

. - How do | associate ¢ CAowith my account?

Register Certificate » .
From where do | get an ECA cenificate?

How do | log into DSS Portal using my CACIECA?

How can | find help?

bbb bbb bbb

CAC error message "Page cannont be displayed™?
See ALL FAQs

Register for an account
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Certificate Registration

Step 5: The User enters their IdM Portal Account ID (supplied in the account creation email) and
the password that he/she set during the self-enrollment process.
Step 6: The User clicks “Submit”.

'_____Defense__Security Service Portal

4% Home » CAC/ECA Register

CAC/ECALogin ; Enter your Account ID and Password and click Submit to associate your CAC/ECA certificate
i account. You must have an account in order to regis:er your CAC/ECA certificate.

o Provide IdM Portal
egister Tor an account

e S R S R R T ; Submit US er n am e an d
Q Forgot your password? PaSSWO rd

How to Setup Firefox to use ActivClient?
DSS Portal not loading in Firefox?
s the DSS Portal?

How do | log i wrtal using my CACIECAT

How can | find hel
CAC error message "Fage cannont be displayed™?
See ALL FAGQS
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Certificate Registration

Step 7: Upon clicking submit, a pop-up box containing a list of digital certificates will appear; the
User selects the appropriate certificate.

Select a Certificate

AS2USER
Issuer: AS2USER
Valid From: 9/27/2010 to 9/27/2040

. - SAMPLE.USER
Select appropriate | lssuer. DOD CA-30

. Valid From: 1/22/2012 to 9/30/2012
certificate ; R

SAMPLE.USER
Issuer: DOD EMAIL CA-30
Valid From: 1/22/2012 to 9/30,/2012
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Certificate Registration

Step 8: The User enters his/her PIN.

Actividentity

ActivClient
Please enter your PIM. Enter PI N
—/
PIN | |
(04 | Cancel |
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Certificate Registration

Step 9: If successful, a confirmation message will be displayed informing the User that their

certificate was registered successfully, and the User enters the IdM Portal.

Defensg:Security Service Portal

| =

4 Home » CACIECA Register

CAC/ECA Login

Register for an account

o O ob I Sk o o S

Your CAC/ECA certificate has been registered successfully. You may now Login with your ne
CAC/ECA certificate. Note: You will not be prompted for PIN and/or Certificate.

How to Setup Firefox to use ActivClient?

DSS Portal not loading in Firefox?

What is the DSS FPortal?

What is the Single Sign-on?

How do | register for a 0SS account?

How to resetyour password?

How do | associate CACECA with my account?
From where do | get an ECA cerificate?

How do | log into DSS Portal using my CAC/ECA?
How can | find help?

CAC error me
See ALL FAGS

age "Page cannont be displayed™?

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

FOR OFFICIA]
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CAC/PKI Authentication from ISFD Homepage




CAC/PKI Authentication from ISFD Homepage
Step 1: Select “CAC/PKI Login” from the unauthenticated ISFD page.

U.S. Department of Defense Site Map | A-Z Index

W&/ DEFENSE SECURITY SERVICE ‘

Wi
L

Home  About Us Directorates Services Information Systems Contact Us

Home +
Industrial Security Facilities Database (ISFD)

Click here

The ISFD will provide users with a nationwide perspective on National Industrial Security Program related facilities, as well as facilities under D55

Information Systems + Industrial Security Facilities Database (I5FD)

oversight in the DoD conventional AA&E program. ISFD data will also provide source data for the DoD Joint Personnel Adjudicative System {JPAS) and
the Facility Verification Request (FVR) application.

If you request a Facility Verification for a company that you have previously verified, ISFD will return the following error message: "A Facility
Verification Request by user (user name) already exists for subject CAGE code (cage of requested company).”

This is a change to ISFD functionality. If you experience difficulty finding your previous verification, call the DoD Security Services Center at 1-888-
2812-76812 for assistance.

Some users have been unable to access ISFD. After entering their user ID and password, the system returns a blank screen. If this occurs, please
perform the following:

1. Turn off Internet Explorer {IE) popup blocker:
a. In Internet Explorer, on the Tocls' menu,
b. Select 'Pop-up Blocker, and then
c. Select Turn off pop-up blocker'.
2. Clean out temporary internet cookies and files:
a. In Internet Explorer, on the Tools' menu,
b. Select'Internet Options',
c. Select Delete Cookies' under Temporary Internet files' on the 'General' tab for Internet Options’,
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CAC/PKI Authentication from ISFD Homepage

Step 2: The IdM solution displays the IdM Portal Disclaimer.
Step 3: User selects “I Accept” to proceed.

/& Welcome | DSS Portal - Windows Internet Explarer = |

) ® | ® nitos. /550 dssmi - & 4] x J]49 coogte
'j‘;f Favorites '{5

_|@ Welcome | DSS Portal il B~ v [ feh v Pagev Safety~ Tools~ @~

o

@ https://sso.dss.mil/opensso/cert/login

_____Defenée,__:Security Service Portal

Accopt Click here

FOR OFFICIAL U

Copyrigh 1-Defe ce | All Rights
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CAC/PKI Authentication from ISFD Homepage

Step 4: The IdM solution displays the unauthenticated IdM homepage.
Step 5: User selects “CAC/ECA Login”.

Defenseg Security Service Portal

n Welcome STEPF user

o HNote: If you hawve recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

How to Setup Firefoo to use ActivChent?
D55 Portal not leading in Firefox?
What is the D55 Portal?
What is the Single Sign-on?
How do | register for 3 0SS account?
How to reset your password?
HEQ' Sert eThcde How do | associate CACECA with my sccount?
From where do | get an ECA certificate?
Hew do | log into 055 Portal using my CACECAT

& How can | find help?
+ Retum to STEFP

4+ ODAA

CALC emmor message "Page cannot be displayed™?
See ALL FAOS

Register for an account
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CAC/PKI Authentication from ISFD Homepage

Step 6: User selects appropriate certificate.

- & *J Google

2 @Con\ren - Select

| ® Welcome | 0SS Portal [ ]

»

v B v @ v Pagev Sefety~ Tooksv @~

AS2USER
Issuer: AS2USER
Valid From: 9/27/2010 te 9/27/2040

SAMPLE.USER
Issuer; DOD CA-30
Valid From: 1/22/2012 te 9/30/2012

SAMPLE.USER
Issuer: DOD EMAIL CA-30

Valid From: 1/22/2012 to 9/30/2012

-17 -
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CAC/PKI Authentication from ISFD Homepage

Step 7: User enters PIN when prompted.

o Favorites | 55

8 Welcome | DSS Portal |_| M ov Bl v 0 v Pagev Safetyw Tookv @+

x @Convert ¥ Seiect

Actividentity
ActivClient

Enter PIN
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CAC/PKI Authentication from ISFD Homepage

Step 8: The IdM solution authenticates the User and redirects him/her to the ISFD
Username/Password Login page.

Step 9: User agrees to the disclaimer, enters his/her ISFD Username and Password, and clicks “Log
In”.

@Industrial Security Facilities Datah?: Login

Please read the following and check the checkbox for acknowledgement.

DOD NOTICE AND CONSENT BANNER
Wou are accessing a U5, Government (USG) Information System [IS) that is provided for USG-autherized use only.

By using this IS [which includes any device attached te this IS), you consent te the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purpeses including, but not limited te, penetration testing, COMSEC menitoring, network eperations and defense, personnel misconduct [PM), law enforcement [LE), and counterintelligence
[CI) investigations,

- At any time, the USG may inspect and seize data stered on this IS,
- Communications using, or data stered on, this IS are not private, are subject to reutine menitering, interception, and search, and may be disclosed or used for any USG-authorized purpose.
- This IS includes security measures [e.g., authentication and access contrals) to protect USG interests--not for your persenal benefit or privacy,
Not.\'ithstanf:ling the abowve, using t.his 15 does not constitute consent to PM, LE, or CI investigative searching or monitering of the content of privileged communications, or work product, related to personal representation or services by attorneys,

unications and work product are private and confidential.
[ I acknowledge and accept the above access statement.

Enter your user name and passwerd. If you do not have one, please see your system administrator for assistance.

User Name |
Password

Re set

-19-
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CAC/PKI Authentication from ISFD Homepage

Step 10: ISFD authenticates the User and allows full access.

(@) tndusuial ity Facilitics Datab Home

USER ACCOUNT MANAGEMENT
* Change Password

Browser optians, such as the back button and forward butten, ane accessible in the System; however, Browser options are not supportad and using these options may result in unpredictable system behavior, Please
usa the systam knks for nanigatian.

Partions of this web application require the following tocls, The links bolow will be Lunched in separate windows and will not affect your current session unkass the tool requines a restart of your computer of intamat
browsar.

[move:] The appearance of the folowing hypedinks does not constitute endorsement by the Defense Securly Service of the web sites or the information, products or services contained therein. For other than

authonzed actrvities such as military exchanges and Merale, Welfare and Recreation sites, the Defense Secunty Service does not exercise any editenal contrel cver the information you may find at these locations,
‘Such ks are provided consistent with the stated purpose of this DoD Web site.

Logped In As: richek:
Last Successful Login: Today @

" Trusted sites | Preaected Mode: Off a5 | W0 -

-20 -
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ISFD CAC/PKI Authentication from IdM

Step 1: The User navigates to https://sso.dss.mil.
Step 2: The IdM Solution displays the IdM Portal Disclaimer.
Step 3: The User selects “I Accept” to proceed.

Steps 4-7. Contmue as previously referenced.

C % @Convert v P Select

5l Favorites s
|®We}come|DS’SPo:taE | | & - = [ @ ~ Page~ Safety~ Tools~ @v &

oy

_____DefenSe,____Security Service Portal

I'Accept

FOR OFFICIA]

Copyright ® 2011 - Defense Security Service | All Rights Reserved.
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"ISED CAC/PKI Authentication from IdM

Step 8: The IdM Solution authenticates the User and displays the IdM Portal Home Page.
Step 9: User selects the “Access ISFD” link.

n as: james. lee

Defense Security Service Portal

FRTURN TS OS5 PCATAL LOGIOLUT HelP

Weleome, James Lea

L=at Succasstl Logih  Wam, 21 BA3y 2012 080811 COT
D55 Portal Quick Links

Reguest a 055 Pomal Rok

Regquest a Privileged DSE Porial Raole

OBM35 Quick Links

Reguesthianage OBMS Access

STEPP Quick Links
Crezte 3 new STERR ACToUT

Reglster an Existing STEPP Actoum

ISFD Quick Links

= PR

Access ISFD

Aporoals

¥E5 | FAs | AccessiDliRy | LSA Gov | Securly and Priacy Molice | Mo Fear Act | FOWA | Tenms of Uise
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ISFD CAC/PKI Authentication from IdM

Step 10: The IdM Solution redirects the User to the ISFD Username/Password page.

Step 11: User agrees to the disclaimer, enters his/her ISFD Username and Password, and clicks
“Log In”.

@Industrial Security Facilities Datah?: Login

Please read the following and check the checkbox for acknowledgement.

DOD NOTICE AND CONSENT BANNER

Wou are accessing a U5, Government (USG) Information System [IS) that is provided for USG-autherized use only.
By using this IS [which includes any device attached te this IS), you consent te the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purpeses including, but not limited te, penetration testing, COMSEC menitoring, network eperations and defense, personnel misconduct [PM), law enforcement [LE), and counterintelligence
[CI) investigations,

- At any time, the USG may inspect and seize data stered on this IS,
- Communications using, or data stered on, this IS are not private, are subject to reutine monitering, interception, and search, and may be disclosed or used for any USG-authorized purpose.
- This IS includes security measures [e.g., authentication and access contrals) to protect USG interests--not for your persenal benefit or privacy,

- Notwithstanding the abowe, using this IS does not constitute consent te PM, LE, or CI investigative searching or menitering of the content of privileged communications, or work product, related to personal representation or services by attorneys,
i i i unications and work product are private and confidential.

[ I acknowledge and accept the above access statement.

Enter your user name and passwerd. If you do not have one, please see your system administrator for assistance.

User Name |
Password

Re “t
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ISFD CAC/PKI Authentication from IdM

Step 12: ISFD authenticates the User and allows full access.

o — | T
System Navigation USER ACCOUNT MANAGEMENT

Home: ‘Sulimt Verficanon Request * Chanae Password

sian out ifizaty

Browser options, such as the back butten and forward button, ane accessible in the Systom; however, browser options are not supported and using these options may result in unpredictable system bohavior, Ploase
usa the systam knks for nanigatian.

Partions of this web application require the following tocls, The links bolow will be Lunched in separate windows and will not affect your current session unkass the tool requines a restart of your computer of intamat
browsar.

[move:] The appearance of the folowing hypedinks does not constitute endorsement by the Defense Securly Service of the web sites or the information, products or services contained therein. For other than

authonzed actrdties such as military exchanges and Morale, Welfare and Recreation sites, the Defense Secunty Service does not gnercise any editonial control cver the information you may find at these locations.
‘Such ks are provided consistent with the stated purpose of this DoD Web site.
o il

Logped In As: riches

Last Successful Login: Today @ Last Failed Login: Monday, Feb 1.

" Trusted sites | Preaected Mode: Off a5 | W0 -
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Request an ISFD Account
(new ISFD users only)
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Request an ISFD Account

Step 1: The User navigates to https://sso.dss.mil.
Step 2: The IdM Solution displays the IdM Portal Disclaimer.
Step 3: The User selects “I Accept” to proceed.

Steps 4-7: Contmue as previously referenced.

3‘:&' Favorites {5

| (® Welcome | DSS Portal

_____DefenSe_____Security Service Portal

I'Accept
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| Request an ISFD Account

Step 8: The IdM Solution authenticates the User.
Step 9: User selects "Request ISFD Account" button

Logged i &s: email test

Defense-Security Service Portal

Welzome, Email Test.

Last Successful Login:  Tue, 22 May 2012 08:48:53 GOT
DS S Portal Quick Links

Reguest 2 D55 Portsl Role

Request a Privileged D55 Portal Role

(OBMS Quick Links
Request/Manage OBMS Access
Apoess OBME

STEPP Quick Links
Creste 3 new STEFF Account

Register an Existing STEPP Account

ISFD Quick Links

Click here
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| Request an ISFD Account

Step 10: The IdM solution displays the ISFD account request form.
Step 11: User provides the required information and submits the form.

Request ISFD Account Workflow

Click "Submit™ to submit your |5FD request , "Cancel” to retum to the Home tab.

1. Type of User Select Type of User

@ Dol {Military or Civilian) & Dol Contractor & Non-DoD MISP 7 Men-Dal

2. Type of Request

Select Type of Request

@ Create Account 7 Delete Account (71 Mame Change

For Name Changes, pleass provide the following:

Mew First Name: New Last Name:

Ja. User Information f)n File

Please verify the information shown below. This will be used to create your I5FD acoount.
First Mame:  Email . .
st Name:  Test Prepopulated information

Email Address:  idmitesti@deloitte. com

Current Rioles:

3b. User Information Requested

Update Sponsor ——— ———_
Ernail testsponson@test. com

Please enter your
55N (format: o000 000000

— Provide user information
—

Fleasa entar your -
Date of Birth:

Flease enter your "
Place of Birth:

Job -
Title/Rank/Grade:
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Request an ISFD Account

Step 10: The IdM solution displays the ISFD account request form.
Step 11: User reviews the account information and submits the form

Telephans Number: "

Faox Numbsr:

4, Applications
Industrisl Security Facilities Databsse (ISFD)

8. User Certification

I hereby certify that I understand that by =igning this -
JSystem Access Eequest, I am solely responsible for the
u=ze and protection of the user ID and password that I
Please read then will be provided. I al=so understand that I am not
certify below: authorized to share my user ID and password with any
other individuals. I will utilize all tools and
applications in accordance with the Account Management
Policy and Jecurity Policy, as well as all applicable -

m

Flease certify by H HEL i
entering your initials * h8|gn |n|t|a|S

l'ﬁ'

6. Privacy Policy Statement

AUTHORITY: n
Executive Order 10450, 9357; and Public Law 55-474, the Computer -
Fraud and Abuse Act. 3
Fleaze read and  FURFD3E: P
acoept this follbwing To record names, and Jocial Jecurity Numbers for the purpos=se of
text walidating the trustworthines=ss of individuals requesting access to
Department of Defense [(DoD} systems and information. KHOTE: Records
may be maintained in both electronic and/or paper form.
ROUTINE USE3:
—

Trm =dAdis=Tam =n Ffhroes Aienlrsrrese cesrsr=1 Ty csrmdssad ands- 5T 9 5™

I +|:| | have read and wnderstand the terms of the privacy policy. I E Accept prlvacy Statement

| Euhm'rtl {“.a.n.-::al]
SClick Submit
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