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1 Introduction

The Defense Security Service (DSS) National Industrial Security Program (NISP) Central Access Information Security
System (NCAISS) program provides identity and access related functionality across DSS’s Information Technology
(IT) infrastructure. NCAISS provides DSS applications with Public Key Infrastructure (PKl)-based authentication
services using the Common Access Card (CAC) or other Department of Defense (DoD)-approved PKI certificates,
enhanced user account administration, and provisioning and de-provisioning capabilities. The DSS NCAISS solution
is also configured to provide various workflow and reporting services to support the DSS System Access Request
(SAR) process. The goals and objectives of the DSS NCAISS Program were developed to support several core
business needs, including:

=  Provide a centralized authentication mechanism that addresses DoD and Federal Government PKI
usage requirements

= |Increase mission efficiency by providing a centralized SAR process

= |mprove user provisioning and de-provisioning

= Increase control over user roles, rights, and access

= Decrease Knowledge Center calls for account password resets with the implementation of the account

self-help capabilities

The benefits provided by addressing these business needs and meeting their corresponding requirements through
the DSS NCAISS Program include compliance with applicable DoD* and Federal Government? requirements,
reduced security risks, increased ease of use, improved efficiency, centralized control, and improved auditing
capabilities.

1.1 Purpose

The purpose of this document is to provide step-by-step instructions to enable NCAISS Users to use the system.
This guide covers the following capabilities:

= Enrolling (self-registering) for a new NCAISS User account

= Registering a PKI certificate with a user’s account

= Accessing the NCAISS using a PKI credential

= Navigating NCAISS

= Requesting additional NCAISS roles and Application Access

= Securing logging out of NCAISS

= Approving and rejecting work items (account/access requests)

= Delegating work items to another user

1.2 Getting Started

NCAISS is web-based and does not require an application to be installed; however, before you begin using NCAISS,
verify that Microsoft Internet Explorer (v8.0 or greater) is installed on your computer.

1 DoD requirements for PKI-based authentication are outlined in: CYBERCOM CTO 07-15, DoDI 8520.02, and DoDI 8520.03.

2 Federal Government requirements for PKI-based authentication are outlined in: the FICAM Roadmap and Implementation Guidance, OMB M-
11-11, and the FY2011 OMB Budget Passback Reminder.

HS0021-15-F-0111 Unclassified/FOUO Page 1
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Once the user account is created and the user logs into NCAISS, the user will be able to request access to
integrated applications/resources and access those applications/resources to which they are authorized.
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2 NCAISS

2.1 Accessing NCAISS

Access NCAISS by copying and pasting this link (https://ncaiss.dss.mil) into a web browser. The NCAISS Disclaimer
page is displayed, as shown in Figure 1. The user must accept the NCAISS Disclaimer in order to access the login

page.

Defense Security Service Portal

Biational Industrial S¥curity Program [NISP) Central Access Information Security "

Figure 1: NCAISS Disclaimer

2.2 NCAISS Login Page

As depicted in Figure 2, the NCAISS Login page contains the following components:
= Login to DSS Portal
= Register CAC/ECA
= Self-Enrollment
=  Threat Advisory
= Links - DSS Applications
= FAQs

= Page footer - Contact DSS link and other DoD links

HS0021-15-F-0111 Unclassified/FOUO Page 3
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Mationalindustffal Security Program (NISP) Central Access Information Security System (NGAN

Defense Security Service Portal @

|

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN andlor Certificate.

Setting up Firefox to work with Card readers?

CAC/ECA Login ‘ NCAISS not loading in Firefox?

T ) [ Wietnie HoARY
e

What s the Single Sign-on?

How do | creale an NCAISS account?

How do | reset my password?

How do | associate CAC/ECA with my account?

From where do | get an ECA certificate?
<+ Addional NCAISS Information How do | log into NCAISS using my CAC/ECA?
# DoD Approved PKls How can | find help?

CAC eror message "Page cannot be displayed™?

Requster for an account See ALL FAQs

Read more

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 2: NCAISS Login Page

Use of the “Login to DSS Portal,” “Register CAC/ECA,” and “Self Enrollment” features are addressed in detail in
Sections 5, 4, and 3, respectively. The following subsections address the Frequently Asked Questions (FAQs),
contacting the Knowledge Center, public information on the applications integrated into the NCAISS Solution, and
common errors when logging into the system.

2.2.1 Frequently Asked Questions

To view the FAQs page, click on the “FAQs” link at the bottom of the page (part of the page footer) or click on one
of the questions in the FAQ box in the right column. Figure 3 illustrates where the FAQ links, on the NCAISS Login
Page, are located.
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Defense Security Service Portal

Mationalindustffal Security Program (NISP) Central Access Information Security System(NGAE

o Note: if you have recently used your CAC/ECA to login, you may not be prempted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
+ NCAISS not loading in Firefox?
| b Wha CAISS?
T T A ] ":“M”:;:b: .
+ Whatis the Single Sign-on?
* How do | create an NCAISS account?
T * How do | reset my password?
How do | associate CAC/ECA with my account?
I Ll | | | From where do | get an ECA certificate?
Il | ‘i M I I HSISISISSINITISIEINRINEY  + Addibonal NCAISS tnformabon How do | log into NCAISS using my CAC/ECA?
1t S e + DoD Approved Pils * How can | find help?
# CAC emor message "Page cannol be displayed™?
Reqester for an account See ALLFAQs

CACECA Logn

Read more

Contact DS! |FAQs |/ ccessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 3: Location of FAQs

If the user clicks on one of the questions on the login page, the user will be redirected to the answer on the FAQ
page. On the FAQ page, the user may scroll up and down the page to read the different questions and their
corresponding answers, as shown in Figure 4.

& Homa » Fraquently Asked Questions (FACs)

Figure 4: FAQ Responses
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2.2.2 Contact DSS

To obtain contact information for the DSS Knowledge Center, click the “Contact DSS” link at the bottom of the
page. Figure 5 shows where this link is located.

Defense Security Service Portal 3 @

MNational Industrial Security Program (NISP) Central Access Information Security System

Q Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?

NCAISS not loading in Firefox?

What s the NCAISS?

What s the Single Sign-on?

How do | create an NCAISS account?

o s v et SR
How do | associate CAC/ECA with my account?

From where do | get an ECA certificate? | |
How do | log into NCAISS using my CACIECA?

How can | find help?

CAC error message "Page cannol be displayed™

See ALL FAQs

CAC/ECA Logn |

A s T s

|
|| [—
it equster Certificate

“ Addiional NCAISS Information
+ DoD Approved Pls

S B 2 S 2 I S S

Requster for an account

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
FC i S5 LY

Figure 5: Contact DSS Location

The information required to Contact DSS is displayed, as shown in Figure 6.

Defense Security Service Portal

MMational industrial Security Program (NISP) Central Access Information Security System _' CAl

Contact D55 | FAQs | Accessibility | USA.gov | Security and Privacy Noftice | No Fear Act| FOIA | Terms of Use

Figure 6: DSS Knowledge Center Contact Information

2.2.3 Links

The Links section is located in the lower center column of the login page, as depicted in Figure 7. This section
provides links to relevant external information sites. Note: These links are updated frequently; as such, the links
shown in Figure 7 are representative and may not reflect current Production status.
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Defense Security Service Portal

Mational Industrial Security Program (NISP) Central Access Information Security System{NE

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

+ Setting up Fisefox to work with Card readers?
 NCAISS not loading in Firefox?
| * \What is the NCAISS?
What is the Single Sign-on?
‘  How da | create an NCAISS account?
= WSS 4 How do resel my password?
How do | associate CAC/ECA with my account?
| From where do | get an ECA cerfficale?
+ Addibonal NCAISS Information + How do | log info NCAISS using my CAC/ECA?
< DoD Approved PKls “+ Haw can | find help?
* CAC emor message Page cannot be desplayed™
+ See ALLFAQs

E

CAC/ECA Logn

l Read more

Regster for an eccount

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
( ¥

Figure 7: Links Location
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3 Self-Enrollment

To gain access to NCAISS, a user must first register for an NCAISS User account (i.e., self-enroll). The self-
enrollment module enables the user to complete a registration request and create a new user account. Note: If
you are acting on behalf of an organization when utilizing NCAISS, you must use your organization assigned email
address (e.g. dss.mil) when registering for an NCAISS account.

3.1 Request an NCAISS User Account

The following steps outline the process for self-enrolling for an NCAISS User account:

1. Access NCAISS by copying and pasting this link (https://ncaiss.dss.mil) into your web browser.

2. Click “l Accept” on the DSS Portal Disclaimer, as shown in Figure 1.

3. On the NCAISS Login page, click “Register for an account” under the “Self Enrollment” section of the bottom
left corner, as shown in Figure 8.

Defense Security Service Portal @

Mational industrial Security Program (NISP) Central Access Information Security System (NG

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

- Setting up Firefox to work with Card readers?
* NCAISS not loading in Firefox?
+ Whatis the NCAISS?
+ What is the Single Sign-on?
+ How do | create an NCAISS account?
+ How do | reset my password?
 How do | associate CAC/ECA with my account?
+ From where do get an ECA cerfificate?
“ Additional NCAISS Information + How do | log into NCAISS using my CACIECA?
# DoD Approved PKis + How can | find help?
# CAC eror message "Page cannol be displayed™
+ See ALLFAQs

LY

CAC/ECA Logm

i T

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 8: Register for an Account Link

uxn

4. Complete the required fields (noted with an “*”), as shown in Figure 9.
If you are a DSS Internal User (i.e., DSS employee or DSS contractor), check the “DSS Internal User” checkbox.
6. Answer three (3) security questions. Note: When contacting the Knowledge Center for support, the
Knowledge Center Agent may ask you these questions to verify your identity.
7. Perform one of the following actions:
a. Click “Cancel” button to cancel the enrollment request. Note: Information that you provided will be
deleted.
b. Click “Next” button to proceed with the self-enrollment process. Note: If required information is not
complete, NCAISS will not allow the user to continue with self-enroliment. Note: The password set at this
stage must meet established DoD password complexity criteria.

v
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NCAISS Account Request

New User Registration
Please complete the following form to create your DSS NCAISS account.

Enter Your Name
* First Name
Middle Name
* Last Name
Enter Your Email
When registering you must use the email address assigned by the organization on whose behalf you are accessing NCAISS (e.g. dss.mil).
* Email

= Confirm Email

DSS Internal User
DSS Internal User [ By checking this box, I confirm that I am a DSS internal user (i.e., DSS employee or contractor).

Enter a Password
* Password '@

* Confirm Password

Select Challenge Questions and Answers

* Question 1 |-—Select Challenge Question--- 2]
* Answer 1

* Question 2 ——Select Challenge Question--- v
* Answer 2

* Question 3 |-—Select Challenge Question-— ﬂ
* Answer 3

Nextl Cancel

Figure 9: NCAISS Account Request Form

8. Review the information and perform one of the following actions, as shown in Figure 10:
a. Click “Edit” to modify your information.
b. Click “Cancel” to cancel the enrollment request. Note: Information that you provided will be deleted.
c. Ifthe information is complete and accurate, then select the checkbox confirming you have read and agree
to the Privacy Act Statement and click “Confirm” to submit the form.

HS0021-15-F-0111 Unclassified/FOUO Page 9
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Confirm Registration Details
Flease review your new account information and accept the privacy policy to register.

User Account Details

First Mamea create
Middle Name

Last Name Cest

Email create.test@mail.mil
Confirm Email create.test@mail.mil
0SS Internal User [¥]
Password ======

Confirm Password =====s

Challenge Questions
Challenge Question 1 What is your Favarite Color?
Challenge Answer 1 color
Challenge Question 2 What is your Favorite Movie?
Challenge Answer 2 mowvie
Challenge Question 3 What is your Favorite Vacation Location?
Challenge Answer 3 location

Privacy Act Statement

ALUTHORITY:
Executive Order 10450, 9397; and Public Law 99-474, the Computer Fraud and Abuse Act.

PURPOSE:
To record names, and Sodal Security Mumbers for the purpose of validating the trustworthiness of individuals requesting access to
Department of Defense (DoD) systems and information. NOTE: Records may be maintained in both electronic and/or paper form.

ROUTINE UUSES:

In addition to those discdosures generally permitted under 5U.5.C. 552a(b) of the Privacy Act, these records or information contained
therein may specfically be disclosed outside DoD as a routine use pursuant to 5 U.5.C. 552a(b)(3) as follows: To a Federal, State, or local
law enforcement agency when your agency becomes aware of a violation or possible violation of dvil or criminal law; to the Department of
Justice for purposes of representing the DoD in pending and potential ktigation to which the record is pertinent; to the Merit Systems
Protection Board for the purpose of iigation or investigation of aleged or possible prohibited personnel practices; to a Federal agency
when conducting an investigation or nguiry for security or audit reasons; or the General Services Administration in connection with its
responsibilites for records management.

DISCLOSURE:

Disclosure of this information (to indude social security numbers) is voluntary; however, failure to provide the requested information will
impede, delay or prevent further processing of this request.

= I have read and understand the terms of the privacy policy. |

Cunﬁrm| El:it| Caru:eI]

Figure 10: NCAISS Account Request Review

9. Upon clicking “Confirm” the request will be submitted and NCAISS will display a confirmation page, as shown
in Figure 11. The confirmation page will display the user’s NCAISS Account ID.

10. Click “OK” to return to the DSS login page, or click “Register Certificate” to proceed directly to registering a
DoD-approved PKI certificate. Note: You will receive an email from DoNotReply@dss.mil confirming your
account creation.
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NCAISS Account Request

NCAISS Account Registration Completed Successfully!

Your NCAISS User ID is:
create.test

You will also receive an email confirmation message containing your User ID. Please retain this information as it will be needed to

complete the certificate registration process. You may immediately register your DoD-approved PKI certificate by clicking the button
below.

<| Register Certificate

Figure 11: NCAISS Account Request Confirmation

3.2 New Accounts — Email Notifications

After a user submits NCAISS account request form and NCAISS creates the new user account, an email notification
is sent to the user indicating account creation, as shown in Figure 12. Note: Your new account name (Account ID) is
provided in this email (as well as on the Account Request Confirmation page, shown in Figure 11). You created
your password during the self-enrollment process. Note: Emails from the NCAISS system will be sent from the
DoNotReply@dss.mil email address. Please make sure your email inbox settings are configured to allow messages
from DoNotReply@dss.mil as spam/junk-mail.

& NCATSS Account Registration Complete - Unicode {UTF-8)

e BB vew Tk M b "

% % 4 - X O QO U
| FRegly

Bepl Al Frewerd Bt Dele | Previns et | Aebbecses

Tromc donatrcpiy@oraci con

Nate:  Thirstay, Y3, 01497540

Tee nesiss iesiBdss ml

Subject:  NCAISS Account Regisiralion Conglele

Please be advisad thatyour request for an NCAISS account has been processad and your accourt has been crested. Your NCAISS usemame s NCAISS TEST and your passwiord is the one set byyou duning seff-ragistration. Your

userinformation 15 privileged and must not ba shared. You may now access NCAISS to register your CAC or other DoC-approved PKI Cartificate. In order to enroll your PKI Certificats, select the "Register Certificate” link avallable
onthe NCAISS Login pags

I you require assistance accessing or using NCAISS please refer to the FAQs located at b
Call Center@dsshelp.org.

5 liss0.dss milopenssofdss certfag)

=p] or contact the Dol Secunity Senices (Call) Center at 1-808-282-7652 or email to

Reqards
DSS NCAISS Team

Figure 12: NCAISS Account Created Email
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4 Register Certificate

NCAISS is a CAC/PKl-enforced system. To log into the system, users must use their CAC or DoD-approved
certificate and enter their Personal Identification Number (PIN). Prior to accessing NCAISS, new users must
register their certificate (i.e., associate their certificate to their NCAISS Account ID). This process takes place after a
user’s request for an account is approved and a user Account ID is created.

Note: Your new Account ID is provided on the account creation confirmation page and in the “account created”
notification email as shown in Figure 12.

Note: You already created your password when completing the “self-enrollment” form.

1. Access NCAISS by copy and pasting this link (https://ncaiss.dss.mil) into your web browser.

2. Accept the NCAISS Disclaimer, as shown in Figure 1.

3. Onthe NCAISS Login page, click “Register Certificate” under the “Register CAC/ECA” section located in the
middle of the left column. Refer to Figure 13.

Mationalindustrial Security Program [NISP) Central Access Information Security ' [

Defense Security Service Portal @

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN andior Certificate.

Setting up Firefox to work with Card readers?
NCAISS not loading in Firefox?

What is the NCAISS?

What s the Single Sign-on?

How do | creale an NCAISS account?

How do | reset my password?

How do | associate CAC/ECA with my account?
From where do | get an ECA certificate?

How do | log into NCAISS using my CAC/ECA?
How can | find help?

(AL eror message "Page cannol be displayed™?
See ALLFAQs

‘ CACJECA Login ‘i
l .!' il 'Ul ul“ I 'illl:\m.MmmﬂMMI\mM\lmumlluuMﬂhqu|i|Ii
il ¢

Read more

< Addiional NCAISS Information
4 DoD Approved Pils

"
-
-
&
e
-
-
e
-
-
-
e

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
FOR AL USE ONLY

Figure 13: Register Certificate Location

4. Enter your Account ID (provided immediately following account creation and in the account creation
notification email).

5. Enter the password that you set during the self-enrollment process.

6. Click “Submit” as shown in Figure 14.
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' Home » CAC/ECA Register

CAC/ECATogin Enter your Account 1D and Password and click Submit fo associate your CAC/ECA ceriificate with your
account. You must have an account in order to register your CAC/ECA certificate.

seveessanareeee |

Register for an account

Submit

ing in Firef
Portal?

* Howdol
= Fromwhere do | getan
How do | log into

Figure 14: Register Certificate Screen

7. Upon clicking submit, a pop-up box containing a list of digital certificates will appear. Select your certificate, as
shown in Figure 15. Note: If the window displays more than one certificate, scroll through the list and select
the appropriate one.

Select a Certificate

SAMPLEUSER

Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

Click here o view certificate prope..

SAMPLEUSER

Issuer: 00D CA-30
Valid From: 9/11/2013 to 8/11/2014

Figure 15: Certificate Selection

8. Enter your PIN, as shown in Figure 16.
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Microsoft Smart Card Provider
Please enter your PIN,

Figure 16: Certificate PIN Entry

9. If successful, a confirmation message will be displayed informing you that your certificate was registered
successfully, as shown in Figure 17. You may now login to NCAISS.

4% Home » CAC/ECA Register

Your CAC/ECA cerfificate has been registered successfully. You may now Login with your newly registered
CAC/ECA certificate. Note: You will not be prompted for PIN and/or Certificate.

CAC/ECA Login

Regsster for an account

= From where do |
% How do | log into
How can | find help?
e "Page cannont be displayed™?

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act | FOIA | Terms of Use

FOR OFFICIA ONLY
-D

Figure 17: Successful Certificate Registration

4.1 Common Certificate Registration Errors

This section addresses the following errors that may occur during the PKI certificate registration process:
= Incorrect Account ID or Password
= Submitting without entering an Account ID or Password
= C(Clicking “Cancel” button or no certificate is inserted (if using a CAC)
= Certificate already in use

= Receiving an “Error Page Cannot Be Displayed” message
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4.1.1 Incorrect Account ID or Password

An error message, as shown in Figure 18, is displayed when the user enters an incorrect Account ID or Password
when attempting to register a certificate.

) Home » CAC/ECA Reqister

CAC/ECA Login | Invalid Account ID and/or Password. [T you have forgotten your password, please reset it via Forgot Your i
Password feature.

9 Forgot your password?

Figure 18: Invalid Account ID or Password During Certificate Registration
To resolve this problem:
= Make sure your Account ID and Password are correct:

0 If either the Account ID or Password are incorrect, contact the DSS Knowledge Center for Account ID
retrieval and/or Password reset

4.1.2 Missing Account ID or Password

One of the following two messages, as shown in Figure 19 and Figure 20, will be displayed when a user clicks
“Submit” without entering an Account ID or password.

wWindowsz Internet Explorer x| |

/ ' ': Fleaze enter pour Account 1D,

Figure 19: Missing Account ID

Windows Internet Explorer |

/ ' ':‘ Pleaze enter your Pazsward.

Figure 20: Missing Password
To resolve this problem:

= Enter the Account ID that was provided immediately after account creation in the account creation
notification email and the password that you created during self-enroliment.
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4.1.3 Click “Cancel” or No Certificate Inserted (if Using a Hardware Token [e.g., CAC])

An error message is displayed when the user selects “Cancel” or when no hardware-based PKI token (e.g., CAC) is
inserted into the computer. CAC is inserted into the computer, as shown in Figure 21.

W v o CACHECH Rpiater

CACTCA Login -
s o o Mo cenficale seiscted ¥ you e using CAC, please ngert I and Select a vabil cerbfic ale when
provrted

Ruogisier fod am oot

o Fargol your passwera?

Figure 21: No Certificate Selected Error
To resolve this problem:
= Please select the appropriate certificate; or

= Insert your certificate (CAC) into the computer or smartcard reader

4.1.4 Certificate Already in Use
A certificate may only be registered to a single NCAISS User account. If you have already registered your certificate
to your account, then the system will display the following error message:

W Bome » CACECK Register

o Faded 62 regester CATECA bcauss your CACECH cenlcass i alrendy fegsienad wilh ancihar aocount

o Forgot your passward?

Figure 22: Certificate Already In-Use Error

To resolve this problem:

= Select “CAC/ECA Login” and log into the system using the certificate and PIN. Refer to Section 5, for more
details on how to login.

4.1.5 Receiving an “Error Page Cannot Be Displayed” Message

If you receive an “Error Page Cannot Be Displayed” message during the certificate registration process contact the
your local IT helpdesk to investigate potential browser or network settings that may be causing the error prior to
contacting the DSS Knowledge Center.
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:
5 Login to NCAISS

Once a user’s NCAISS User account has been created and a certificate is registered to the account, the user may log
into NCAISS.

1. Access NCAISS by copy and pasting this link (https://ncaiss.dss.mil) into the web browser.

2. Accept the NCAISS Disclaimer, as shown in Figure 1.

3. Onthe NCAISS Login page, click “CAC/ECA Login” under the “Login to DSS Portal” section in the top left
column. Refer to Figure 23.

Defense Security Service Portal

Mational Industrial Security Program (NISP) Central Access Information Security Syslm' CAIS

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

+ Satfing up Firefox to work with Card readers?
NCAISS not loading in Firefox?

* What is the NCAISS?
4 Whatis the Single Sign-on?
How do | ereale an NCAISS account?
How do | reset my password?
How do | associate CAC/ECA with my account?
From where do | get an ECA certificale?
How do | log inlo NCAISS using my CAC/ECA?
How can | find heip?
. CAC emor message "Page cannol be displayed™
Regster for an account See ALL FAQs

-

CAC/ECA Logn

+ Additonal NCAISS Information
4 DoD Approved PKls

A

Figure 23: CAC/ECA Login Location

4. A window will pop up displaying one or more certificates on your system. Select your certificate. Note: Make
sure you select the certificate that you registered to your Account ID. Note: If you click “Cancel” without
selecting a certificate, you will receive a “This Page Cannot Be Displayed” page. To access NCAISS, close all
windows of your browser and return to step 1 above.

Select a Certificate

SAMPLEUSER

Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11,/2014

SAMPLEUSER

Issuer: DOD CA-30
Valid From: 9/11/2013 to 8/11/2014

(o ] (Loma |

Figure 24: Login to NCAISS - Certificate Selection
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5. Enter your PIN. Note: If you click “Cancel” without entering your PIN, you will receive a “This Page Cannot Be
Displayed” page. To access NCAISS, close all windows of your browser and return to step 1 above.

Microsaft Smart Card Provider
Please enter your PIN,

Figure 25: Login to NCAISS - Certificate PIN Entry

6. You have logged in and will be directed to the NCAISS Home Page, as shown in Figure 26.

Aocssiblity  SonOut deborhincss  Help  Last Login: Tue Mar 17 04:42:40 COT 2015 O_‘

Defense Security Services Portal

Nati al Se ram (NISP) Central Access Information Security System (NCAISS)

Figure 26: NCAISS Home Page

Note: If you are prompted to select your PKI certificate, enter your PIN, and receive an “Internet Explorer Cannot
Display the Page” message, then refer to Section 4.1.5. This issue may be related to browser or network settings
and may affect system login as well.

5.1 Common Log-In Errors

When logging into NCAISS, there are a number of common errors that a user may encounter. This section
addresses the following errors that may occur during NCAISS login:

= No Certificate Registered

= Receiving an “Error Page Cannot Be Displayed” message

5.1.1 No Certificate Registered or Disabled Account

The user will see the error shown at the top of the login page (depicted in Figure 27) when he/she tries to log into
their NCAISS account before registering their certificate (i.e., CAC or DoD-approved PKI certificate), or after his/her
account has been disabled.
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CAC/ECA Authentication Failed

There was a problem with this browser accessing your CAC/ECA certificate for authentication. Please verify that you selected the certificate that
has been registered to your NCAISS account and try again.

You may have pressed the "Cancel" button in your browser's certificate selection prompt.

If you're trying to authenticate with your CAC/ECA certificate, please clear your SSL sessions. In Internet Explorer, go to the Tools -> Internet
Options. Select the Content tab and press the Clear SSL State button.

If the problem persists, you may need to contact your local IT help desk for additional support.

Additionally, your NCAISS account may have been disabled. If the above fixes did not resolve your problem please contact the DSS (Call) Center.

Figure 27: Certificate Not Registered Error Message
To resolve this problem:

= If you have not registered your CAC or DoD-approved PKI certificate, then follow the instructions to do so in
Section 4.

= If you have registered your CAC or DoD-approved PKI certificate, then:
0 Make sure that you selected the correct certificate during the certificate selection process; and/or
O Re-register your certificate; and/or

0 Contact the DSS Knowledge Center to verify if your account has been disabled.

5.1.2 Receiving an “Error Page Cannot Be Displayed” Message

If you receive an “Error Page Cannot Be Displayed” message during the certificate registration process contact the
your local IT helpdesk to investigate potential browser or network settings that may be causing the error prior to
contacting the DSS Knowledge Center.
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6 Navigating the NCAISS Home Page

The NCAISS Home Page enables users to access the systems/applications/resources for which they have been
authorized. As depicted in Figure 28, the home page links (on the left hand side of the page) provide access to
various capabilities within NCAISS. All NCAISS users have access to a standard set of links that allow them to
perform basic functions within the NCAISS Solution, including:

=  Work Items — allows users to view/manage access requests for which they serve as a Sponsor or Approver (see
Section 9)

= My Profile — the “My Information” link in this section allows a user to view/manage their user information,
change a user’s challenge questions, change a user’s password, and create delegations (see Sections 7 and 10)

= Requests — the “Create/Modify Requests” link directs users to a NCAISS page where they can request NCAISS
roles, and access to integrated applications

= My Applications — this section displays links to all the integrated applications that the user has access to

Depending on the user’s privileges, additional links are displayed on the left hand side of the home page
representing additional NCAISS components that the user can access, including:

= “Reports” link — allows a DSS information security official (Information Assurance [IA] User access to various
reports and auditing capabilities

= Administration — the “Users” link in this section enables a DSS Knowledge Center agent to perform
administrative/support services within the NCAISS (see Account Administrator User Guide for additional
information)

A

Defense Security, Services Portal

Natiopal Industrial Security Program (NISP) Central Access Information Security System (NCAISS)
R _

&) Work Items

~ My Profile
& My Information

v Requests
[ Create/Modify Requests
@8 Track Requests

~| My Applications
[E8) oBMs Application

Figure 28: NCAISS Home Page Links
Note: NCAISS uses tabbed browsing, similar to Internet Explorer (v8.0 or newer).

The remainder of this section provides overview information for locating and using the different
components/applications on the NCAISS Home Page.

6.1 DSS Login Information

The DSS Login Information lists the last time the user was logged into NCAISS. This function is located at the top
right corner of the NCAISS Home Page. Figure 29 highlights the “DSS Login Information” on the home page.
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Accessbity SonOut deboricess el Last Logi: Tue Mar 17.04:42:40 CDT 2015

Defense Security.Services Portal

NationsIncustrialSecurty Program (NISP) Central Access Information Securty System (NCALSS)

T

& Work Items

My Profile
§ My Information

 Requests
() Creste/ Modiy Requests
8 Trock Requests

/My Applications

Figure 29: NCAISS Home Page Login Information

6.2 Session Expiration

A user’s NCAISS session will timeout when it sits idle for more than thirty (30) minutes. If you wish to terminate
your session, you may do so by:

= Clicking on the “Sign Out” button in the top right corner of the NCAISS Home Page;
= Allowing the session to timeout/expire; or

= Exiting (closing) the web browser.

6.3 Banner Links

While using NCAISS, a user can access several links that are located in the NCAISS banner as shown in Figure 30.

Recesshilty SignOut - deborah.ncass  Help  Last Login: Tue Mar 17 04:42:40 COT 2015

Defense Security.Services Portal

Netiopal Industria Securty Program (NIS) Centrl Acess Information Security System (HCATSS)

k-

Figure 30: NCAISS Banner Links
A user can use the NCAISS banner links to perform the following actions:

= Accessibility — allows users to enable accessibility functions such as the use of a screen reader, high contrast
colors, and large fonts.

= Sign Out — allows users to sign out/log out of NCAISS. See Section 11 for details on logging out of NCAISS.
= Help — provides users with a list of NCAISS help pages to address commonly used system features.
To enable accessibility functions, take the following steps:

1. Click the “Accessibility” link in the banner as shown in Figure 30.
2. Select the check boxes for the desired options as shown in Figure 31. Click the “OK” button.
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Figure 31: NCAISS Banner — Accessibility Functions

To access NCAISS help pages, take the following steps:

1. Click the “Help” link in the banner as shown in Figure 30. Note: Clicking the “Help” link opens the main NCAISS
Help page in a new Internet browser tab.

2. Click the help page title link to view the desire page as shown in Figure 32. Note: Help pages are not context

sensitive (i.e., the same list of help options will be available throughout the system).

Defense-Security, Services
Natiopal Industrial gee \ISP) Ce Sea AISS)

NCAISS Help

Please choose from the following help sections.

NOTE: Please dose this tab to retumn to your NCAISS home.

Figure 32: NCAISS Banner — NCAISS Help
3. Click the “NCAISS Help” button to return to the main NCAISS Help page as shown in Figure 33.

HS0021-15-F-0111 Unclassified/FOUO Page 22



Defense Security Service NCAISS User Guide

Defense Security.Services Portal

National Industrial $ecurity Program (NISP) Central Access Information Security System (NCAISS)

INCAISS Help: User Home Page

Welcome to the NCAISS User Interface. The use of some listed features may be limited to DSS Officials and System Administrators.

The NCAISS Home Page facilitates timely management of your work items and allows you to request additional NCAISS roles as well oot
to applications that are integrated with the NCAISS solution. NCAISS uses tabbed browsing, similar to most Intemet Browsers; applica

links (e.g., Work Items, My Information) will open within a new application tab. You may navigate between tabs by selecting the deslred tab
near the top of the application window; unused tabs may be dosed.

Manage Approvals To view and manage appluva\s dl& the dlick the Work Items link. NOTE: The Work Items page contains a separate
help file with specific information on managing appr

To delegate work items to another NCAISS user, or change delegation status, dick the My Information link, and the Delegation expand
aow. NOTE: The My Information page contains a separate help file with specfic information on delegating work tems.
Requesting an NCAISS Role or Application Access

1f you require an NCAISS role or Application Access click the Create/Modify Requests link, and you will be taken to the Role/Application
juest: where you can complete your request. NOTE: wuﬂmmmmemmamewphhmmﬁc
information on requesting NCAISS Roles and Application

Accessing Applications Links to the Applications for which a user has access are found in the My Applications section of the user’s
NCAISS Home Page. To access an application click the appropriate link.

NOTE: Please dose this tab to retum to your NCAISS home.

Figure 33: NCAISS Banner — Return to Main NCAISS Help Page
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7 Update Profile Data

The “My Information” link on the NCAISS Home Page allows users to view and update their profile information.
The user profile information is accessed via the “My Information” link on the left side of the NCAISS Home Page, as
depicted in Figure 34.

Accessibility  Sign Out G0N, S5 Help  Last Login: Wed Mar 18 0d:43:38 COT 2015

Pefense Security.Services Portal
atiop Industial Seeurty Progra (NISP) Central Access Information Security System (NCAISS)

e

& Work Items

¥ My Profile
§ My Information

~ Requests
(L Create/Modify Requests
@ Track Requests

v My Applications
8 0BMs Application

Figure 34: NCAISS Home Page My Information Link
The “My Information” tab includes four (4) sections, as shown in Figure 35.
= Basic User Information (Name, Contact Information, etc.)
= Change Password
= Challenge Questions
= Delegation

The Basic User Information, Change Password, and Challenge Questions sections are covered in greater detail in
the sub-sections that follow, while Delegation is discussed in detail in Section 10. Note: The Basic User Information
in the “My Information” page is displayed in read-only format; users must click the “Edit” link, as described in
Section 7.1 to modify their Basic User Information.

@

gordon ncaiss * Required fiekds

* My Information

! Basic User Information
Edit
Profile Content
Title
First Name  gordon
me
i Name ncaiss
Suffie
User Login GORDON.NCAISS
E-mail gordon.ncaiss@dss.mil
Contact Information
Telephone 222-222-122(%

Street 123 Gordon
Gordon
te Hawail
Postal Code 22222

Country

»/Change Password

] challenge Questions

*| Delegation

Figure 35: My Information

7.1 Basic User Information

Within the “Basic User Information” area, a user is able to view relevant information about the user’s account. A
user can update profile data by taking the following steps:
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1. Click “Edit” to access the “Update My Information” page, shown in Figure 36.

& My Information
gordon ncaiss

v/ Basic User Information

Profile Content

GORDON.NCAISS
gordon.ncaiss@dss.mil

Contact Information

3 Change Password

;_5_?Cl|allenge Questions

>/ Delegation

Click “Edit” — '

Figure 36: My Information — Basic User Information

On the “Update My Information” page, enter the applicable changes in the appropriate fields and click

“Update” as shown in Figure 37. Note: Users cannot change their first name, last name, or email address. If
you need to change your first name, last name, or email address, contact the DSS Knowledge Center. Note:
Clicking cancel returns you to the NCAISS Home Page.

Update My Information

Please complete all information requested below and click "Submit” when complete, or dick 'Cancel’ to return to account management.

Title

First Name
Middle Name
Last Name
Suffix

User ID

Email

Phone
Organization Name
Street Address
City

State

Zip Code

Country

Update | | Cancel C | ICk

3.

gordon

ncaiss

GORDON.NCAISS
gordon.ncaiss@dss.mil
222-222-2222
dss

123 Gordon
Gordon
Hawaii

22222

“Update”

Figure 37: My Information — Update Profile Data

Upon submission, a confirmation page will display as shown in Figure 38. Click “Return to DSS Portal” to return

to the NCAISS Home Page. Note: Upon completion of profile data updates, the user can view any applied
changes by accessing the “My Information” link from the NCAISS Home Page.
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Update My Information

Request Completed Successfully!

Your user information was updated with the following attributes.

Title

First Name
Middle Name
Last Name
Suffix

User ID

Email

Phone
Organization Name
Street Address
City

State

Zip Code

gordon
ncaiss

GORDON.NCAISS
gordon.ncaiss@dss.mil
222-222-2222 ¢¢&>

dss

123 Gordon

Gordon

Hawaii

22222

Country

<«<——— Click Here

Figure 38: My Information — Update Profile Data Confirmation

7.2 Reset Password

Within the “Reset Password” area, users are able to change the password used for registering a certificate and set
during self-registration. To reset the password, click the arrow next to “Change Password” to expand the Change
password area; enter the old password, and the new password, then click “Apply,” shown in Figure 39. Note: the
password set at this stage must meet established DoD password complexity criteria.

@ My Information
gordon ncaiss * Required fields

|Basic User Information
Edit

Profile Content
Title
First Name gordon
Middle Name
*Last Name ncaiss
Suffix
User Login  GORDON.NCAISS
E-mail gordon.ncaiss@dss.mil
Contact Information
Telephone 222-222-2222 &
Street 123 Gordon
City Gordon
State
Postal Code 11112
Country

E’C nge Password

* Indicates Required Fieldd Apply | Cancel
Click “Apply” —>

* Old Password
* New Password @

* Confirm New Password

Figure 39: My Information — Reset Password
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7.3 Challenge Questions

Within the “Challenge Questions” area, users are able to change the challenge questions they set during self-
registration. To reset the challenge questions, click the arrow next to “Challenge Questions” to expand the
challenge question area; select three challenge questions, and provide the corresponding answers, then click
“Apply,” shown in Figure 40. Note: Previously entered challenge questions will not be displayed for security
reasons and will be overwritten by the newly set questions/responses.

& My Information

gordon ncaiss * Required fields

~|Basic User Information
Edit

Profile Content
Title
First Name gordon
Middle Name
*Last Name ncaiss
Suffix
User Login  GORDON.NCAISS
E-mail gordon.ncaiss@dss.mil
Contact Information
Telephone 222-222-2222 (%
Street 123 Gordon
ity Gordon
State
Postal Code 11112
Country

2IChange Password

~|Challenge Questions
Youl jons and answers are already set. However, you can use the below form to set them new. " « T
Click “Apply ance

* Questionl 2 * Answerl
* Question2 v * Answer2
* Question3 v * Answer3

Figure 40: My Information - Challenge Questions
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8 Requesting NCAISS Roles

A user may request an additional NCAISS Role from the NCAISS Home Page by taking the following steps:

1.

5 3 Accessibilty SignOut godonncals  Help  Last Login: Wed Mar 18 04:43:38 COT 2015 o
Pefense Security,Services Portal _
Natiopal Industrial Seaity Program (NISP) Central Access Information Security System (NCAISS) U

g

Click the “Create/Modify Requests” link.

(& Work Items

¥ My Profile
§ My Information

» My Applications
8 oaws Application

Figure 41: Requesting Roles/Access from the NCAISS Home Page

2. The Role and Application Access Request page is displayed. Click “Request an NCAISS Role.” Note: Additional
application request links will display on the Application Access Request Page as new applications/resources
are integrated with the NCAISS Solution.

NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role €&——— (Click Here

0BMS Requests

Request/Manage OBMS Access

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Retumn to DSS Portall

Figure 42: Requesting an NCAISS Role from the Application Access Request Page
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3. The Request NCAISS Role form is displayed, as shown in Figure 43.

4. Select the appropriate role from the “Role Name” drop-down, depending on the needed access.
5. Complete the NCAISS Role request form by providing your Sponsor’s email address Note: When requesting an
NCAISS Role, your Sponsor must be a DSS Internal User.

fetum to (S5 Poe San Out

Defense Security.Service Portal

National Industl Seaurfty Program (NISP) Central Access Information Security Systam (NCAISS)

.

NCAISS Role Request

Sedect Role
Please: fill out the followang informabon for your role request.

User D JOENCAISST
First Kame. joe
Middie Hame
List Hame ncats
Emad joencaissBmalmi
* Roke Name | —Select Role— ﬂ

* Sponsor Emal

het|  Cancel|

Figure 43: NCAISS Role Request Form

6. Click “Cancel” to cancel the request. Note: Data entered will be cleared once you hit “Cancel.”

Click “Next” to proceed.
8. A confirmation page will be displayed, as shown in Figure 44. Review the accuracy of the information

presented.
9. Click “Cancel” to cancel the request. Note: Data entered will be cleared once you click “Cancel.”

10. Click “Edit” to edit the information displayed.
11. CI|ck “Confirm” to submit your role request for review.

Retum to D55 Pt Sign Ot JCAISS]  Help
Defense Security.Service Portal -
oton it Gty Proga (ISP el crss nfomationSecurty Syt (VCAS) U

NCAISS Role Request

N

Confirm Request
Pease confim your role request information.

User 1D JOENCAISSL
First hame. joe
Muiderame Kame
Last Kame ncaiss
Ema jpe.ncass@mal mi
Role Accounk_Admintsiraine
Sporsor Bmall rudy.ncaiss@dse.ml

(] est] o
Figure 44: NCAISS Role Request Confirmation

12. Upon form submission, a Request Successful page will be displayed. Click “Ok” to return to the NCAISS Home
Page.

NCAISS Role Request

Request Completed Successfully!
The following role request was successfully submitted for approval with Request ID: 832.

Reguest For NCAISS1.TEST1
Requested Role Validating_Official

Figure 45: NCAISS Role Request Successful Page
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13. Click “Sign out” (at the top right side of the page) to log out of NCAISS.

Acoessibi - 255 Help  LastLogin: Tue Mar 17 04:42:40 COT 2015 (=)

Defense Security.Services Portal
Matiopl Industrial Secuty Program (NISP) Central Access Information Security System (NCATSS)

Figure 46: Signing out of NCAISS

Note: Your submitted request will be sent to your Sponsor’s inbox for approval and they will be notified via email.
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9 Approving/Rejecting Account Requests

When NCAISS users submit requests for additional roles and/or access to integrated applications, these requests
are posted in the Sponsors’/Approvers’ inboxes. As depicted in Figure 47 new requests that require review and
approval can be viewed by clicking the “Work Items” link on the left hand side of the NCAISS Home Page.

Note: The number of approval steps and the approvers involved are determined based on the type of role or
application access that is requested; however, the basic approval process remains unchanged from the process
documented below.
Defense Security.Services Portal Sy T e e s Tha . 2

Natiopal Industrial Sequsity Program (MISP) Central Access Information Security System (NCA!SS)

]

/My Profe
§ My Informatica

~ Requests
(L) Create/Modify Requests
8 Track Requests

» My Applications
~ Administration

Figure 47: NCAISS Home Page — Accessing Approval Items

Clicking the “Work Items” link allows a user to see a list of requests awaiting their review and approval, as depicted
in Figure 48.

i i Aaresshilty  Sion Out s v Tue Mar 17 09:49:25 (DT 2015 (@]
Defense Security.Services Portal o oLl Tt 1054525 0T 20 l

Natiopal Incustiz Securty Program (NISP) Cenlrel Access Information Securty System (NCAISS)

i

o Work s & Inbox i
¥/ My Profile Views H WTsst)- e /K | @ 0 Ay Qv | eamaop [v] hssged v B - "]
My formation mme Wurer | Crestor sped  prionty
« Requests Inbax B meALsS Roke Approva Request for ragv ncaiss NI%7 s Mar 18, WIS 2ISPM 3y
(L) CreateyModfy Requests My Tasks (1)
8 Track Requests
Views
» My Applications
Due Soon
ot High Py
Past D2y
Past Week
Past Month
Past Quarter
Manual Provesioning
New Tasks
§ Pending Approvals *

Figure 48: Work Items

9.1 Approving NCAISS Role Requests

Once a user’s NCAISS account is established, he/she may request additional roles in NCAISS, to include Account
Administrator, Validating Official, and IA User. The submitted requests are posted in the appropriate Sponsor’s
Work Items list. If the a User requests the role of Validating Official, then a “Validating Official” must review the
request once it has been approved by the user’s Sponsor. Once the Validating Official verifies the security level for
the requester, they may approve or reject the request. If the requestor has selected an “Account Administrator”
account type, the workflow includes an Account Administrator review of the request, following approval by both
the Sponsor and Validating Official. Note: Request rejections are addressed in Section 9.2.

1. Loginto NCAISS.
2. The NCAISS Home Page is displayed, as shown in Figure 26.
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3. Click on the “Work Items” link.
4, The “Inbox” tab is displayed with a list of requests awaiting approval, as shown in Figure 49.

Accessibilty  Sign Out 3 Last Login: Tue Mar 17 09:4%:25 COT 2015
Defense Security.Services Portal ' g
Industial Sacury Program (NISP) Central Access Information Securty System (NCAISS)
£ vk Ttens & Inbox
v My Profie Views + Wiskil-dp A% | B O Adwsy Qv | Meamycop [v] Assgned v B ]
§ My nformation ¥ [Te Nurnber | Creator pssioped Priorty
e Inbox B NOAISS Role Approval Request for v ncaiss 21967 rajv.nczss Mar 18, WIS HISPM 3]
(2 CesteMosy e My Tasks (1)
8 Trock Requests \
Views
»| My Applications
Due Soon
« Administration i
Past Day
Past Week
fast Morth
Past Quater
Manuel Provsionog
New Tasts
4 Pendng Approvals *

Figure 49: NCAISS Role Requests Awaiting Approval

5. Click on the request you wish to review and approve to launch the Account Request Approval detail view.

6. The Account Request Approval detail view is displayed, as shown in Figure 50. Here you can view the account
details and the account type the user is requesting.

7. Review the request and click “Approve.” Note: If you are a Validating Official or a Knowledge Center user you
will first have to click the “Claim” button on the request detail to claim the item before being able to approve
or reject the item. Note: After the Sponsor approves the request, the request is forwarded to other NCAISS

role holders for subsequent approvals (i.e., Validating Official for Validating Official and IA User access

requests and Validating Official and Account Administrator for Account Administrator access requests).

. - Accessibifty  SignQut  jeffncaiss Help  Last Login : Thu Jun 30 11:09:23 CDT 2016 . Q
Defense Security.Service Portal .

Natiopal Industrial S_sgjrity Program (NISP) Central Access Information Security System (NCAISS)

e % Inbox ] NCAISS Role Approval Requ... [}
< My profile NCAISS Role Approval Request for gordon ncaiss Click Here Reject |

‘ 1 e First Name gordon
v|Requests Middle Name

(2 Create/Modiy Requests Last Name nicaiss

@8 Track Requests Login GORDON.NCAISSL
/My Applications Email gordon.neaiss@dss. mil

@]SH) Appiicztion Existing Role{s) STEPP User

Requested Role Validating_ Official

~! Administration

 Comments Click here to enter comments [
No data to display

Figure 50: NCAISS Role Request Approval

8. After approving, click the “X” in the approval item tab to close it and return to the “Inbox” tab to display the
remaining number of approvals on the list. Note: You will have to hover over the end of the tab for the “X” to
appear.
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- “ Aocessibikty  Sign Out wenncaiss  Help  Last Login: Tue Mar 17 09:49:25 CDT 2015 p o
Defense Security.Services Portal .

atiopal Industrial Seaurity Program (NISP) Central Access Information Security System (NCAISS).

3 Work Items & Tnbox [ NeaIss Role Approval Requ... B [I¥]

/My Profile
& My Information

~|Requests
[ Create/Modify Requests

T Click to Close Tab

> Administration

Figure 51: Close NCAISS Approval Item

9.2 Rejecting a Request

NCAISS Users that receive an access request Work Item have the capability to review the request and either
approve or reject it. NCAISS users follow the same process to reject a request. Note: Work Items that are rejected
require the user to enter a custom comment to indicate the justification for rejection.

1. Click on the request you wish to view, as shown in Figure 49.

2. The Account Request detail view is displayed, as shown in Figure 52. Here you can view the account details
and the account type the user is requesting.

3. Ifthe requestis not valid, select “Reject,” and the Solution notifies the Access Requestor that request is
denied. Note: Comments must be entered to reject a request. Click the comment icon above the comment
box to enter comments.

Defense Security.Service Portal

Accesshilty SROU s Hep  LastLogin: Wed May 04 03:36:50 COT 2016

National Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

3 b [ NCAISS Role Approval Requ..

_ ms
My Brofle NCAISS Role Approval Request for kyle ncaiss Click Here
[ | Fit e e
+ Requests Midde Name:
(L) Create/Modéiy Requests Last Name: picass
8 Trock Requests Login KYLENCAISS]
oy T Emal kyle.ncaissBdss.mil
8 1570 Appcation Wis) MG e
_le _ Requested Role TA_User
o oments Ok e «——  Click Comment icon to enter
 Administration Mo it to dislay comments |

Bl

Figure 52: NCAISS Role Request Rejection

4. Therequest is rejected and an email is sent to the user with the reason it was rejected.

5. After rejecting, click the “X” in the approval item tab to close it and return to the “Inbox” tab to display the
remaining number of approvals on the list, as shown in Figure 51. Note: You will have to hover over the end of
the tab for the “X” to appear.
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10 Delegating Work Items

NCAISS users that receive Work Items (e.g., access approval requests) may delegate his/her Work Items to another
user for a specified period of time. Work Item delegation can help determine that access requests are processed
promptly and efficiently during prolonged absences. When delegating Work Itemes, it is the responsibility of the
Delegator to determine that the Delegate is fully capable of completing the assigned work tasks. The process for
delegating Work Items is the same for NCAISS users and follows the process outlined below. Note: Only one
delegation may be set for a specified period of time. If you have set up a delegation for a specific period of time,
the system will not allow you to set up another delegation that over laps with the time period set in the existing
delegation.

1. From the NCAISS Home Page, click the “My Information,” link as shown in Figure 34.
2. On the “My Information” tab click the arrow next to “Delegation” to expand the “Delegation” area, as shown
in Figure 53.

& My Information

* Change Password

2 Challenge Questions
= Defegalion
Curres
P T Reshet § e etert
Rk Duate End Dot Relatiorshio Lagt Uodated Rt
{
Past
Ryrose 8] Dt
Foow Provy Name et Date End Date Relstenshe Latipdsed Bt
Ko data b dsplay

Figure 53: Delegating Work Items from the My Information Link

3. The Delegation area displays active or ended delegations and allows the user to begin a new Delegation.
4. Click “+Add” to initiate a new Delegation.
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§ My Information
2/Change Password

challenge Question:

beegation

Current
e e [
m e fndoas sty laalpdued St

| e | Boetan
Rowiirouy Nama [t oute lerdtse [rasrort [t tpdated [
o data e chsplary

Figure 54: Begin New Delegation

5. A pop-up box will appear with fields for the delegate, delegation start date, and delegation end date. Click the

magnifying glass icon next to the delegate field.

Figure 55: Delegation Detail Criteria

6. Locate the desired user by selecting and entering search criteria.

HS0021-15-F-0111 Unclassified/FOUO Page 35



@ Defense Security Service NCAISS User Guide

Figure 56: Delegation User Search

7. Click on the user you wish to set as the delegate, and click “Select.”

4 Search and Select: User ]

R |
Click “Select” —w

Figure 57: Delegation User Selection

8. Once you've found the appropriate user you will be directed back to a pop-up window. Enter the Start Date
and End Date for the period in which you would like to delegate your Work Items, and click “Apply.”

Figure 58: Set Delegation Parameters

9. The delegation task will be created and you will be returned to the My Information tab. Here you will see the
new delegation task in the Current delegation box.
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= Delegation

Current
hotiors v Vewe | B0 o Add
Biow Py Name JRartOity
| ncas2 test? feaanie

Past
Rireirest | pffDetach

o Prioccy Nasr Start Date

N caka to gy

QY refrech W Rmnove Al | [ Detach
JEnd Oute
T4f018

D

Cther

Relaborchp

JLast Updated

TfiafEi4

Lt Updated

s
InProgress

Figure 59: Completed Delegation Summary
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Defense Security Service
11 Logging Out

Users may log out of NCAISS using the “Sign Out” link or by closing their web browser. The process and screen
shots below demonstrate logging out of NCAISS using the “Sign Out” link.

1. From each screen within NCAISS, click on the “Sign Out” link in the top right corner, as shown in Figure 60.
2. Once logged out, the NCAISS Login Page is displayed. Note: You must close your web browser to fully

terminate the session.
- AccessbilE  SgnOut  borshunceiss Help  Last Login: Tue Mar 17 04:42:40 CDT 2015 o

Defense Security.Services Portal
Nationil Industrial Security Program (NISP) Cantral Access Information Secuirity Systam (NCAISS)

[ Work Items

My Profile
# My Information
(L) create/Modidy Requests
0 Trock Requests

My Applications
8 oews agpication

Figure 60: NCAISS Home Page Log Out

Defense Security Service Portal

MNational Industrfal Security Program (NISP) Central Access Information Security System

0 Thank you for using the DSS Portal. You have been logged out of the system. Itis recommended that you close all open browser windows to
terminate your session. Your CAG/ECA information remains in the browser until it has been closed.

[ ]  Satting up Firefox to work with Card readers?
CRCICCATOON NCAISS rot loading in Fitefox?
<+ What s the NCAISS?
Whatis the Single Sign-on?
Read more <+ How do | create an NCAISS account?
How do | reset my password?
Hew do | associate CAC/ECA with my account?
 From where do | get an ECA cerfificate?
* Addional NCAISS Information How do | log into NCAISS using my CAC/ECA?
Do Approved PKls + How can | find help?
+ CAC error message "Page cannot be displayed™?

Register for an account + See ALL FAQs

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 61: Successful Logout
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12 OBMS Application NCAISS User Guide

This section describes the step-by-step processes for requesting access to, accessing, and managing users for the
OBMS application using the NCAISS Solution. Note: This portion of the User Guide focuses exclusively on use of the
NCAISS Solution as it relates to the OBMS application. Actions that a user may take within the OBMS application,
following authentication, are out of scope for this User Guide. This section assumes that an OBMS access requestor
already has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to Section 3 for step-
by-step instructions for NCAISS self-enrollment.

12.1 Accessing OBMS

CAC/PKI authentication is the process through which OBMS users, regardless of role, will access the OBMS
application using the CAC or a DoD-approved PKI certificate. For convenience, there are two ways in which a user
may authenticate to OBMS, including:

= Navigate to the public-facing OBMS home page and click “Login” (CAC/PKI Authentication from OBMS)
= Access OBMS from the NCAISS (CAC/PKI Authentication from NCAISS)

The following sections provide step-by-step instructions for accessing OBMS using the two methods described
above. Note: This section assumes that the User already possesses valid NCAISS and OBMS application accounts.

12.1.1 CAC/PKI Authentication from OBMS

The steps below describe the process for accessing OBMS via NCAISS from the OBMS homepage through the use of
a CAC or DoD-approved PKI certificate.

1. Navigate to the OBMS unauthenticated homepage (www.obms.dss.mil).
2. Accept the Disclaimer

SIGNATED APPROVING AUTHORITY (ODAA)
STEM

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized
use only. By using this IS (which includes any device attached to this IS), you consent to the following
conditions:

The USG routinely intercepts and monitors communications on this IS for purposes including, but not
limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel
misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS,

Communications using, or data stored on, this IS are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any USG-authorized purpose.

This 1S includes security measures (e.g., authentication and access controls) to protect USG interests—
not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative
searching or monitoring of the content of privileged communications, or work product, related to
personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential See User Agreement for details.

Accept Decline

Figure 62: Unauthenticated OBMS Home Page

3. You are redirected to the NCAISS Disclaimer page, as shown in Figure 63. Select “I Accept” to proceed.
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Defense Security Service Portal

Pational industrial Security Program (NISF) Central Access Information Security System " G

Figure 63: NCAISS Disclaimer
4. The unauthenticated NCAISS page is displayed, as shown in Figure 64. Select “CAC/ECA Login” to proceed.

Defense Security Service Portal

Mationalindustffal Security Program (NISP) Central Access Information Security SystemiNe

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

I Satting up Firefox to work with Card readers?
CACFCA Login i “
i

NCAISS not loading in Firefox?
What is the NCAISS?

Whal is the Single Sign-on?
How do | ereate an NCAISS account?
How do | reset my password? ||i |\:'i” [ ‘i:i”i |i'\
How do | associate CAC/ECA with my account? =t
From where do | gel an ECA certificate?
+ Additonal NCAISS Information How do | log into NCAISS using my CAC/ECA?
4 DoD Approved PKls How can | find help?
CAC emor message "Page cannol be displayed™
See ALL FAQs

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use

Figure 64: Unauthenticated NCAISS Home Page

5. Select the certificate that you would like to use. Note: You must use the certificate that has been associated to
your NCAISS account.
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Select a Certificate

——= SAMPLEUSER
Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11/2014

Click here to view certificate prope..

=3 SAMPLEUSER
| n esuer: DOD CA-30
Valid From: $/11/2013 to 8/11/2014

Figure 65: Certificate Selection

6. Enter your PIN.

Microsoft Smart Card Provider
Please enter your PIN,

D | —

Figure 66: PIN Entry

7. The NCAISS Solution authenticates you, and directs you to OBMS. The OBMS user’s homepage is displayed, as
shown in Figure 67.
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# Home Certification and Accreditation Module +  1SA{MOUA) Module + ReportModule Helpw

OBMS Home Page - Contractor Submitter

Notifications

< [2][s][a][s][e][z][s][s][10] [ | o]

Subject ¥ Sender ¥
l:‘ 2013-10-28 Accreditation package 77777-20130913-00005-00010 Version 1.0 has been submitted for review with CAGE Code 6784 listed as a Child Node. userl, odaa
l:‘ 2013-10-11 Accreditation package 77777-20131011-00001-00002 Version 1.0 has been submitted for review with CAGE Code 66784 listed as a Child Node. userl, odaa
|:| 2013-10-03 AValidation Visit has been scheduled for 66784-20130912-00010-00001 Version 1.0 User, OBMS
|:| 2013-10-03 | A Validation Visit has been scheduled for 86784-20130912-00008-00001 Version 1.0. User, 0BMS

o M2sllallsllelzelelsw0] [~ =]

® Open Notification

For Official Use Only
Release Version: OBIS 2.0.0 (10 October 2013)

Figure 67: OBMS User Home Page

Note: OBMS users with multiple OBMS roles will be prompted by OBMS to select the role that they would like to
use during a given session, as shown in Figure 68. If applicable, select the desired role from the drop down menu
and click “Submit.”

OBMS

Submit

Figure 68: Multiple OBMS Role Selection

12.1.2 CAC/PKI Authentication (to OBMS) from NCAISS

The steps below describe the process for accessing the OBMS application from NCAISS through the use of a CAC or
DoD-approved PKI certificate.

1. Navigate to the NCAISS (https://ncaiss.dss.mil) in your web browser.
Authenticate to NCAISS, as described in Section 5.

Upon authentication, the NCAISS Home Page is displayed.

Click the “OBMS Application” link, as shown in Figure 69.

OBMS allows User application access.

v wN
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h i E Accessibility  Sign Out i Help  Last Login: Wed Mar 18 04:43:38 CDT 2015 o
Pefense Security.Services Portal ‘5
National Incusiial Seauty Program (NISP) Central AccessInformation Securky System (NCAIS)

&

[ Work Items
| My Profile

§ My Information
v Requests
() Create/Modify Requests
8 Track Requests

Figure 69: Accessing OBMS from the NCAISS Home Page

6. NCAISS will direct you to OBMS and the OBMS user home page is displayed, as shown in Figure 67.

Note: OBMS users with multiple OBMS roles will be prompted by OBMS to select the role that they would like to
use during a given session, as shown in Figure 68. If applicable, select the desired role from the drop down menu
and click “Submit.”

12.2 Requesting Access to OBMS

In order to gain access to OBMS, an NCAISS user must request access using the OBMS access request form from
within the NCAISS. Based upon the user’s affiliation with DSS, NCAISS will display the appropriate OBMS access
request form. OBMS Internal Users, either DSS employees or contractors — who checked the “DSS Internal User”
checkbox during NCAISS account registration — will complete the Internal OBMS access request form, as described
in Section 12.2.1. OBMS External Government Users, individuals from the industrial security community,
representing a Federal Government organization, that have a .mil or .gov (non-DSS) email address — who did not
check the “DSS Internal User” checkbox during NCAISS account registration — will complete the External
Government Submitter OBMS access request form, as described in Section 12.2.2. OBMS External Contractor
Submitter Users, industry users with an email address other than .gov or .mil (e.g., .com, .org, etc.), will complete
the External OBMS Contractor Submitter access request form, as described in Section 12.2.3. The following
sections provide step-by-step instructions for requesting access to OBMS, based upon your affiliation with DSS.

12.2.1 OBMS Internal User Account Request

This process allows an Internal OBMS Access Requestor (i.e., DSS employee or contractor) to request access to the
OBMS application. Note: This process assumes that the Access Requestor has checked the “DSS Internal User”
checkbox during NCAISS account registration and has already logged into his/her valid NCAISS account, as
described in Section 5.

1. Once logged into NCAISS, click the “Create/Modify Requests” link, as shown in Figure 70.

Accessibiity  Sign Out Help  Last Login: Wed Mar 18 04:43:38 COT 2015

Defense Security.Services Portal
Natiopal Industrial &_cun’t; Program (NISP) Central Access Information Security System (NcAIss)

s

[ Work Items
/My Profile:

§ My Information
| Requests

7S

<«——— Click Here

Figure 70: Create/Modify Requests

2. Click the “Request/Manage OBMS Access” link as shown in Figure 71.
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NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

OBMS Requests

IReques-:;',\r!anage OBMS Access Ih Click He'.e

STEPP Requests

Register an Existing STEPP Account

Create a STEPP Account

Retumn to DSS Portal

Figure 71: Requesting Access to OBMS

3. NCAISS will determine that you are an Internal Requestor because your NCAISS account includes the “DSS
Internal User” attribute, and will display the Internal OBMS Access Request Form.

4. Complete the form, selecting “User OBMS Title” and “User OBMS Region” from the drop-down lists, adding
“Role” assignment(s), and providing your Sponsor’s (current DSS Supervisor) email address, as shown in Figure
72. Note: As an Internal OBMS User, your Sponsor must also be an Internal DSS User. Note: If you have
previously completed the User Information data fields (e.g., Name, Address, Organization, Phone Number,
etc.) the data will be pre-populated and locked for editing; should you need to revise your previously entered
information you may do so on the My Information page (see Section 7 for additional guidance on editing the
user profile). Note: If you have previously requested OBMS access in a separate request, no new request
submissions will be allowed until the previous request has been completed.

5. Click “Next”
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National Industrial Seturity Program (NISP) Central Access Information Security System (NCAISS)

Defense Security,Services Portal Fmmemm e w@

OBMS User Access
Please complete ol information requested below and dick Submit” when complete, or clck Cancel’ 1o retum 20 acoount management.

DBMS User

User I NELESHNCAISS

<«——Provide Information

Provide your Sponsor’s
Email Address

= |le——— Select Title and Region

Select Role(s) ———

User Admaristrater - Regional
055 Hon-DOAR

Raguoral Cortert Memwazwsr
User idministrator - Natoral

Click Next ———— [ J

Figure 72: Internal OBMS Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 73. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for review.
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FReehum to D55 Portal  Sagn Out

Defense Security.Services Portal
Hatiomal tndusﬁal_&o:ﬁ,-‘ Program (NISP) Central Access Information Security System (m

OBMS User Access

Piaaoe rovigw your requeest information below, Clck Confirm’ b prosceny your raguees, or cick T to makes changees, or ‘Cancel & reum
1 Jcoont managament.

OBHS Acoess Request

Click Confirm —> oo

Figure 73: OBMS Internal Access Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

12.2.2 OBMS External Government (non-DSS) Submitter User Access Request

This process allows an External OBMS Government Submitter Access Requestor (i.e. non-DSS Internal User) to
request access to the OBMS application. Note: This process assumes that the Access Requestor has not checked
the “DSS Internal User” checkbox during NCAISS account registration, has a .gov or .mil email address, and has
already logged into his/her valid NCAISS account, as described in Section 5.

1. Once logged into NCAISS, click the “Create/Modify Requests” link, as shown in Figure 70.

2. Click the “Request/Manage OBMS Access” link, as shown in Figure 71.

3. NCAISS will determine that you are an External Government Submitter Requestor because your account does
not include the “DSS Internal User” attribute and a .gov or .mil (non-dss.mil) email address is affiliated with
your NCAISS account. NCAISS will display the External OBMS Access Request Form for Government Submitter
users.

4. Complete the form, selecting “OBMS User Title” from the drop-down list, adding the “Role” assignment,
providing your Sponsor’s (your current supervisor within your government organization) email address, as
shown in Figure 74. Note: Your Sponsor must have an NCAISS account in order to approve your access to
OBMS —you will not be able to submit your OBMS access request until your Sponsor creates an NCAISS
account. Note: If you have previously completed the User Information data fields (e.g., Name, Address,
Organization, Phone Number, etc.) the data will be pre-populated and locked for editing; should you need to
revise your previously entered information you may do so on the My Information page (see Section 7 for
additional guidance on editing the user profile). Note: If you have previously requested OBMS access in a
separate request, no new request submissions will be allowed until the previous request has been completed.

5. Click “Next.”
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P L Fetum toDSS Portal - SnOut JEFFGOV  Help
Defense Security.Services Portal
Nationil Industrial Seturity Program (NISP) Central Access Information Security System (NCAISS)
0BMS User Access
Please complets all information reguested below and cick "Submit” when complete, o dick 'Cancel to neturn b account management.
User 10 NLESH.GOV «—— Provide Information
Frst Name nidach
Last Name:  gow
Emad nsshgovBvagov
* Organzation Kame
* Sreet Address
" Gate =
* Tip Code
* Phone
OBMS Access Request
Provide Sponsor’s ——» Erai .
) P Select Title
Email Address —
Selacted DSS Application  QBMS
New OBMS Rioke Seled]
le——— Select Role
»
&4
Click Next S TET

Figure 74: OBMS Government Submitter Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 75. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for review.
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OBMS User Access

Please review your request information below. Click 'Confirm’ to process your request, or dick "Edit’ to make changes, or 'Cancel’ to retum
to account management.

OBMS User
er ID NILESH.GOV
me nilesh

e gov

nilesh.gov@va.gov
1 VA

123 VA

y VA
State Virginia

e 11111
111-111-1111 (%

Phone Ext

0OBMS Access Request
Designated Approving Authority (DAA)
OBMS

Requested OBMS Roles
Government Submitter

CIiCk _)IConﬁrm|I@ C.ancd|
Confirm

9.

Figure 75: OBMS Government Submitter Access Request Confirmation

Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

12.2.3 OBMS External Contractor (Industry) Submitter User Access Request

This process allows an External OBMS Contractor Submitter Access Requestor with a non-.gov or non-.mil email
address to request access to the OBMS application. Note: This process assumes that the Access Requestor has not
checked the “DSS Internal User” checkbox during NCAISS account registration and has already logged into his/her
valid NCAISS account, as described in Section 5.

1.
2.
3.

Once logged into NCAISS, click the “Change/Modify Requests” link, as shown in Figure 70.

Click on “Request/Manage OBMS Access” link as shown in Figure 71.

NCAISS will determine that you are an External Requestor because your account does not include the “DSS
Internal User” attribute and a non-.gov or non-.mil email address is affiliated with your NCAISS account.
NCAISS will display the External OBMS Access Request Form.

Complete the form, selecting “OBMS User Title” from the drop-down list, adding the “Role” assignment, and
providing Commercial and Government Entity (CAGE) Code and Key Management Personnel (KMP) email
address, as shown in Figure 76. Note: You may add additional CAGE Codes by clicking the “Add CAGE Code”
button. You must provide a KMP email address for each CAGE Code that you’re requesting. Each KMP must
have a valid NCAISS account in order to approve access to the respective CAGE Code. Note: If you have
previously completed the User Information data fields (e.g., Name, Address, Organization, Phone Number,
etc.) the data will be pre-populated and locked for editing; should you need to revise your previously entered
information you may do so on the My Information page (see Section 7 for additional guidance on editing the
user profile).

Click “Next.”

HS0021-15-F-0111 Unclassified/FOUO Page 48



. Defense Security Service NCAISS User Guide

- | R 10 DS Portal 50 Ot NN telp
Defense Security.Services Portal
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Frs Kame bursn
Last Kame inclusiry
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L ey Click to add more CAGE

Click “Next ,-_ Codes

Figure 76: External OBMS Access Request Form

6. A confirmation screen will be displayed, as shown in Figure 77. Confirm the accuracy of the information.
7. Click “Cancel” to cancel the request if changes are needed.
8. Click “Confirm” to submit the request for review.
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Defense Security. Services Portal

Natona st Sty Progam (NSP) Canra AccssIformation Secry Sstem (NCAS)

L

OBMS User Access

Pluase review your naguest information bk, Cick Confirm’ 22 process: your raquess, or cick B o makie changes, or Cancel to returm
e potznrt maeagement

Cortractar Submitier

Cage Code Soonsor Emad

nlio! Iofle-inchstryiptest.com

Click Confirm E==E S

Figure 77: External OBMS Account Request Confirmation

9. Upon clicking “Confirm” your access request is submitted; click “Ok” on the successful submission page and
you are returned to the NCAISS Home Page.

12.3 Reviewing and Approving/Rejecting OBMS Access Requests

When an OBMS Access Requestor submits a request to access the OBMS application, a Work Item is added in the
appropriate Sponsor’s queue. Note: Internal OBMS Access Requestors specify their current DSS Supervisor as their
Sponsor, External Government Submitter Access Requestors specify their current government organization
supervisor as their Sponsor, and External Contractor (Industry) Submitter Access Requestors specify the KMP for
each requested CAGE Code as their Sponsor(s). Once approved by the Sponsor, accounts for Internal and External
Government Submitter OBMS Access Requests are created by NCAISS and the user is notified. External Contractor
Submitter OBMS Account Requests must be reviewed approved by the DSS Knowledge Center, in addition to the
Requestor’s Sponsor(s), prior to account creation. This subsections that follow outline the process for reviewing
and approving or rejecting OBMS access requests at the Sponsor-level. Note: If a Sponsor has an OBMS access
request from an internal or external government OBMS Access Requestor in queue, that requestor will not be able
to submit any new requests until the previous request in queue has been completed (i.e., approved or rejected).
Note: Refer to the Account Administrator User Guide for guidance on DSS Knowledge Center processing of OBMS
External Contractor Submitter Access Requests.

12.3.1 Sponsor Approval for OBMS Internal Access Requests

The following steps outline the process for reviewing and approving access to OBMS Internal users as the Sponsor
(DSS Supervisor).

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Work ltems” link.
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3.

The “Inbox” page is displayed with a list of requests awaiting approval, as shown in Figure 78.

5 ) Aoressibity SgnOut oS Hep  LastLogin: Wed Mar 18 4:54:46 COT 2015 o
Defense Security,Services Portal
Natiopal Industrial Sequrty Prograf {NISF) Central Access Information Security System (NCAISS)

b nbex
Bl «— . | wissl)- /K |8 0 sy Qv | [Meamons [3] tesgred o B P}
s O |5 e | Norbeomr sty
L Inbox B oees Ragues for Niech NCASS M) ndeshrcass 14 3]
o Recuests My Tsks 1) WK
() reste Moy Reuests
Tk Raqes Views
+ Administration Dt Seem
By Figh Priorty
Fast Doy
Past Wesk
Past Merth
Pt Quarter
Manyal Provsionng
N Taks
{ Fending Approvels ‘

Figure 78: OBMS Internal Access Request Work Item

4. Review the details of the OBMS Internal Access Request.

5. Ifthe OBMS request is valid, select “Approve.” NCAISS creates the OBMS account and the Solution notifies the
User that access is granted.
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Bl
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Figure 79: OBMS Internal Access Request Review - Approval
6. After approving or rejecting the request, click the “X” in the approval item tab to close it and return to the

“Inbox” tab to display the remaining number of approvals on the list, as shown in Figure 51. Note: You will
have to hover over the end of the tab for the “X” to appear.
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7. Ifthe OBMS request is not valid, select “Reject” and the solution will notify the user that access is denied.
Note: Comments must be entered to reject a request. Click the comment icon above the comment box to
enter comments.

1 < i Aocessibiity  Sgn Out S Hep  Last Login: Wed Mar 18 04:54:45 COT 2015 o
Defense Security.Services Portal
Natiop Industial SeaurtyProgram (NISR) Central Access Information Securky System (NCAISS)
B b [ 08MS Sponsorship Reqoest ... =
o e OBMS Sponsarship Request for Nilsh NCAISS Click Reject .
¥ My Profile o g
‘ Wy Informatin DEMSID NILESHNCAISS
* Requests
() Cremte oy Rapests
8 Tk R
——
By veers

'_“"f"’lc“*"“"“"‘"@ <«—— Click Comment icon to be able to enter
i comments

Figure 80: OBMS Internal Access Request Review - Rejection

12.3.2 Sponsor Approval for OBMS External Government Submitter Access Requests
The following steps outline the process for reviewing and approving access to OBMS External Government
Submitter users as the Sponsor (Government Organization Supervisor).

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Work Items” link.
3. The “Inbox” page is displayed with a list of requests awaiting approval, as shown in Figure 81.
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Figure 81: OBMS External Government Submitter Access Request Work Item

4. Review the details of the OBMS External Government Access Request.

5. If the OBMS request is valid, select “Approve.” NCAISS creates the OBMS account and the Solution notifies the
User that access is granted.
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Figure 82: OBMS External Government Submitter Access Request Review - Approval

6. After approving or rejecting the request, click the “X” in the approval item tab to close it and return to the
“Inbox” tab to display the remaining number of approvals on the list, as shown in Figure 51. Note: You will
have to hover over the end of the tab for the “X” to appear.
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7. Ifthe OBMS request is not valid, select “Reject” and the solution will notify the user that access is denied.
Note: Comments must be entered to reject a request. Click the comment icon above the comment box to
enter comments.

Accessiblity  Sign Out 5 Help  Last Login: Wed Mar 18 (4:54:46 COT 2015 4

Defense Security,Services Portal

Natiopal Industrial Séq.uity- Frogram (NISP) Central Access Information Security System {II:AB'S}

'S

& itbex

0BMS Sponsorship Request for kyle gov Click Reject

{7 08Ms Sponsorship Request ...

Selected 0BMS Role{s)
Government Submiter

< Gaments Ot e [§ €——— Click Comment icon to be able to enter
Mo data tn dsplay comments

Figure 83: OBMS External Government Submitter Access Request Review - Rejection

12.3.3 Sponsor Approval for OBMS External Contractor Submitter Access Requests

The following steps outline the process for reviewing and approving access to OBMS External Contractor Submitter
users as the Sponsor (KMP for specified CAGE Code). Note: OBMS Contractor Submitters may request access to
multiple CAGE Codes; a KMP must be specified for each CAGE Code requested. Accordingly, there may be multiple
Sponsor-level approvals required for a single OBMS Contractor Submitter access request; access to each CAGE
Code must be approved or rejected by the specified KMP before the access request can be processed by the DSS
Knowledge Center. Failure to approve or reject an OBMS Contractor Submitter access request as the Sponsor
within seven (7) days will result in automatic rejection of access to the specified CAGE Code(s).

1. Loginto NCAISS, as described in Section 5.
2. Click on the “Work Items” link.
3. The “Inbox” link is displayed with a list of requests awaiting approval, as shown in Figure 84.
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4. Review the details of the OBMS External Contractor Submitter Access Request.

Figure 84: OBMS Contractor Submitter Work Item
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5. Ifthe OBMS request is valid, select “Approve.”

Accessbility  SignOut lendistry  Help  Last Loginc Mon Mar 16 10:23:35 CDT 2015

Defense Security.Services Portal

Natiopal Industrial Sequrity Prografm (NISP) Centrel Access Information Security System (NCAISS)

Biboc [ 08HS Spomsorship Request .
0BMS Sponsorship Request for lauren industry Click Approve EEY S

<«—— Note CAGE Code being requested

QM Rels) Verfcsbon Avadable OBMS Foles Sebected 0BMS Rolels)
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W
&
~ Comments Cick here b0 enter comments ]
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Figure 85: OBMS External Contractor Submitter Access Request Review - Approval

6. NCAISS notifies the Knowledge Center of the pending OBMS account request. Note: Any requests for
individual CAGE Codes that have not been processed by the Sponsor after seven days are automatically
terminated.

7. After approving or rejecting the request, click the “X” in the approval item tab to close it and return to the
“Inbox” tab to display the remaining number of approvals on the list, as shown in Figure 51. Note: You will
have to hover over the end of the tab for the “X” to appear
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8. Ifthe OBMS request is not valid, select “Reject,” and the Solution will notify the Access Requestor that the
request is denied. Note: Comments must be entered to reject a request. Click the comment icon above the
comment box to enter comments.

% 2 1= Axesshilty SignOut & STy Help  LastLoginc Mon Mar 16 10:23:35 COT 2015 8
Defense Security.Services Portal -
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() Craste/ Moy Raguests
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Figure 86: OBMS External Contractor Submitter Access Request Review - Rejection

OBMS External Contractor Submitter account requests must be reviewed and approved by a DSS Knowledge
Center Agent, in addition to the Access Requestor’s Sponsor(s) (Organization KMP) for the requested CAGE
Code(s). Note: Refer to the Account Administrator User Guide for guidance on DSS Knowledge Center processing
of OBMS External Contractor Submitter Access Requests.

12.4 Managing OBMS User Accounts

This section provides step-by-step instructions related to the process that allows an OBMS User Administrator to
modify an OBMS user’s assigned OBMS role(s) (i.e., add or remove roles) and modify a user’s OBMS profile (i.e.,
change region code or CAGE code) within the NCAISS Solution.

12.4.1 Managing OBMS Internal and External Government Submitter User Accounts

1. Loginto OBMS, as described in Section 12.1.
2. Select the “Edit User” tab.
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Welcorme nicole adams

Home Edit Users Facilities Reports Logout

Select “Edit Users”
Welcome
Please choose & menu option to continue,

Release Version: OBMS 5.0-beta (2 Feb 2012)

Figure 87: OBMS User Administrator Interface

3. OBMS re-directs you to NCAISS and the NCAISS displays the Request page. Click “Manage OBMS User Access”
as shown in Figure 88.

NCAISS Access Request
Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

OBMS Requests

Request/Manage OBMS Access
Manage OBMS User Access Click Here

STEPP Requests
Register an Existing STEPP Account

Create a STEPP Account

Return to DSS Portal

Figure 88: OBMS Request Page
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4. NCAISS starts the User Management workflow. Search for the desired OBMS user by inputting search
parameters and clicking “Search” as shown in Figure 89. Note: You may search for a user by entering
combinations of: OBMS user ID, First Name, Last Name, or Email Address.

Defense Security.Services Portal

atiopel Industrial §eurity Program (NISP) Central Access Information Security System (NCAISS)

Manage User Access
Please Search for a User
Plaase note that you can use * for wild cards. For example you could use ‘ioh™ or **chin’ to get John’,
D <«—— Input Search Parameters
First Name
Last Name:
Email Address
L fe— Click Search
User 1d First Name Last Kame Email

Figure 89: Search for an OBMS User

5.
Defense Security.Services Portal

NCAISS will display the results of the OBMS user search. Click the desired user, as shown in Figure 90.

Natioal Industrial febuity Program {N15P) Central Access Information Security System (NCAISS)

Manage User Access
Please Search for a User
Please note that you can use * for wikd cards. For examplz you could use ‘ioh™ or chi' to get John',
User D
First Name

Last Name | ncaiss

Emal Address
Sardh

Geld__ [otlone  athane [oai
RUDY.NCAISS rudy Riss nudy.neaissBdss.mil
NILESHNCAISS  Niesh NCAISS nilesh.ncaiss@dss.mil
KYLENCAISS ke s ke ncaiss@dss.mi
JOENCAISS joo eass joe.ncaissBesamil
JESSENCAISS jesse. neass jesse.ncaiss@dss.mil
GORDOM.NCAISS  gordon s gordon.ncaissBdssmil

Click on Desired User

Figure 90: OBMS User Search Results

6. NCAISS displays the desired user’s record, as shown in Figure 91. Modify the user’s account, as required. Note:
To disable a user’s access to OBMS, remove all OBMS roles from the user’s account. Note: To reinstate a

disabled user’s access to OBMS, add a role to the user’s account.
7. Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will

discard changes that have been made to the user’s account.
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Defense Security,Services Portal

National Indust urity Program (NISP) Central Access Information Security System (NCAISS)

0BMS User Access
Please complete all information requested below and dick ‘Submit' when complete, or dlick 'Cancel’to retun to account management.

OBMS User
User ID GORDON.NCAISS
First Mame gordon
LastName ncaiss
Suffoc
Email gordon.nceiss@dss.mil
Organization Name  dss:
Street Address 123 dss
City quantico
State Rhode Island
Zip Code 22222
Phone 111-111-1111 ¢
Phone Ext

OBMS Access Request

* User 0BMS Trle | Director of Indusiril Securky Program (15°) = Modify access,
* User 0BMS Region | Northem Region [x] —
Selacted 0SS Rpphcation OBMS as needed
Adive OSHS Roes [acthe GaMS Fkss |
DSS Non-00AA

Approver
Staffing Coordinator

New OEMS Role Selection Available OBMS Roles Selected OBMS Role(s)
HQ Content Adminstrator Staffing Coordinator
Reviewsr

Application Administrator
User Administrator - Regional
Regional Content Administrator
Wser Administrator - National

Click Next e R
Figure 91: Manage OBMS User Profile
8. Click “Confirm” to confirm the changes, as shown in Figure 92.

Defense-SecurityServices Portal

National Industrial Geturity Program (NISP) Central Access Information Security System (NCAISS)

0BMS User Access

Phease review your request information below. Cick ‘Confir’ to process your request, or dick 'Edit' to make changes, or ‘Cancel' to retum
o account management.

OBMS User
User 1D GORDON.NCAISS
First Name  gordon
Last Name  ncaiss
Suffix
Emai gordon.ncaiss@dss.mi
Organization dss
Strest Address 123 dss
City quantico
State Rhode Isand
Tip Code 22222
Phone 111-111-111G0
Phone Ext

OBMS Access Request
User OBMS Title  Director of Industrial Security Program (1S9)
Lier ion Northem Region
Selectd DS 0BMS
Application
Requested OBMS pagactad
Rekas

Click Confirm =

Figure 92: Confirm OBMS Changes

9. NCAISS saves the changes to its repository.
10. NCAISS writes the changes to OBMS.
11. Changes are committed to the OBMS database.
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12.4.2 Managing OBMS External Contractor Submitter User Accounts

1. Loginto OBMS, as described in Section 12.1.

2. Select User Management Module item within the OBMS User Administrator interface, as shown in Figure 87.

3. OBMS re-directs you to NCAISS and the NCAISS Solution starts the User Management workflow. Search for the
desired OBMS user by inputting search parameters and clicking “Search.” Note: You may search for a user by
entering combinations of: OBMS user ID, First Name, Last Name, or Email Address

4. NCAISS will display the results of the OBMS user search. Click the desired user, as shown in Figure 90.

5. NCAISS displays the desired user’s record, as shown in Figure 93. Modify the user’s account, as required. Note:
To disable a user’s access to OBMS, remove all OBMS roles from the user’s account. Note: To reinstate a
disabled user’s access to OBMS, add a role to the user’s account.

6. Click “Next” to store the changes that you have made to the user’s account. Note: Clicking “Cancel” will
discard changes that have been made to the user’s account.

OBMS User Access

Please complete all information requested below and dick "Next” when complete, or click 'Cancel’ to return to account management.

OBMS User
User ID
First Name
Last Name
Suffix
Email
Organization Name
Street Address
City
State
Zip Code
Phone
Phone Ext

OBMS Access Request

KOURTNELINDUSTRY
Kourtnei
Industry

kourtnei.industry@test.com
test

test

test

Rhode Island

11111

111-111-1111¢6H

* User OBMS Tite
Selected DSS Applicatio

Active OBMS Roles

New OBMS Role Selection Available OBMS Roles

Facility Security Officer (F5O) [=l

1 OBMS

Active OBMS Roles |
Contractor Submitter

Selected OBMS Role(s)
Contractor Submitter

5

<«

e—— Modify Access, as
needed

New OBMS Cage Codes

Click “Next”

Cage Code
G1000

| Sponsor Email
lauren.industry@test.com

G2000 tim.industry@test.com

Add or Remove
—— CAGE Codes, as
needed

Cancel

I Add Cage Code ||Remove Selected Cage Codes| I(—

1

Figure 93: Manage OBMS Contractor Submitter User

7. Click “Confirm” to confirm the changes, as shown in Figure 94.
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OBMS User Access

Please review your request information below. Qick ‘Confirm' to process your request, or dick "Edit’ to make changes, or ‘Cancel' to retum
to account management.

OBMS User
User ID KOURTNELINDUSTRY
First Name Kourtnei
Last Name Industry
Suffix
Email kourtnei.industry@test.com

Organization test
Name

Street Address test
City test
State Rhode Island
Zip Code 11111
Phone 111-111-1111¢%
Phone Ext

0BMS Access Request
User OBMS Title Information System Security Manager (ISSM)

Selected DSS  OBMS
Application
Requested OBMS [

Roles [ p
- - Contractor Submitter
Click “Confirm” :
Requested %"‘5 Cage Code | Sponsor Email
\ Cage Coces G1000 lauren.industry@test.com
Confirm | Edit| cancel

Figure 94: Confirm OBMS Changes — External Contractor Submitter

8. NCAISS saves the changes to its repository.
9. NCAISS writes the changes to OBMS.
10. Changes are committed to the OBMS database.

12.5 Producing OBMS User Reports

This section provides step-by-step instructions related to the process that allows an OBMS User Administrator to
run and produce a report that lists OBMS users and their assigned OBMS role(s) using the NCAISS Solution.

1. Loginto OBMS, as described in Section 12.1.
2. Click the “Reports” link within the OBMS User Administrator interface, as shown in Figure 95.

- Welcoms nicols adass

¥ DEFENSE SECURITY SERVICE

Home Edit Users Facilities Logout

Select “Reports”

Welcome

Please choose a menu option to continue,

Felease Version: OBNS 5.0-beta (8 Feb 2012)

Figure 95: OBMS User Administrator Interface - Reports
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Home | Catalog | [ Mew | Bs Open  Sined In As rajiv.ncaiss v

Figure 96: OBMS User Administrator NCAISS Reports Interface

4. User Administrator clicks on “Open” under the desired report, as shown in Figure 97.

Catakg Home | Catalog [ New~ B Openv | Siged In s rajiv.ncaiss v
Bv 8 @300 | oo fsheed rberyossamepns vl a
| = Folders i nsnsu;akgim | Last Mecifed 3/5/15 10:07 AM | Crasted By weblogie i
L
800 ok b Hetory | Morev
B8 Shered Folders

B3 DataModel

=) bssR

Click Here

Figure 97: OBMS User Administrator Running a Report

5. NCAISS displays the report.
6. User Administrator clicks on the Actions button, as shown in Figure 98.

Home |Catzlog [ Newv | B Openv | Signed In As rajiv.ncaiss v
0BMS s eport Click Here 4@‘?@@
E ‘Add to My Favorite
|1| Egot 3 4
OBMS User Report - FOR OFFICIAL USE ONLY - .
This report was generated: Mar 5, 2015 11:24 AM
Lists all users and associated resource accounts Share Report ek
[ Weaiss ser D First Name [ LastName Enai 0BMS User D | 0B Assigned Role -
REDDY.NCAISS reddy reass reddy ncassBes.ml REDOY.NGAISS Saffing Cocedinatze
reddy iEs reddy.ncass@dss.mil REDDY.NCAISS Reviewsr
B0BNCALSS bt =3 bebraassgdssmi BOBNCALSS Reviewsr
[bot [ i | bebacasedssim [ BoBNcass [ tgproves
LAURENNCAISS aren eaiss lauren.ncass@dss.ml LARENNCALSS Wser Adhinistato - Nabonal
uren eaiss lauren.rcaiss@dss.mil LARENNCAISS D5 Non-0DA
fawren s lauren.ncaiss@dss.mil LAUREN NCAISS Fpprover
NLESHNGAISS hish NALSS niesh neass@dssmi NLESHNCAISS D55 Non-00A o
[ e [ meass | it rcaissgdssml [N ["rpprover
GORDON.NCAISS gorden reaiss gordon.ncaiss@dssmil GORDONNCAISS Seaffing Cocedinator
gordon s gordonncaiss@dss.mil (GORDON.NCAISS Revewsr
EGW joe o joegov@vagov JEGN Govemment Submitter
JESSENCAISS jesse s jesencss@ds i JESSENCALSS User Advinstato - Regional
[jesee ["reaiss | jsercisgdan [ Essencass | Redewsr
josoe iaiss. jessencaissBdss.mil JESSENCAISS Seaffing Coordinatoe
REDOY.TEST Reddy Tet redaytestadsscom REDOY.TEST Cortracte Submitter
JEFF.INDUSTRY i industry jeftindustry@test.com JEFFINDUSTRY Confractor Submitter

Figure 98: OBMS User Administrator Export Report

7. User Administrator clicks the “Export” selection to choose the desired export format (PFD or CSV), as shown in
Figure 99.
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Home | Catzlog | [ New Open~ | Signed In s rajiv.ncaiss v
0BMS User Repart Qs
| ity Faerte
B e
OBMS User Report - FOR OFFICIAL USE ONLY - Select file format (PDF 1
s e 0 or CSV) to export = e e
[ Nealss UseriD Fist Name | LastMame [ Email 0BMS User I OBMS Assigned Role
REDDYNCALSS ey s eddy rcass@dsami FEDDENCAISS Stffing Cordinator
reddy ncaiss reddy naaiss@dssmi REDDY.NCAISS Reviewer
BOBNCALSS bob rcass bobncaissdss i BOBNCASS [
[= e bobrcxsges BOBNCAISS Koprover
LAURENNCAISS lauren s lauren.reas s LAURENNCAISS User Adinisrator - National Click Here
lauren ncass laren rcassdssm LARENNCAISS D55 Non-0DA
lauren ncass len s LAURENNCAISS Aoproves
NLESKNCAISS hish NCAISS. rishncsssgdssmi NLESHNCAISS D5 Nor DA
Niesh NCAISS. ish.ncaiss@ds il NILESHNCAISS Aoprover
GORDONNCAISS gordon s gurdonncass@dss.nl GORDONNCAISS Stffing Coorinator
gurdon ncais gurdon.ncass@dss.ni GORDON NCALSS Reiewer
EGV o o JrgwBvagov XEGW Govemment Sbmittsr

Figure 99: OBMS User Administrator Export Report File Selection

AWarning: When attempting to print in CSV format, you must manually stamp “For Official Use Only” on the

printout if it is not in the Report title. PDF format will have “For Official Use Only” displayed in the Header and
Footer of the Report.

An OBMS User Administrator may also choose to access the NCAISS Reports interface from the NCAISS Homepage.
From the NCAISS Home Page, click the “Reports” link to be directed to the NCAISS Reports interface, as shown in
Figure 100. Then proceed from Step 3 above.

E - - Accessibility  Sign Out o Hely Last Lt : Wed Mar 18 04:43:38 CDT 2015 o
Pefénse Security,Services Portal ’ i B
Natiopal Industrial Seaurity Program (NISP) Central Access Informetion Sacurity System (NCAISS) u
b
“_J e

I My Profile

§ My information
~IRequests

) create/Modify Requests

@8 Track Requests
/My Applications

7§ oeMS Application

3| STEPP Application

> Administration

Figure 100: OBMS Report via NCAISS Home Page
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13 Security Training, Education and Professionalization Portal
(STEPP) Application NCAISS User Guide

This section describes the step-by-step processes for requesting access to and accessing the STEPP application
using the NCAISS Solution. Note: This portion of the User Guide focuses exclusively on use of the NCAISS Solution
as it relates to the STEPP application. Actions that a user may take within the STEPP application, following
authentication, are out of scope for this User Guide. This section assumes that a STEPP access requestor already
has a valid NCAISS user account. If a valid NCAISS user account does not exist, refer to Section 3 for step-by-step
instructions for NCAISS self-enrollment.

13.1 Accessing STEPP

Following STEPP’s integration with NCAISS, STEPP users are able to use their existing CAC/PKI credentials to gain
access to the STEPP application. Note: Use of CAC/PKI credentials for access to STEPP is optional; STEPP users may
continue to access the application using their existing username/password.

For convenience, there are three ways in which a user may authenticate to STEPP, including:

= Navigate to the public-facing STEPP home page and click “CAC | PKI Login” (CAC/PKI Authentication from the
STEPP Homepage)

= Access STEPP from NCAISS (CAC/PKI Authentication from NCAISS)

= Login to STEPP using existing username/password authentication process (STEPP Username/Password
Authentication)

The following sections provide step-by-step instructions for accessing STEPP using the three methods described
above. Note: This section assumes that the User already possesses valid NCAISS and STEPP application accounts.

13.1.1 CAC/PKI Authentication from the STEPP Homepage

The steps below describe the process for accessing STEPP via NCAISS from the STEPP homepage through the use of
a CAC or DoD-approved PKI certificate.

1. Navigate to the unauthenticated STEPP homepage (http://www.cdse.edu/stepp/index.html).
2. Select the “CAC | PIV Login” button, as shown in Figure 101.
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U.S. Depariment of Defense Site Map | AZIndex | Facebook | Twtter
|
@ DEFENSE SECURITY SERVICE L iseanh]

Home About Us Direct
CDSE Home « CDSE + STEPP
About Us —
PP <, ) :
Registrar STEPP s Ed 1 and STEPP Configuration Check
- STEPP Overview Professional ImaSeript s enabled on your browser.
- Create an account We refer to our Learning management system s the STEPP P R
-Login system. This is where we maintain the list of courses that we
- vour homepage provide and where your student information and your course oz ok & desaicd
- ExeubIY your preferences transcripts are maintained. The online courses that we provide  Flash s version 8 or above.
e e e are also part of this system. Please be advised that CDSE courses o S .
- Nepkaer for g are intended for use by Department of Defense and ather LS. Click Here
Cratielw Government personnel and cantractors within the National STEPP LOGIN
- Launch your training Inhiskia) Sucimnty Prograni; 1 have 2 DoD Common Access Card (A6
- inis Personal |dentity Verificaty
Cancel your training STEPP News & Announcements
- View your progress CAC | PIV Logi
- View,/print your certificate There are no announcements at this time. 3 oD mettions, view the CAL/PIV
- View your franscript logln instauctions.
- Update your profile I want to login with my username /password.
e
Education Je o B = ~ o
Training Have a question or need help wsing
Certification STEPE?
Resources & Job Aids
Request Services
Contact CDSE

Figure 101: CAC/PKI Login from STEPP Home Page

3. You are redirected to the NCAISS Disclaimer page, as shown in Figure 102. Select “I Accept” to proceed.

Defense-Security Service Portal

ational industrial Security Program (NISP) Central Access Information Security 8

Figure 102: NCAISS Disclaimer

4. The unauthenticated NCAISS page is displayed, as shown in Figure 103. Select “CAC/ECA Login” to proceed.
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Defense Security Service Portal

Nationalindustffal Security Program (NISP) Central Access Information Security Systam (NERE

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

v Sefting up Firefox to work with Card readers?
NCAISS not loading in Firefox?
4 Whatis the NCAISS?
4 Whatis the Single Sign-on?
How do | ereate an NCAISS account?
* How do | resetmy word?
Regster Certificate 4 How do | associate CAC/ECA with my account?
& From where do | getan ECA certificate?
Additonal NCAISS Information + How do | log inlo NCAISS using my CAC/ECA?
4 DoD Approved PKls “ How can | find heip?
: 4 CAC emor message “Page cannot be dispiayed™?
Register for an account See ALLFAQs

CAC/ECA Login

Contact DS$ | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act| FOIA | Terms of Use
FC ALL LY

Figure 103: Unauthenticated NCAISS Home Page

5. Select the certificate that you would like to use. Note: You must use the certificate that has been associated to
your NCAISS account.

Select a Certificate

SAMPLEUSER

Issuer: DOD EMAIL CA-30
Valid From: 9/11/2013 to 8/11,/2014

Click here to view certificate prope...

SAMPLEUSER

Issuer: DOD CA-30
Valid From: 9/11/2013 to 8/11/2014

(o ] (Loma |

Figure 104: Certificate Selection

6. Enteryour PIN.
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Microsoft Smart Card Provider
Please enter your PIN,

Figure 105: PIN Entry

The NCAISS Solution authenticates you and determines if you have multiple STEPP accounts correlated with
NCAISS. Note: If you have only a single STEPP account correlated with NCAISS, then proceed to Step 9.

If multiple STEPP accounts have been correlated with NCAISS, then the NCAISS Solution will prompt you to
select which account you wish to use, as shown in Figure 106. Select the desired account and click “Continue.”

Q Welcome STEPP user

Select the account that you wish to use

Contact D55 | FAGSs | Accessibility | USA.gon

Notice | No Fear Act | FOIA | Terms of Use
FOR O

Figure 106: Multiple STEPP Account Selection

9. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 107.
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SAMPLE USER - 153 =7

= Center for Development of Security Excellence

=4 Search | Sesrch Tips Register to take your next course at the CDSE,
and put the power of security in your hands. [ ,: Y
Hexeges &'
P  Quality Training & Education 34 \E,

» Knowledgeable Instructors ~

2} Quick Links
* Security Technology Professionals

Favarites

WAl

"T" Calendar

1P pensing Actvitin

Display: i Traiming -
e
) 550 TVFORMATION ASSURANCE AWSREESS oz s s pr—
@ s7E0 vnen TuTomue p—yn e D pre— "

sction Besigrmant Type Start Date Status

(1) f 2 reczras

DoD TION E ‘View Detais Other Actiens =

Course
Festuring » Gepleyment scenaric Gsmussing secisl networking information assurance (18) sues and fks, s web-based product preserts information securly opcs tal refiect the constantly chang.

Figure 107: STEPP User Homepage

13.1.2 CAC/PKI Authentication (to STEPP) from NCAISS

The steps below describe the process for accessing STEPP via NCAISS from NCAISS through the use of a CAC or
DoD-approved PKI certificate.

1. Navigate to NCAISS (https://ncaiss.dss.mil) in your web browser.

2. Authenticate to NCAISS, as described in Section 5.

3. Upon authentication, the NCAISS Home Page is displayed.

4. Click the “STEPP” link within the “My Applications” section, as shown in Figure 108.

Defense Security.Services Portal
Naoa sl ety Progam (IS Centrl Access Information Securty Syste (NCAIS)

Accessibilty SignOut & hEly  Help Last Loginc Mon Mar 16 1062335 (DT 2005 4

ki

& Woek Items

» My Profile
‘ W [nformation

| Requests
(L CraataMody Raguasts
B Track Beguests

¥ My Applications

3 0eMs Rpplcaton
=== _J«—Click Here

Figure 108: Access STEPP from the NCAISS Homepage

5. The NCAISS Solution authenticates you and determines if you have multiple STEPP accounts correlated with
NCAISS. Note: If you have only a single STEPP account correlated with NCAISS, then proceed to Step 7.

6. If multiple STEPP accounts have been correlated with NCAISS, then the NCAISS Solution will prompt you to
select which account you wish to use, as shown in Figure 106. Select the desired account and click “Continue.”

7. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 107.

13.1.3 Username/Password Authentication (to STEPP)

STEPP users that wish to continue to use STEPP username and password credentials to access STEPP may do so
without the need to login to NCAISS. For step-by-step instructions for logging into STEPP with username and
password, refer to the STEPP FAQs (http://www.cdse.edu/stepp/help.html).
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1. Navigate to the unauthenticated STEPP homepage (http://www.cdse.edu/stepp/index.html).

CDSE
About Us
Registrar £ te
- STEPP Overview !
- Create an account We refer to our learning management system as the STEPP
-Login system. This is where we maintain the list of courses that we
- Your homepage provide and where your student information and your course
- Establish your preferences transcripts are maintained. The online courses that we provide
- Browse/search for training are also part of this system. Please be advised that CDSE courses
- Register for trairing are intended for use by Department of Defense and other U.S.

Government personnel and contractors within the National
Industrial Security Program.

STEPP News & Announcements

There are no announcements at this time.

- View your training
- Launch your training
- Cancel your training

- View your progress
-~ View/print your certificate
- View your transcript
- Update your profiie
- Help/FAQs

Education

Contact CDSE

gex | Facevook |

- || search

sne wap

STEPP Configuration Check

s enabled on your browser

JmvaScript

Cooides are enabled.

Pop-up blocker is di

lash s version § or sbove.

Some course cantent requires Adobe Reader

Click Here

STEPP LOGIN
1 have a DoD Common Access Card (CAC) or
Personal Identity Verification (PIV) Certificate.

CAC | PIV Login

For step by step instructions,

tion or need help usis

Figure 109: Username/Password Login from STEPP Homepage

2. Input STEPP username and password and select “Log On” to authenticate.

STQPP

Log On

Please enter your usemname and password.

- Input STEPP Username

Input STEPP Password

Click Here

Ereate your new STEPP user account

System (IS) that is provided for USG:

ou are accessing a U.S. Government (USG) Informas
5 1S, you consent 1o the folowing oo

By using this 15 (which inciudes any device arached ©

s and MONIars Communic

Tha USG routinaly inte

18, i
Avestigations.

 USG may inspect and seice duch stared on this 5.
g or data stored on, this IS are not private, are subject to routine mo.
isciosed or used for any USG authorzed purpose

net for your parsonal banait or privacy.
* Negwithy g the above, uling this 15 doas Aot conatitute coniant to PM, LE ¢ CT inve
searching or moni g of the contant of privileged communications. or work product. re!
represSTaton of Servicts by attomeyd, prychatherapists, ot dergy, and the
communications and work product are private and confidential. See User Agreen

Privacy Act Statement

Cada [USC), Section 301; Executive Order 10450
edar 9357, “Numbaring Systam for Fadaral Leceunts R
fermatian within Industey:” and Dl

(1) Autharity: Tria 5, U
Bovamenant Empleyman
Perseas: " Executive Order 10865, "Safeguarding Classif;
5105.42. “Defense Security Servies”

(2) Purpose: The purpose and use of the requested information
Excellence (COSE) to establish
cartfications, and academic crediy/transcripts.

(4) Disclosure: Furnishing the Social Security Number and ccher data is volentary, ure &

requested infarmation will impede, delay, or prevent further processing of the reques

You are encouraged to review and update your personal profile information in STEPP. To access the
Profile page within STEPP, click on the word “Profile” in the upper right comer in the blue task bar.

5 on this IS for parposes including, but na

e.g.. authentication and access controls) to procect USG interests-«

o
tants. 5
nt for details

rity Raquiremants far

r for Development of Security
sdents, course complesions

horized use caly.
dicions:

g

nitaring

gative
ad o parsanal

eing to Tadividual
D Diractive

2 provide the

Figure 110: STEPP Username/Password Input Page
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3. If successfully authenticated, the STEPP homepage is displayed as seen in Figure 107.

13.2 Requesting a STEPP User Account (via NCAISS)

NCAISS users may request access to STEPP through the Portal by clicking the “Create a STEPP Account” link. Upon
clicking the link, the user is immediately redirected to STEPP. Note: Individuals may continue to request access to
STEPP from the STEPP Homepage; however, both methods of creating a STEPP account require that the user
correlate his/her STEPP account in NCAISS via the process described in Section 13.3 in order to use their CAC for
STEPP login.

The steps below describe the process for requesting a new STEPP account via NCAISS.

1. Loginto NCAISS, as described in Section 5. From the NCAISS Home Page, select the “Create/Modify Requests”
link, as shown in Figure 111.

Defense Security.Services Portal
Netion Incuste Seuty Program {NISP) Canrl Accss Informaton Scurty Syten (NCAIS)

i

Accessibilty SignOut & Jslry  Help Last Login: Mon Mar 16 10:23:35 (0T 2015 4

5 Work Items
My Profie

‘ My Enformation

e | «——— Click Here
T

Figure 111: Request Create/Modify STEPP Account via NCAISS

2. Onthe Application/Role request page select the “Create a STEPP Account” link, as shown in Figure 112 below.
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NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

O0BMS Requests

Request/Manage OBMS Access

STEPP Requests

Register an Existing STEPP Account

| Create a STEPP Account Ih Click Here

Return to DSS Portal

Figure 112: Create a New STEPP Account

3. The useris redirected to the STEPP Account Registration Form within the STEPP application. No further action
is taken within NCAISS; refer to STEPP’s account creation guidance for further reference. Note: After a user
creates their account in STEPP, the user will have to correlate his/her STEPP account in NCAISS via the process
described in Section 13.3 in order to use their CAC for STEPP login.

13.3 Correlating STEPP Accounts

All STEPP users that wish to use their CAC/PKI credentials to access STEPP will be required to link (correlate) their
STEPP account with their NCAISS account using the one-time process (per account) described in this section. Users
with multiple STEPP accounts (e.g., users that have both STEPP user and administrator accounts) will need to
correlate each account that they wish to use their CAC/PKI credentials to access.

1. Loginto NCAISS, as described in Section 5. From the NCAISS Home Page, select the “Create/Modify Requests”
link, as shown in Figure 111.
2. Onthe requests page select the “Register an Existing STEPP Account” link, as shown in Figure 113 below.
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NCAISS Access Request

Please choose one of the following request options.

NCAISS Requests

Request an NCAISS Role

0BMS Requests

Request/Manage OBMS Access

STEPP Requests

l'{eg:ster an Existing STEPP Account H C|ick Here

Create a STEPP Account

Return to DSS Portal

Figure 113: Correlate STEPP Account

3. Enter your STEPP username and password for the account that you wish to correlate, when prompted. Click
“Finish” to proceed, as shown in Figure 114. Note: If you have forgotten your password you may use the
STEPP password reset capability by clicking the link.
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Rmb DSt Senla R4 A e

Defense SecurityServices Portal

sram (NISP) Ceral Acces Tdormation Secrty Stem (NCAISS)

STEPP Account Registration Request

Plesase enter your ixisting STEPP acrount Usarmame and Password,

T <«— Enter your STEPP Username and

Usemame

AP Password

Forgat your STEPP password? Clck here!

mreedm-v;rrm-mmn-'r&rrmmmm.mm&mwutmx
:'535 TR,

-E—Cllck Finish

Figure 114: STEPP Username/Password Entry

4. NCAISS will validate your username and password with STEPP and, if successful, notify you that your account
has been correlated with NCAISS, as shown in Figure 115. Click the “Go to STEPP” button to proceed to STEPP.

Rt OSSRl Sgn02 AANICLSTY Meb

Defense SecurityServices Portal

 Prcgrem (ISP Centrl Access Information Securty Sstem (NCAISS)

STEPP Account Registration Request

Request Completed Successfully!

The STEPP Account request was successiuly submitted

st For RAIIVINDUSTRY
V3 '~:v-!b lﬁ:}

Figure 115: STEPP Account Correlation Successful

5. Once you have correlated multiple STEPP accounts, NCAISS will prompt you to select the account that you
wish to use during a given session, prior to directing you to STEPP, as shown in Figure 106. Select the desired
account and click “Continue.”

6. NCAISS directs you to STEPP. The STEPP user’s homepage is displayed, as shown in Figure 107.
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14 Industrial Security Facilities Database (ISFD) NCAISS User
Guide

This section describes the step-by-step processes for accessing the ISFD application using the NCAISS Solution.
Note: this portion of the User Guide focuses exclusively on use of the NCAISS Solution as it relates to the ISFD
application. Actions that a user may take within the ISFD application, following successful authentication, are out
of scope for this User Guide. This section assumes that an ISFD user already has a valid NCAISS user account. If a
valid NCAISS user account does not exist, refer to Section 3 for step-by-step instructions for NCAISS self-
enroliment.

14.1 Accessing ISFD

The steps below describe the process for accessing ISFD from NCAISS through the use of a CAC or DoD-approved
ECA certificate.

1. Navigate to NCAISS (https://ncaiss.dss.mil) in your web browser.

2. Authenticate to NCAISS, as described in Section 5.

3. Upon successful authentication, the NCAISS Home Page is displayed.

Click the “ISFD Application” link within the “My Applications” section, as shown in Figure 116.

Defense Security.Service Portal
Natiopaf Industrial §3mrity Program (NISP) Centrel Access Informetion Security System (NCAISS)

Accessibilty - Sign Ot kylendustryl  Help  Lask Login : Fri Sep 11 03:41:30 CDT 2015

i:

7 Work Itenss

¥ My Profile
§ My Informaton

v Requests

(2] Create/ Moy Requests
8 Track Requests

v| My Applications

<—— Click Here

=31 0BMS Application
[ stepp agpiication
v Administration

Figure 116: Access ISFD

5. The user is directed to the ISFD username/password page and will be required to enter a valid ISFD
username/password for system login.
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Appendix A — Acronym List

Term Definition

CAC
CAGE
DoD
DSS
FAQ

NCAISS

NISP
OBMS
ocCspP
ODAA
PIN
PKI
SAR
SSO
STEPP

Common Access Card

Commercial and Government Entity
Department of Defense

Defense Security Service

Frequently Asked Question
Information Assurance

Industrial Security Facilities Database
Information Technology

Joint Personnel Adjudication System
Key Management Personnel

National Industrial Security Program (NISP) Central Access Information Security
System

National Industrial Security Program

Office of Designated Approving Authority (ODAA) Business Management System
Online Certificate Status Protocol

Office of Designated Approving Authority

Personal Identification Number

Public Key Infrastructure

System Access Request

Single Sign On

Security Training, Education and Professionalization Portal
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