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Emergency Authority Specifications
DoD Information Security Program

) Administrative Announcements

=Use the Q & A box to ask questions.

= These slides may be downloaded. Select
the file in the File Share box below.

= This webinar will present four poll
questions.
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DoD 5200.01-R
S Information Security Program

— ® No “Emergency Authority”

B Included “Third Agency Rule”

[— o Required notification be made
! to third agency originators
prior to disseminating
classified information

Emergency Authority Specifications

DoDM 5200.01 Vol. 3
@ i Information Security Program

B Codified guidance from
DTM 04-010, “Interim Information
Security Guidance”

® Removed “Third Agency Rule”

O ORCON and June 27, 2010
restrictions do not apply to
“Emergency Authority” situations

Emergency Authority Specifications

What is Emergency Authority?

= Allows disclosure of classified information
to individuals otherwise not routinely eligible
for access

= Includes disclosure of information normally
requiring originator’s prior authorization
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Imminent threat to life Defense of the homeland

Imminent threat: A very high probability that danger to
life will occur
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L7 1

Homeland defense: Protecting national security, our most
cherished values and beliefs, our democratic way of life, our
institutions of governance, and our unity, welfare, and well-
being
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Disclosing Authority Responsibilities

®m Limit disclosure

® Secure transmission

® Instruct safeguarding

m Brief recipients

= Provide natification
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Limit Disclosure

= Amount of information
Limit to absolute minimum needed to achieve
purpose

= Individuals
Limit number receiving information
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Safeguarding Instructions

W What specific information is classified

W How to safeguard the information

mergency Authority Specifications

Transmission

= Approved Federal government channels
0 Most secure and expeditious method
o Consistent with DoDM 5200.01

m Other means deemed necessary
0 When time is of the essence
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Information disclosed under emergency authority
shall not be deemed declassified.
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Physical custody of classified information
must remain with an authorized Federal government
entity.
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Signed SF 312s must be obtained.
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Emergency Authority Notifications | CDSE

Disclosing authority must notify:

B Agency or DoD Component from which the
information originated

B Deputy Under Secretary of Defense for
Intelligence and Security (DUSD(I&S))
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mergency Authority Notifications

Disclosing authority notifications

B Must be completed within 72 hours of the
disclosure or at the earliest opportunity, and

B No later than 30 days after release.

21




Emergency Authority Specifications

Notification of disclosure must describe/identify:

B Information — What information was disclosed
Individual(s) — To whom was the disclosure made
Method — How the information was disclosed
Transmission — How the information was transmitted
Safeguarding — How the information is being safeguarded
Reason — Why was emergency release required

Briefing — What briefings were provided

SF 312 — Copies of all signed SF 312s
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) CDSE Website

www.dss.mil/seta

DereNsE SECURITY SERVICE B g

ACCESS SECLETTY TRAMING [
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STEPP elLearning

stepp.dss.mil ST@PP

DoD Security Specialist

m Blended curriculum of web-based and
instructor-led courses

w Covers general, industrial, personnel,
information, and physical security topics

m Targeted at entry-level
security professionals

www.dss.mil/cdse/catalog/classroom/GS101.html
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Instructor-Led Training

Information Security Management

® Mid-level course provides a
comprehensive review of the DoD
Information Security Program

m Requires functional working knowledge
of the DoD Information Security
Program

www.dss.mil/cdse/catalog/classroom/IF201.html
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Security Shorts

htp://www.dss.millcdse/shorts/

Podcasts
http:/www.dss.mil/cdse/catalog/podcasts

Training Videos

hitp:/Awviw. jideos.html|
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www.dss.mil/seta/resources/supplemental-job-aids.html
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) Awareness Posters

www.dss.mil/seta/security posters.html
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